VIII.NETWORK POLICY /E-POLICY

The gdae policy in the fidd of information and communication technologies (ICT) is
among the key issues when assessng the country’s e-readiness for the Informeation
Society (1S). The andyds bdow examines the governmenta policy in the ICT sector
in generd focusng manly on the legd framework of ICT as the most Sgnificant and
powerful instrument for State intervention.

The date policy in the fidd of IS deveopment is based on two man documents,
adopted by the Governmert:

Strategy on Information Society Development of the Republic of Bulgaria
adopted in October 1999. The Strategy defines the nationd priorities for
trangtion to IS a legidative, technologica, economicd and socid leves and
outlines the basic related activities. It combines the IS concept of the European
Union with the nationd interests and the specific redities of the country:
consolidetion of the democratic system, European and Euro-Atlantic
integration, market economy development, and currency board. The document
takes into account the European Union Strategy, nationa drategies and
programs for trangtion to IS of a number of European countries as wel as
politicd and legd documents of the European Union, the Council of Europe
and other internationa organizations.

National Program on Information Society Development of the Republic of
Bulgaria adopted in October 1999 and updated in April 2001. The
Program is based on the adopted Strategy and specifies in details the measures
to be undetaken and the governmenta body responsble for ther
implementation.

National Strategy for E-Commer ce adopted in June 2000.

VII1.1. Accessto | nformation

The development of IS depends to a great extent on the legd regulation of the access
to information and the protection of citizens communication rights The basis for the
edablisment of an effective legd framework for disssmination of information has
been dready crested with the adoption of the new Condtitution in 1991. The detaled
regulation in this field has to be provided in three separate laws concerning the access
to public information, the persond data protection and the confidentia information:

The Law on Access to Public Information was adopted in July 2000. It
defines the term “public information” and declares the principle of free and
unlimited access to such information. The Law aso specifies the procedures
for obtaning public information and the authorities responsble for its
provison.

The Law on Personal Data Protection was adopted in December 2001. It
corresponds to Directive 95/46/EC of the European Parliament and of the
Council of 24 October 1995 on the protection of individuas with regards to
the processng of persond data and on the free movement of such data and is
consdered as a prerequisite for the ratification of Convention No. 108 of the
Council of Europe for the Protection of Individuds with regard to Automatic
Processng of Persond Data, signed by Bulgaria in June 1998. The Law
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gpecifies the obligations of the persons deding with persona data processing,
the protection of such data, and the terms and procedures for providing access
to pesonad information and dso envissges the edablishment of an
independent Commission on Persond Data Protection.

The Law on Protection of Classified Information is still in process of
adoption. The devdopment of legd and inditutiond framework in the fidd of
confidentia information protection is a drategic priority of the Government in
the process of NATO integration and a key eement in the NATO Membership
Action Plan adopted in Washington in 1999. The Draft presented to the
Paliament by the Council of Miniders envisages the edtablisiment of a
modern legd framework in conformity with the NATO policy and standards
and gpecifies the principle and procedures for the protection of classfied
information as well as the responshble specialized authorities and their powers.
The Draft dso provides for the edtablishment of a Stale Commisson on
Security of Information to carry out the overal organization, coordination and
control in thisfied.

VII1.2. Telecommunications

The legd regulaion of tdecommunications is provided by the Law on
Telecommunications adopted in 1998. In 2001 substantid amendments to the Law
have been introduced, which will enter into force on February 5, 2002. The Law
defines the tems “tdecommunication” and “tdecommunication activity” and
specifies the regimes for operation of the telecommunication operators.

The Law envisages a number of authorities exerciang powers in the fidd of
telecommunication:

The Council of Ministers determines the date policy in the fidd of
telecommunications by adopting Sector Policy for the Teecommunications.
The Sector Policy lays down the drategy, the principles and the stages of
development of sector “Telecommunications’.

The Miniger of Transport and Communications implements the
telecommunications policy on the bass of the Law on Teecommunications
and the Sector Policy and aso adopts the respective secondary legidation.

The Council for the National Radio Frequency Spectrum at the Council of
Minigters carries out the dtate policy on the radio frequency spectrum (the
spectrum including the frequencies between 3 kHz and 3000 GHz).

The Commission for Regulation d Communications 32 as an independent
Specidized date authority implements the sector policy by regulating and
supervising the implementation of telecommunications.

The legd framework of the competent authorities follows the principle of dividing the
functions related to the state governance (assgned to the Minisry of Trangport and
Communications) and the ones reated to the regulation of the telecommunication
market (assgned to the Commisson on Communications Regulation) and provides

32 Until the establishment of the Commission for Regulation of Communications the overall regulation
and control of telecommunications will be exercised by the currently operating State
Telecommunications Commission.
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dear differentiation between the powers and responsbilities of the inditutions deding
with telecommunications.

According to the Law on Tedecommunicaions the telecommunication operators
peform thar activities on the bass of three different regimes. Clear and transparent
criteria for the application of these regimes ae provided following the overdl
objective of gradudly removing the regulatory bariers in  front of the
tedlecommunication ectivities The generd legd framework for the issuance of
licenses for telecommunication eactivities performance follows the European Union
regulatory framework outlined by Council Directive 97/13/EC of 10 April 1997 on a
common framework for generd authorizations and individud licenses in the fidd of
telecommunications services. The following regimes are currently applied, regulated
by Ordinance 13 of the Minigtry of Transport and Communications

Individual licensing. Individua licenses are needed for the performance of
sved tdecommunication activiies expliatly liged in the Law. The
individual licenses are pearsond and ae issued by the Commisson on
Communications Regulation either with or without a tender or a compstition.
Limitetions are envisaged for the trander of the individud licenses issued.
With few exceptions they could not be transferred to third parties within a
certan period after their issuance (three years if the license has been issued
with a tender or a competition and one year in the other cases). After the
expiraion of this period the licenses could be transferred following a prior
consent of the Commisson on Communications Regulation. The term of
vaidity of the individud licensss is twenty years with a posshility for
extenson with the total duration not exceeding thirty-five years. The issuance
of individua licenses is not free and state fees are collected depending on the
type of the tdlecommunication activity.

General license registration. The generd licenses determine the conditions
under which everybody who wishes and meets these conditions could carry
out tedecommunicetions activity. The scope of goplication of this regime is
adso explicitly determined by the Law and date fees are collected for the
registration.

Free regime. The free regime gpplies for dl the cases that do not fal under
the scope of agpplication of nether the individua licenang nor the regidration
under generd license.

According to the Law the telecommunication services prices are fredy determined by
the telecommunication operators according to the demand and offer on the home
market and providing equdity of the users. The prices of the services provided by
operators who have established dominating postion on the market as well as of the
sarvices for which it is established that they are provided by abusng the dominating
postion or didoya competition in the context of Bulgarian protection of competition
legidation are regulated by the Commisson on Communications Regulaion. The
regulation is peformed through determining the price limits rules and principles for
price formation and concrete prices for aperiod of six months to one year.

In accordance with the Congitution the Law on Tdecommunications has established

state monopoly on the submisson of fixed voice sarvices (urban, interurban,
internationd and trandt) between end points of fixed telephone network, the renting
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of lines under publicly announced conditions and the implementing of cross-border
transmisson of voice in red time for the purpose of conceding internationa voice
sarvices by the public tedecommunication operators. The ectivities subject to date
monopoly are performed by the state-owned Bulgarian Telecommunication Company
on the bass of a specid license. The monopoly will be effective till December 31,
2002.

VI11.3. Electronic media

The Law on Radio and Televison adopted in 1998 and subgtantially amended in 2001
regulates the radio and televison activities peformed by the radio and teevison
operators on the territory of Bulgaria The operators are divided into two main groups.
commercial operators and public operators. Bulgarian Nationd Televison is the
nationd public televison operaior and Bulgarian Nationd Radio is the nationd public
radio operator. They both have specific status according to the Law and are partidly
funded by the state budget.

The rest of the radio and televison operators perform ther activities on the basis of
gther licensng or registration regime depending on the technologicd means of
broadcasting. The licensng as well as the regidration is performed by the Council on
Electronic Media as an independent date authority responshble for the overdl
regulation of and control over the radio and televison operators activities. Both the
licensed and the registered operators are obliged to pay initid and annud date fees in
the amount determined by the Government.

VI11.4. Electronic Document and Electronic Signature

The newly adopted Law in Electronic Document and Electronic Signeture is effective
snce October 7, 2001. The Law corresponds to the man principles of Directive
1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a
Community framework for dectronic signatures.

The Law defines the tems “dectronic Statement” and “eectronic  document”,
envissging provisons on the sgnatory, the owner, the addressee, and the intermediary
of an dectronic satement as wel as on the determination of the time and place of
sending and receiving dectronic statements. The Law dso dipulates that with the
composition of an eectronic document the written form is considered observed.

Three types of dectronic dgnatures are specified (Smple, advanced and universd)
depending on both the technologicd means used for their cregtion and ther legd
vdidity. The dmple and the advanced eectronic dgnatures have the effect of the
handwritten signatures except for the cases where the owner or the addressee of the
electronic statement is a centrd or locd date authority, while the universa dectronic
sgnaures have the same effect aso in the public sphere.

The gatus of the certificationservice-providers and their reations with the owner and
the dgnatory are dso regulated. A regidration regime is envisaged for the providers
issuing cetificaes for univers dectronic signatures. The regidration is performed
by the Commission on Communications Regulation.
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Initidly the dectronic document and dectronic sSgnature will be goplied in the
commercid turnover, while additiond legidatve changes or governmentd acts are
needed to expand their implementation in the operation of public administration and
other dateinditutions.

The effective implementation of the Law depends to a great extent on the timely
adoption of the respective secondary legislation. Unfortunately the deadline for its
preparation and adoption was not observed by the responsble state indtitutions — the
State  Tdecommunications Commissior™® and the Council of Ministers. However in
the very end of 2001 the State Telecommunications Commission successfully finished
its work on the preparation of the draft regulations and presented them to the
Government for adoption, dthough it is expected that they will not be adopted before
the establishment of the Commission on Communications Regulation.

VII11.5. Copyrights

Copyrights are regulated by the Law on Copyrights and Related Rights adopted in
1993. The Law includes specid provisons concerning the protection of copyrights on
computer programs and data bases specifying in detals the types of operations the
user of the program is permitted to perform. The free copying of computer programs
for persond use is explicitly prohibited. Sanctions under the form of fines are
envisasged for illegd possesson, reproduction, didribution or use of computer
programs and seizure of the subject of the violation is aso provided.

The Law dso contains provisons on the use of works subject to ether copyrights
(works of literature, art, and science) or related rights (records and movies) by
providing access to them through wirdess means, cable or other technology, for
unlimited number of persons, dlowing this access to be obtained from a place and in a
time, individualy chosen by each of them. Such use requires a prior permisson by the
author, the performer or the producer and impostion of fines is provided for violation
of this requirement.

VII1.6. Computer Crimes

The Crimind Code regulates the crimind offences and the pendties imposed for their
commitment. However specid rules concerning computer crimes are not envisaged. A
pat of the exiging provisons could be agpplied to some of the offences usudly
committed in cyber space such as unlawful disclosure of information, pornography,
fraud, etc. Neverthdess the introduction of modern legd framework related to
computer crimes is desperately needed. In July 2001 a Draft Law on amendments to
the Crimind Code was submitted to the Nationd Assembly, containing mainly
provisons on computer related crimes. The Draft introduces new criminal offences
such as unlawful access to computer resources, unauthorized copying or use of
computer data, unauthorized damaging or deleting of computer programs, entering of
computer viruses within a computer of information network, dissemination of
computer or system passwords followed by the disclosure of persond data or State
secret, etc. The Draft aso provides definitions of some computer crimes related terms

33 After the entry into force of the last amendments to the Law on Telecommunications on February 5,
2002, the State Telecommunications Commission is to be replaced by the newly established
Commission on Communications Regulation.
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such as computer, computer resources, information network, computer virus,
computer program, computer data, etc.
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