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Volume I: Drug and Chemical Control
Bulgaria
I. Summary 
Bulgaria is a major transit country, as well as a producer of illicit narcotics. Strategically situated on Balkan transit routes, Bulgaria is vulnerable to illegal flows of drugs, people, contraband, and money. Heroin moves through Bulgaria from Southwest Asia, while chemicals used for making heroin move from the former Yugoslavia to Turkey and beyond. It is estimated that 80 percent of the heroin distributed in Europe was first transported through Bulgaria. Marijuana and cocaine also continue to be transported through Bulgaria.  
The Government of Bulgaria has continued to make progress in improving its law enforcement capabilities and customs services, although major structural changes remain to be implemented. The Bulgarian government has proven cooperative, working with many U.S. agencies, and has reached out to neighboring states to cooperate in interdicting illegal flow of drugs and persons. Nevertheless, Bulgarian law enforcement agencies, investigators, prosecutors and judges require further assistance to develop the capacity to investigate, prosecute and adjudicate illicit narcotics trafficking and other serious crimes effectively. Bulgaria is a party to the 1988 UN Drugs Convention. 
II. Status of Country 
In the past year, Bulgaria has continued to move from primarily being a drug transit country to an important producer of narcotics. Bulgaria is beginning to replace Turkey as a center of synthetic drug production and laboratories are increasingly being moved to Bulgaria. Most importantly, the use of synthetic drugs has overtaken the use of heroin, formerly the most widely used drug in Bulgaria. The spillover effect of drugs as payment for transportation services is resulting in an increase in local user populations. Transporters, reimbursed in product instead of money, typically break down the purer drugs for street level consumption.  
The Government of Bulgaria has emphasized its commitment to combat serious crime including drug trafficking. Despite some progress towards this goal, there were no major convictions for drug trafficking, or other serious related crimes, including organized criminal activity, corruption or money laundering during 2004. Among the problems hampering counternarcotics efforts are poor interagency cooperation, inadequate equipment to facilitate narcotics searches, widespread corruption, and an overall weak judicial system. 
III. Country Actions Against Drugs in 2004 
The Bulgarian government has issued an annual national drug prevention strategy every year since 2002, and in 2004 it continued its efforts to interdict the flow of narcotics through Bulgaria. Additional measures - started in 2002 - continued through 2004, including the creation of a counternarcotics coalition involving some 60 NGOs, and work on establishing "prevention information centers" in various municipalities. Unfortunately, the new national program for prevention, treatment and rehabilitation, scheduled to run to 2005, received only BGN 200,000 (apx. $134,000) out of an estimated BGN 10 million (apx. $6.7 million) needed. 
Accomplishments. The Bulgarian law-enforcement services have opened a new crime intelligence center with multi-agency input and access. This intelligence center will be pivotal in the collection, analysis, and dissemination of investigative information in a time sensitive and usable form. 
Law Enforcement Efforts. From January to September 2004, Bulgarian Customs seized 1430.64 kilograms (kg) of drugs, including 784 kilograms of heroin, 113 kilograms of marijuana and 410 kilograms of amphetamines. This compares to roughly 1074 kilograms of drugs seized in 2003 and 462 kilograms in 2002. The rise in seizures suggests that Bulgarian interdiction efforts have improved and that more traffickers are being apprehended. Additionally, the seizure of precursor chemicals, including ephedrine and acetic anhydride, are priorities of Bulgarian Customs and law enforcement officials. 
Corruption. In 2002, the Bulgarian government unveiled an "action plan" to implement its 2001 anticorruption strategy. Despite some progress, corruption in various forms remains a serious problem. The Customs Service is widely considered the most corrupt government agency. However, there was no evidence that senior government officials engaged in, encouraged or facilitated the production, processing, shipment or distribution of illegal narcotics, or laundered the proceeds of illegal drug transactions. Bulgaria has signed but has not yet ratified the UN Corruption Convention.  
Agreements and Treaties. Bulgaria is a party to the 1988 UN Drug Convention, the 1961 Single Convention and its 1972 Protocol, the 1971 Convention on Psychotropic Substances and the 1990 Convention on Laundering, Search, Seizure and confiscation of Proceeds from Crime. Bulgaria is a party to the UN Convention Against Transnational Organized Crime and its three protocols. The 1924 U.S.-Bulgarian Extradition Treaty and a 1934 supplementary treaty are in force and in use, although there have been difficulties in implementation in narcotics cases. 
Cultivation and Production. The only illicit drug crop known to be cultivated in Bulgaria is cannabis, but the extent of illicit cultivation is not known. It is certainly not very extensive, and is not a significant factor in abuse beyond Bulgaria’s own borders. There has been a steady increase in the indigenous manufacture and distribution of amphetamine products (captagon), followed by ecstasy, cocaine, and opiates such as hydrocodone, triazolame, and morphine. 
Drug Flow/Transit. Synthetic drugs have become the main drug transported through Bulgaria. However, heroin from the Golden Crescent and Southwest Asia (e.g., Afghanistan) and some marijuana and cocaine also transit through Bulgaria. The Northern Balkan route from Turkey through Bulgaria to Romania is the most frequently used overland route. Other routes go through Serbia and Montenegro and the Republic of Macedonia. Precursor chemicals for the production of heroin pass from the Western Balkans through Bulgaria to Turkey. Methods of transport and conveyances are automobiles, trucks, buses/coaches, and mini-buses/vans, followed by postal proceeds, air cargo consignments, airplanes, territorial checkpoints, and pedestrians. 
Domestic Programs (Demand Reduction). Demand reduction has received government attention for several years. The Ministry of Education requires that schools nationwide teach health promotion modules on substance abuse. There is also a World Health Organization program for health promotion in 30 target schools. The Bulgarian National Center for Addictions (NCA) provides training seminars on drug abuse for schoolteachers nationwide. There are also municipal demand reduction programs co-sponsored by the NCA and the Institute of Public Health in six major cities and a number of smaller communities. Three universities provide professional training in drug prevention. For drug treatment, there are 35 outpatient units and approximately 12 inpatient facilities nationwide. The NCA has psychiatric units in 20 regional centers. Specialized professional training in drug treatment and demand reduction has been provided through programs sponsored by UNODC and the EU and the Council of Europe’s Pompidou Group.
IV. U.S. Policy Initiatives and Strategies 
Bilateral Cooperation. DEA operations are managed from Embassy Athens. The USG also supports various programs through the State Department, USAID, Department of Justice (DOJ) and the Treasury Department to address problems in the Bulgarian legal system. These initiatives address a lack of adequate equipment (e.g., in the Customs Service), the need for improved administration of justice at all levels and inadequate cooperation among Bulgarian agencies. A DOJ resident legal advisor works with the Bulgarian government on law enforcement issues, including trafficking in drugs and persons. An American Bar Association/Central and East European Law Initiative criminal law liaison advises Bulgarian prosecutors and investigators on cyber-crime and other issues. A Treasury Department representative enhances the capacity of the Bulgarian justice sector to investigate and prosecute financial crimes, including money laundering. USAID provides assistance to strengthen Bulgaria’s constitutional legal framework, enhance the capacity of magistrates and promote anticorruption efforts, and an FBI Legal Attache will soon arrive in Sofia. 
The Road Ahead. The U.S. will continue to assist Bulgaria’s counternarcotics and legal sector reform efforts.
Volume II: Money Laundering and Financial Crimes
Bulgaria 
Bulgaria is not considered an important regional financial center. However, Bulgaria is a major transit point for drugs into Western Europe, and financial crimes, including fraud schemes of all types; smuggling of persons and commodities; and other organized crime offenses also generate significant proceeds. Financial crimes - including significant tax fraud, credit card fraud, and counterfeiting of currency and negotiable instruments - are prevalent. The sources for money laundered in Bulgaria likely derive from both wholly domestic as well as international criminal activity. Organized crime groups operate very openly in Bulgaria. There have been significant physical assaults on Bulgarian public officials as well as journalists who challenge organized crime operations. Smuggling remains a problem in Bulgaria and is undoubtedly sustained by ties with the financial system. 

Government of Bulgaria (GOB) officials believe the operation of duty free shops within Bulgaria plays a major role in facilitating the smuggling of cigarettes, alcohol and luxury goods, and the execution of financial crimes. Ministry of Finance (MOF) customs and tax authorities have supervisory authority over the duty free shops. According to these authorities, reported revenues and expenses by the shops very clearly have included activities other than duty free trade. Identification procedures are also lacking. MOF inspections have revealed that it is practically impossible to monitor whether people who buy commodities at the numerous duty free shops actually cross the state border. Attempts by the MOF to close down 44 of the 57 shops operating in Bulgaria have been defeated, particularly due to the efforts of the government’s junior coalition partner 

Criminal proceeds are moved through Bulgaria from Eastern Europe, the former Soviet Union, Turkey, and the Middle East, with the aim of introducing such proceeds into the Western European and United States financial systems. Bulgaria remains largely a cash economy. Although euro-based transactions have recently increased, the U.S. dollar remains a favored currency for financial transactions. The production of counterfeit currencies is also a problem. Bulgaria is believed to be the third most important territory for the production of counterfeit U.S. dollars. The presence of organized criminal groups and official corruption contribute to Bulgaria’s money laundering problem. 

In February 2004, Parliament adopted a revised National Strategy for fighting serious crime. The crime strategy covers a two-year period and focuses on the importance of cooperation between various government agencies such as the Tax and Customs Administration, the Interior Ministry, and Bulgaria’s financial intelligence unit (FIU), the Financial Intelligence Agency. However, despite the GOB’s efforts to address serious crime, lax enforcement remains an issue. 

Money laundering was criminalized in 1997 via Articles 253 and 253(a) of the Penal Code. In 2001, the code was amended to add a 30-year prison penalty if the money laundering is linked with narcotics-trafficking. The legislation takes an "all-crimes" approach, as opposed to a list approach, meaning that any crime may serve as a predicate crime for money laundering.. Penalties for predicate crimes are addressed elsewhere in the Penal Code. 

Other administrative money laundering provisions contained in the Law on Measures Against Money Laundering (LMML) address customer identification and record keeping requirements, suspicious transaction reporting and internal rules for financial institutions on implementation of an anti-money laundering program. Banks, securities brokers, auditors, accountants, insurance companies, investment companies and other businesses are subject to these reporting requirements. Customs rules require the declaration by travelers of all Bulgarian and foreign currency in cash, including traveler’s checks, in excess of approximately 2,500 euros. Due to corruption and inefficiency in the Customs Service, enforcement of this requirement is irregular. 

During April 2003, Parliament passed legislation amending the (LMML)-further strengthening anti-money laundering measures. The amendments expand the types of covered institutions and groups to a total of 29 different categories of covered institutions, all of which are subject to suspicious and currency transaction reporting requirements. These include lawyers, real estate agents, auctioneers, tax consultants and security exchange operators. The amendments also require covered institutions to demand an explanation of the source of funds for "operations or transactions in an amount greater than Bulgarian leva 30,000 (approximately 15,000 euros) or its equivalent in foreign currency; or exchange of cash currency in an amount of leva 10,000 (approximately 5,000 euros) or its equivalent in foreign currency." However, shortly after passage of the new law, the requirements for reporting for lawyers were amended to mandate actual knowledge of money laundering by a client to prevent a conflict with legal ethic rules. 

The legislation also introduces a currency transaction reporting requirement of 30,000 leva (15,000 euros), thus bringing Bulgaria into compliance with the European Union’s (EU) Second Directive on Money Laundering. The LMML obligates financial institutions to a five-year record keeping requirement and provides a "safe harbor" to reporting entities. Penal Code Article 253B was enacted in 2004 to establish criminal liability for noncompliance with LMML requirements. Although case law remains weak, in September 2003 for purposes of EU accession, Bulgaria’s anti-money laundering legislation was determined to be in full compliance with all EU standards. To date, the banking sector has exhibited the most awareness of anti-money laundering standards and has been responsible for the largest number of suspicious transaction reports (STRs) of suspected money laundering. The absence of reports from exchange bureaus, casinos, non-bank financial institutions, dealers in high-value goods and other reporting entities can be attributed to a number of factors, including lack of understanding of money laundering reporting requirements, lack of resources (e.g., inspection staff) and effective regulatory controls, and an overall lax enforcement of the anti-money laundering policy by government officials. 

The LMML amendments also changed the name of Bulgaria’s FIU from the Bureau of Financial Intelligence to the Financial Intelligence Agency (FIA), commensurate with its status as a full agency within the Ministry of Finance. They further institutionalize and guarantee functional independence of the FIU’s director and provide for a supervisor within the Ministry of Finance who can oversee the activities of the FIA but is prohibited by law from issuing operational commands. The FIA is also authorized to perform on-site compliance inspections. Since high-value goods dealers have been required to report since 2001, and there is no supervisory authority, the FIA also acts as the compliance authority for this sector. The FIA is authorized to obtain all information without needing a court order, to share all information with law enforcement, and to receive reports of suspected terrorism financing. Notwithstanding the increase in activity, the FIA remains handicapped technologically, but is working on improving its database and its management to make it more efficient for the analysts’ use. 

The FIA is an administrative unit and does not participate in active criminal investigations. The FIA forwards reports of potential criminal activity to the Prosecutor’s Office, which then has the discretion to open an investigation by referring the case to either law enforcement officers from the Ministry of Interior (MOI) or investigating magistrates from the National Investigative Service (NIS). The MOI and the NIS are the two agencies responsible for investigating money laundering and the predicate criminal activity leading to it. If the Prosecutor’s Office determines that an STR referred by the FIA does not merit prosecution, the FIA has the authority to appeal the Prosecutor’s decision. Between November 2003 and October 2004, the FIA received 439 STRs and 65,465 currency transaction reports (CTRs). The STRs had a total combined value of 163.3 million euros. On the basis of the forwarded STRs, 437 cases were opened. Also during the same one-year period, the FIA referred 57 cases, representing over 35 million euros, to the Supreme Prosecutor’s Office of Cassation and 167 cases with a total value of over 94 million euros to the Ministry of Interior. During the first 10 months of 2004, the FIA forwarded 37 reports to supervisory authorities for administrative action. 

Although money laundering has been pursued in court cases, there has never been a conviction for the crime. In general, there are very few successful prosecutions for other financial crimes and predicate criminal activity that give rise to money laundering. This is mainly due to the fact that prosecutors, investigators, and law enforcement officials, especially at the district level, lack significant training in money laundering. GOB officials, however, hope that this trend is changing. During 2004, 22 money laundering investigations were opened at the NIS under Article 253 of the Penal Code. Also, at least five investigations resulted in arrests for money laundering. The prosecution service has reported that there were three indictments in 2004 specifically for money laundering, with thirty cases presently under investigation 

Bulgaria has strict and wide-ranging banking, tax, and commercial secrecy laws that limit the dissemination of financial information absent the issuance of a court order based on evidence of a committed crime. While the FIA enjoys an exemption from these secrecy provisions, they apply to all other government institutions and often are cited as an impediment to the performance of legitimate law enforcement functions. In a small effort to remedy the situation in 2004, amendments made to the Bulgarian Penal Code to permit the repeal of overly broad tax secrecy provisions, improving dissemination of some information previously covered by tax secrecy laws. 

There are few if any indications of terrorist financing connected with Bulgaria. The GOB amended its Penal Code at Article 108a to criminalize terrorism and terrorist financing. Under Article 253 of the Criminal Code, terrorist acts and financing qualify as predicate crimes under Bulgaria’s "all crimes" approach. The GOB also enacted the Law on Measures Against Terrorist Financing (LMATF) in February 2003, which links counterterrorist measures with financial intelligence and compels all covered entities to report suspicion of terrorism financing or pay a penalty of 25,000 leva. The law was passed consistent with the FATF Special Recommendations on Terrorist Financing. The law legislates a link between the FIA and terrorism financing, and authorizes the agency to use its financial intelligence to that end as well as in fighting money laundering. 

Under the provisions of the LMATF, the state may freeze assets of a suspected terrorist for up to 45 days. The various lists generated by the UN, EU and United States of individuals and entities associated with terrorism have been circulated by the FIA, in cooperation with the Bulgarian National Bank, to the commercial banking sector and elsewhere. To date, no suspected terrorist assets have been identified, frozen, or seized by Bulgarian authorities. 

There are no known initiatives underway to address alternative remittance systems. Although they may operate there, Bulgarian officials have not acknowledged their existence. In general, regulatory controls over non-bank financial institutions are still lacking, with some of those institutions engaging in banking activities absent any regulatory oversight. Similarly, exchange bureaus are subject to minimal regulatory oversight, and some anecdotal evidence suggests that charitable and non-profit legal status is frequently abused by some organizations. As part of its ongoing effort to strengthen its anti-money laundering and counterterrorist financing regime, the GOB has made non-bank financial institution oversight deficiencies a top priority for 2005. 

In cases where a conviction has been obtained, the Bulgarian Penal Code provides legal mechanisms for forfeiting assets (including substitute assets in money laundering cases) and instrumentalities. Bulgaria’s money laundering and terrorist financing laws both include provisions for identifying, tracing, and freezing assets related to money laundering or the financing of terrorism. Key players in the process of asset freezing and seizing, as prescribed in existing law, include the MOI; MOF, including FIA; Council of Ministers; Supreme Administrative Court; Sofia City Court; and the Prosecutor General. However, a comprehensive asset forfeiture law has yet to be enacted. In 2002, the MOI drafted an asset forfeiture law. But some experts have assessed the draft law as draconian and deficient. 

Bulgaria has had several false starts in its attempts to enact asset forfeiture legislation, largely due to concern about the broad powers that could be afforded by the enactment of such a law. In response, the MOI in particular, and with the support of international counterparts, adopted a public awareness campaign to address those issues and re-drafted the legislation to reflect necessary political compromises. At the end of 2004, the Bulgarian Parliament was considering a new draft civil asset forfeiture law that incorporates the experts’ recommendations. As a result of the revisions to the draft as well as a high level of political support for the passage of a civil asset forfeiture law, it is anticipated that the new draft law will be enacted before the end of 2005. The draft civil asset forfeiture law envisions an inter-institutional body that will be specifically tasked with criminal asset tracing responsibilities. In addition, MOI officials are in the early stages of collaboration with EU counterparts to establish a formal intelligence sharing network specifically related to asset tracing.

The United States does not have a mutual legal assistance treaty with Bulgaria. Information is exchanged formally through the letter rogatory process. Currently, the FIA has bilateral memoranda of understanding (MOU) regarding information exchange relating to money laundering with Belgium, the Czech Republic, Latvia, the Russian Federation, Slovenia, Canada, Australia, and Spain. Bulgaria is negotiating, and expects in 2005 to execute MOUs with Bolivia, Brazil, Cyprus, the Netherlands Antilles, Serbia and Montenegro, Thailand, and Ukraine. Between November 2003 and October 2004, the FIA sent 261 requests for information to foreign FIUs and received 68 requests for assistance from foreign FIUs (the FIA has replied to 62 so far). Twenty-four of the 68 requests for assistance were submitted by the United States and were related to persons designated as terrorists or supporters of terrorism pursuant to Executive Order 13224. The GOB has also entered into an intergovernmental agreement with Russia that promotes anti-money laundering cooperation. 

Bulgarian authorities have a good record of cooperation with USG counterparts. In 2004, Bulgarian law enforcement and prosecutors, joined by international counterparts, took part in international operations that have resulted in arrests and prosecutions in both Bulgaria and the United States for significant financial crimes, including money laundering, credit card fraud, and counterfeiting. 

Bulgaria participates in the COE’s Select Committee of Experts on the Evaluation of Anti-Money Laundering Measures (MONEYVAL). The FIA is a member of the Egmont Group and participates actively in information sharing with foreign counterparts. Bulgaria is a party to the 1988 UN Drug Convention and the Council of Europe Convention on Laundering, Search, Seizure, and Confiscation of the Proceeds from Crime. Bulgaria is a party to the UN Convention against Transnational Organized Crime and the UN International Convention for the Suppression of the Financing of Terrorism. In December 2003, the GOB signed the UN Convention against Corruption. 

Although Bulgaria has done well to enact legislative changes consistent with international anti-money laundering standards, lack of enforcement remains an issue. There appears to be no political will to amend unduly broad bank secrecy provisions that are said to hamper law enforcement efforts, and the banking community has a very strong lobby within Parliament. The GOB must take steps to improve and tighten its regulatory regime (especially with regard to non-bank financial institutions) and the consistency of its Customs reporting enforcement. 

The Government of Bulgaria should enact and implement proposed measures to address forfeiture and seizure of criminal assets. Bulgaria should also establish procedures to identify the origin of funds used to acquire banks and businesses during privatization. Bulgaria should provide sufficient resources to the Financial Intelligence Agency (FIA) and incorporate technological improvements. The FIA should also continue to work cooperatively with all institutions having a role to play in combating money laundering to ensure full implementation of Bulgaria’s anti-money laundering regime and to improve prosecutorial effectiveness in money laundering cases.
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