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Approach in addressing fraud problems

Fraud control problem statement

. Statistical pattern to detect in data

. Statistical method to (develop and) apply
. Implementation of Method

Presentation/web publication of results for access by data owners /
authorized user

Fine-tune, parametrize, make method available for use to wider
community of users
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Addressing fraud problems
Statement of 6 hard fraud control problems

. Formation of stocks before EU Enlargements (stockpiling).

. Export refunds paid for goods that are not consumed in the country of export,
not of appropriate quality, etc.

. Evasion of payment of import duties.

. Deflection of trade: imports into the EU bypassing import or antidumping duties
or quotas in imports by false declaration of origin or product type.

. Carousel: export of goods from a MS and subsequent re-import to benefit from
export refunds.

. Trade Based Money Laundering.
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Addressing fraud problems

7. Anti-dumping duties
8. VAT fraud

9. ..

N.B. List of problems appears to be endless

30 October 2013
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Approach in addressing fraud problems
Statistical patterns in trade data

1. Upward (downward) spikes in trade flows: sudden, “unexpected”,
unprecedented increases (decreases) in trade flows at a point in time.

2. Price outliers: trade flows with unit price significantly different than other
comparable unit prices for some point in time or transaction.

3. Systematic underpricing: unit price reported in some combinations of trade
flows (defined by concomitant variables) lower than other comparable flows.

4. Positive (systematic) associations in 2- way tables: some categories of a
categorical variable have an affinity for some categories of another variable.

N.B. Relatively few patterns
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Approach in addressing fraud problems
Matrix of Fraud Control Problems and Patterns

30 October 2013
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Pattern 1, Spikes in trade data
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Pattern 2, Price outliers in COMEXT data

Example 2.1, Lobsters imported into Greece in 200411 at 1.27 €/Kg; average price for others 16 41 €/Kg

Outiiers detected in the dataset pod 03062210 GR_CA

YALLE in 1000 EURO

127, 200471, 1 P
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.00 234 4 65 PRt 93 n.rm 104 .3 |2 2108 2340 =74
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Joint 9
Research
Centre




European
Commission

Detecting price outliers in MS customs declarations

Summary on outliers detected, all flows, all data owners

Transactions Tranasactions Fraction of | LP Fraction | HP outliers | Fraction
Initially searched for transactions | outliers of LP detected of HP
uploaded outliers searched detected outliers outliers
detected detected
Imports AT 1,790,643 1,729,204 0.966 5,564 0.003 12,684 0.007
BE |2,627,438|2,575,154| 0.980] 8,304|0.003|18,071]0.007
NL 3,635,125 3,542,010 0.974 9,077 0.003 22,725 0.006
Exports AT 2,184,677 2,087,714 0.956 6,286 0.003 13,899 0.007
BE 3,119,601 2,856,094 0.916 5,727 0.002 13,901 0.005
NL 3,037,934 3,726,727 0.946 7,705 0.002 19,721 0.005

Still, a large number of price outliers are detected:

outliers have to be prioritized
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Detecting price outliers in MS customs declarations
need to prioritize

- 1st approach, through estimated undervaluation

- 2nd approach, through detecting affinity (positive association) of
importers with LP declarations
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Feedback received from BE, on 1st approach ... Hmm!
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2nd prioritization: detecting positive association
of companies with LP, HP declarations

Example. In BE imports, company 2428 appears in two import declarations both
detected as low price outliers, in two different scatter plots of 184 and 507

imports of product 6205200090
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2nd prioritization: detecting positive association
of companies with LP, HP declarations

Assumption:

Data quality problems should be spread across all declarations not on
specific importers.
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2nd prioritization: detecting positive association
of companies with LP, HP declarations

Assumption:

Data quality problems should be spread across all declarations not on
specific importers.

Procedure:

The set of 2,575,154 (BE) imports explored were declared by 31,473
companies.

The 26,383 high and low price outliers detected in BE imports were
declared by 4,165 companies.

15
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2nd prioritization: detecting positive association
of companies with LP, HP declarations

Assumption:

Data quality problems should be spread across all declarations not on
specific importers.

Procedure:

The set of 2,575,154 (BE) imports explored were declared by 31,473
companies.

The 26,383 high and low price outliers detected in BE imports were
declared by 4,165 companies.

Focus on these 4,165 companies involved in high or low price declarations
which account for 2,138,939 declarations.

16
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2nd prioritization: detecting positive association
of companies with LP, HP declarations

Procedure:

Want to detect how these 4,165 companies are “positively associated”
with declarations FP, LP or HP: F)Ij >B .- P+,j

1. Select cells where most data lie, to reduce the number of
comparisons: i.e. suppress cells of a small nhumber of counts,
typically 1 or 2 counts.

2. For each of the selected cells, test the cell for having positive
mutual information by applying the Fisher exact test on the
collapsed 2 by 2 table. Bonferroni correct for the multiple tests done
(nominal alpha / # of comparisons).
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2nd prioritization: detecting positive association
of companies with LP, HP declarations

Results on Belgian imports

2138939 1.00 0.37 9277 6469 358 4165 399¢ 339 3 3 3

i.e.
of 4,185 importers, only 339 have an affinity to LP, HP or FP outliers.

Focus on 108 of those with an affinity to LP outliers.

30 October 2013 Joint 18
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2nd prioritization: detecting positive association
of companies with LP, HP declarations

Results on Belgian imports

COMPANY ID P CX S CX A CX 0 | FLP
1 132ad8£05281dfec9boddb221a035ca? 2 2 2 2| 1.000
147eeb9b9b973135103c0cce7Z61a%a? 2 2 2 z | 1.000
bfe265c3591bcedf4dSbbceciddb2£43 2 2 2 2| 1.000
610c415536760040d4939a4926b8cE82 3 3 3 4| 0.750
d56f1cddde8bds67d3917bb0569£1063 3 3 3 4| 0.750
3af802dda=45da7%a5701f141c3ef28a 5 5 9 9 | 0.556
dZedaBd37a49%e71fbde7c246%68bctal 54 54 6031 €031 | 0.00%
89 baa53bfcDf88d958dcctiD0ccEE0b36E 148 149 13306 18306 | 0.008
2044 786337
19
7195 | | 2136131 |
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Summary of operational results from BE customs

Of 21 investigations that have been launched by BE Customs:

On one importer false alarm -- used mechanical engineering equipment
imported

In remaining 20 investigations, importers have committed serious
economic crimes:

- fraudulent bankruptcies and VAT fraud, (2 operators, 736K€ and
7.7M£);

- transfer pricing (168K€£);

- TBML and customs fraud; Customs fraud and/or VAT fraud (4
importers) and 12 importers under customs services investigations.
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Fair prices: a spinoff of price outliers in COMEXT data

Recall the price outlier pattern ...

Qutliers detected in the dataset pod 03062210 GR CA

the estimated slope can be used as an indicator for the fair price

WALLIE in 1000 ELURD

.
127, 200411

T
2340




Fair prices: a spinoff of price outliers in COMEXT data
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Estimated Fair Prices - Thirteenth COMEXT downlead (01/07/2007 - 30/06/ 2010), extracted in October 2010

Clear all Filters | Filtered for: "Product’ starts with '03062210" and "Origin’ starts with "CA’
™\

Product
03062210
03062210
03062210
03062210
03062210
03062210
03062210
03062210
03062210
03062210
03062210
03062210
03062210
03062210
03062210
03062210
03062210
03062210
03062210
03062210

Flow Type
IMP
IMP
IMP
IMP
IMP
IMP
IMP
IMP
IMP
IMP
IMP
IMP
IMP
IMP
IMP
IMP
IMP
IMP
IMP
IMP

Origin
CA
CA
CA
CA
CA
CA
CA
CA
CA
CA
CA
CA
CA
CA
CA
CA
CA
CA
CA
CA

Destination

ES
FR
ML

CZ

717

9.67
10.51
1077
10.90
11.07
A7
11.20
13.04
13.28
1342
13.98
14.09
14.82
15.38
15.69
16.75
16.52
16.58

Estimated fair price\ Estimated fair price interval

(6.82:752)
9.37:9.97)

(
(
(
(
(
(
(
(
(
(
(
(

10,02 ;

11.00)

9.99;11.56)

2.3

27
1.61

10.30 ;
10.47 ;
0.43;
0.56 ;

1150
1166 )
11.92)
11.84)

-13.76)
276

1380

- 14.62)
-16.34)
347 ;
410
14.23 ;
15.11 ;
15.20 ;
15.14 ;

14.71)
15.53)
16.52)
16.26 )
16.31)
17.90)

4.57;28.60)
6.62 [(15.88 ; 17.37)

Number of observations

36
35
35
16
36
36
36
36
27
M

1
36
29
33
36
30
27

36

0.98
0.99
0.98
0.98
0.97
0.98
0.96
0.97
0.98
0.99
0.99
0.95
0.98
0.98
0.96
0.99
0.99
0.96
0.95
0.98

Qutliers detected

Export to Excel [K] < |Pageof'1| M Et":"
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Testing the heterogeneity of slopes to each PO

For a given Product (P) and country of Origin (O):

2. The heterogeneity of the fitted slopes (the fair
prices) is tested
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Testing the heterogeneity of slopes to each PO

prices) is tested

More formally, the model is:
Vi :/BjQi T &
1=12,..,n,

j=12,...k

for k Member States and being n;

the number of flows for MS j

Then, we test that

Ho: f=p,=...=

1000

WALUE 1000EURD

For a given Product (P) and country of Origin (O):

2. The heterogeneity of the fitted slopes (the fair

800 4
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Testing the heterogeneity of slopes to each PO
For a given Product (P) and country of Origin (O): |
3. If the hypothesis is not rejected and, thus, the ¢ -
slopes are considered homogeneous, the PO o '
combination is disregarded g

T T T T
100000 150000 200000 250000

- SUP_QUANTITY
1000 1 - DECLARANT
- —&s—AT ——+— BE —x—DE —— DK —o0—-E§ —#- FR A
e — 46— 6B — 98— GR -~ IT —x—NMT -2 NL RO| :
2004 e — sk — SE

600
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there is an “EU price”
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Testing the heterogeneity of slopes to each PO

For a given Product (P) and country of Origin (O):

3. If we conclude that the slopes are heterogeneous,
what to do next?
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Use of the confidence intervals on the fair prices

Estimated Fair Prices - Thirteenth COMEXT download (01/07/2007 - .m;"ﬂﬁf!ﬂlﬂ),ﬂ;.actﬂlh October 2010
Clear all Filters | Filtered for: "Product’ starts with "'03062210" and "Origin’ starts with "CA’ / \
Product Flow Type Origin  Destination Estimated fair price. Egtimated fair\price interval ~ Number of observations  Goodness of fit Outliers detected
03062210 IMP CA ES 7AT (/6.82;7.52) 36 0.98
03062210 IMP CA FR 967 f9.37;997) 35 0.99 1
03062210 IMP CA ML 10.51 [(10.02 ; 11.00 ) 35 0.98 1
03062210 IMP CA IE 10771 (999 ;1156 ) 16 0.98 2
03062210 IMP CA T 10,901 (10.30; 11.50) 36 0.97
03062210 IMP CA BE 11.07] (1047 ;11.66) 36 0.98
03062210 IMP CA GB 11179 (1043 ;11.92) 36 0.96
03062210 IMP CA DE 11.20 (1056 ;11.84) 36 0.97
03062210 IMP CA PT 13.04 (12.31;13.76) 27 0.98
03062210 IMP CA SE 132§ (12.76;13.80) 34 0.99 2
03062210 IMP CA RO 1342 (12.21;1462) 9 0.99
03062210 IMP CA FI 1399 (11.61;16.34) 11 0.95
03062210 IMP CA DK 14.09 (1347 ;14.71) 36 0.98
03062210 IMP CA PL 14.82 (14.10;15.53) 29 0.98
03062210 IMP CA MT 1538 (14.23;16.52) 33 0.96
03062210 IMP CA GR 15.69) (15.11;16.26 ) 36 0.99
03062210 IMP CA AT 1575 \(15.20 ; 16.31) 30 0.99 2
03062210 IMP CA CY 16.52 \(15.14 ;17.90 ), 27 0.96
03062210 IMP CA BG 16.58 (4.57;28.60) 3 0.95
03062210 IMP CA C7 16.62 (\5.88 ; 17.37) 36 0.98
Export to Excel [K <] | Pageof'1 LM @ \ /
e/
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Use of the confidence intervals on the fair prices

MS are grouped together if their fair price confidence intervals overlap, so that

in a cluster the maximum lower bound is smaller than the minimum upper bound
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The concept of cluster price

P O [-| D cluster countries ~| POD fairprice [+| cluster price || clusterR2 [+
3062210 CA ES ES 7.17 7.17 0.97976
3062210 | CA FR DE_GB_BE_IT_IE_NL FR 9.67 10.82 0.97503
3062210 CA NL DE_GB_BE_IT_IE_NL FR 10.51 10.82 0.97503
3062210 CA IE DE_GB_BE_IT_IE_NL_FR 10.77 10.82 0.97503
3062210 CA IT DE_GB_BE_IT_IE_NL FR 10.9 10.82 0.97503
3062210 CA BE DE_GB_BE_IT_IE_NL_FR 11.07 10.82 0.97503
3062210 CA GB DE_GB_BE_IT_IE_NL FR 11.17 10.82 0.97503
3062210 | CA DE DE_GB BE_IT_IE_NL FR 11.2 10.82 0.97503
3062210 CA PT MT_PL_DK_FI_RO_SE_PT 13.04 13.36 0.98693
3062210 CA SE MT_PL DK _FI_RO_SE PT 13.28 13.36 0.98693
3062210 CA RO MT_PL_DK_FI_RO_SE_PT 13.42 13.36 0.98693
3062210 CA FI MT_PL_DK_FI_RO_SE_PT 13.98 13.36 0.98693
3062210 CA DK MT_PL_DK_FI_RO_SE_PT 14.09 13.36 0.98695
3062210 CA PL MT_PL_DK_FI_RO_SE_PT 14.82 13.36 0.98693
3062210 CA MT MT_PL_DK_FI_RO_SE_PT 15.38 13.36 0.98695
3062210 CA GR CZ_BG_CY_AT_GR 15.69 15.75 0.98819
3062210 CA AT CZ_BG_CY_AT_GR 15.75 15.75 0.98819
3062210 CA Cy CZ_BG_CY_AT_GR 16.52 15.75 0.98819
3062210 CA BG CZ_BG_CY_AT_GR 16.58 15.75 0.98819
3062210 CA CZ CZ_BG_CY_AT_GR 16.62 15.75 0.98819
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Results from the 13th download (July 2007 - June 2010)

24947 combinations of Product and Origin in the download
1513 combinations of Product and Origin with at least 10 importing MS of which:

529 turned out to be homogeneous in terms of slopes: for each of these PO
combinations it makes sense to define a unique fair EU-price

« 984 are not homogeneous in terms of slopes: for each of these PO combinations we
can group together MSs satisfying the criterion of the overlapping confidence
intervals, and for each of these groups define a unique fair group-price.

Joint
Research
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Results from the 13th download (July 2007 - June 2010)

Top ten ranked cases taken from the table of the low-priced groups with:

1.

2.

focus on the clusters with only one country (filter for n_country_clusters = 1)
focus on the operationally more interesting cases (filter for signal score = 4)

filtered cases sorted by descending volume (Total quantity, for the POD and overall
period)

Joint
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Results from the 13th download (July 2007 - June 2010)

First ranked: 21012092 from CH to DE

Prepared foodstuff, edible preparations

Product 21012002; imports into the EU25 from CH
Scatterplot by Destination
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Second ranked: 08054000 from TR to RO
and BG

Edible fruit and nuts, grapefruit including
pomelos, ...

Product 08054000: imports into the EU25 from TR
Scatterplot by Destination
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Summary, caution statements, further work

- Detect relatively few patterns in numerous and diverse fraud control
problems.

- Statistical methods used:

1.

2.

3.

4.

To detect spikes.
To detect price outliers.
To prioritize outliers (in two ways).

To detect systematic under-declarations.

- Applicability to both aggregated and dis-aggregated trade data.

- Estimation of fair prices; an important spin-off of the detection of
price outliers procedure

Joint 34
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Summary, caution statements, further work

- Different methods to detect outliers and spikes:
1. Iterative backward search (BS)
2. Forward Search (FS)
3. Traditional robust methods (LTS, LMS, ...)

- Importance of controlling number of false positives taking into
account multiplicity of comparisons.

- Presence of mixtures of prices for the same product, origin and
destination

Joint 3 5
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