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Fraud Review 2006/7 — Attorney Ge

 Unstructured fraud landscape
— Incidents passed around agencies
— Not sure of the scale of the problem
* Fraud not taken seriously by Law Enforcement
— Seen as an unsatisfactory business transaction
— Too difficult to investigate and prosecute.
* Fraud not reported by victims

— Personal or market embarrassment
— No-one will do anything!
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http://www.nfib.police.uk/index.html

What is the AFI for?




The picture of fraud

e The AFl is NOT a set of crime
statistics.

e Fraudis a hidden crime.

*  Fraud is underreported.

Unidentified
or
Hidden Fraud

* Detected fraud is a small
proportion of fraud that lies hidden.

*  Purpose of the AFl is to raise
awareness, illuminate the bigger

hidden picture.
I pictd Fraud

identified

«  Through this work the AFI will but not reported '

incrementally improve the volume
and quality of fraud loss data
available to evidence policy and
prioritise resources.

Fraud reported to the Police

Note: lllustrative: Not to scale
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The first four years....

2006
13bn

ACPO (2006)

Estimates based on
sources available in
the public domain

2010

30bn

Annual Fraud
Indicator, NFA
(2010)

Step Change in
methodology

Inclusion of new
estimates to cover
sectors not
previously captured,
including the private
sector outside of
financial services
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2012

73bn

Annual Fraud
Indicator, NFA
(2012)

Step Change in

methodology

Private sector
revised to include
undetected loss.

Inclusion of new
estimates,
particularly against
individuals




AFl 2013 Headline Figures

Breakdown of fraud losses by victim group Small business
£7.7 billion

Charity Sector
£147 million

Large business
£6.6 billion

Tax
£14 billion \ Private
) Sactor Financial & insurance
£21.2 billion activities
£5.4 billion

Medium business

PublicSector Fra ud LOSS .
Central Government £20.6 billion £1.5 hillion

£2.6 billion £52 billion
Individuals

£9.1 hillion

Local Government Mass marketing fraud

£2.1 billion £3.5 billion
Benefit & tax credits system Identity fraud
£1.9 billion £3.3 billion
Other
Other £2.3 billion

£919 million
Mote: llustrative: Mot to scale
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Reasons to measure

« Raise awareness of the issue to gain resources
 Target resources effectively
« Convince potential victims to self protect

« Measure effectiveness of response
— Measure arrests and convictions.

— Use analytics and risk assessments for fraud
prevention to generate a measure of prevented loss.
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How the AFIl was created

« Measurement Exercises
— The data held by the experts is the best source
e Surveys

— Hampered by security bias, reporting issues and lack
of understanding

* Expert Opinions
— Chartered Institute of Purchasing & Supply
— Mortgage Lenders




Charity fraud survey

Fraud types experienced by victims

Payment/Banking

Accounting

ID

Fraudulent fundraising
Company impersonation/MMF
Procurement

Recruitment

Insurance

Grant

Fraudulent use of property

Other
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UK Gov - Why procurement fra
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UK Gov — Why procurement fra

1% =  £2.3 billion

public sector in the UK alone.
procurement spend

€20 billion

public expenditure for goods, works, and
services
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EU budget 2013 - BBC

Cohesion €42.5bn

Funding for countries and regions
that are economically lagging
behind other member states.

Competitiveness €12.1bn
Supports research and
development, promotes
sustainable energy and tries to
improve training.

Citizenship, freedom, security
and justice €1.4bn

Includes fighting terrorism, dealing
with refugees, encouraging film
production and helping students
study in other member states.

€132.8bn

€47.2bn

€11.9bn

€1.5bn
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Common Agricultural Policy
€43.6bn

Aid for farmers around the EU - helps
maintain rural communities.

Rural development

and fisheries €14.4bn

Helps to diversify economy in rural
areas, support fishing communities
and promote green energy.

Administration €8.2bn

Funds EU institutions. Pays
pensions to former EU staff and
provides schools for the children
of EU staff.

EU as a global player €7.6bn
Includes providing development
aid to non-EU countries and
assisting countries that want to
join.
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LA —false payments
Employee resurrected
LA — conflict of cancelled payment_,

altered payee details

interest e b
LA — procedure not followed and paid sum to frien

Procurement phases

Agency staff

member £140k p.a. contract awarded to Golf Society friend of procurement manager:
appointed to *No OJEU notice o . NHS Trust — H
procurement team *No transparent tender process inviting at least 3 suppliers to tender S o e e ,
- *No declaration of interest statements and signatures m—— '
awarded contract 9 Supplier invoiced !
to his own twice for goods !
u:ompany j N R provided !
R 4 : : legitimately i
Procurement i / E i 4 i
Phases : / : : | :

Tender phase Contract phase Service delivery

Opportunity ‘ Bidder selection

Correct
process
/- Agreement of \ / Expressions of\ / Invitation to \ / Award of \ / Contract \
project and interest tender — contract notice management —
formation of * Pre- including T&Cs, * Final contract including
procurement qualification requirements, details progress and
team guestionnaire specification * Signed contract performance
* Pre-competition * Bidders * Clarifications monitoring
* Prior indicative selected by * Final » Contract
notice in OJEU procurement specification amendments
and media team
advert

K Notice in OJEU/ \ / K / K / \ /
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Resilience — Sample survey qu

ACTION TO TACKLE FRAUD - PRIVATE SECTOR Weighting

Does your organisation share data and intelligence to help prevent fraud with other
businesses / other relevant orgs (e.g. banks)?

Does your organisation share information on known frauds or fraudsters with police /
banks / other businesses?

Does your organisation take action to detect and tackle fraud both from within and
without?

Does your organisation have an agreed approach with other businesses to work
together to tackle fraud?

Does your organisation seek to develop a real anti-fraud culture?
Does your organisation seek to create a strong deterrent effect to fraud?

Does your organisation seek to design out weaknesses in processes and systems which
may allow fraud to take place?

Does your organisation seek to manage fraud as a business issue like any other (e.g.
with Key Performance Indicators, etc.)?
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Example Resilience Map

Sector Understand risk Internal IT systems Action to Overall
systems tackle fraud assessment

Private sector M/H M/H _ M/H M/H

Small Business M/H M _ M M/H

Medium M/H M/H M M/H

Business

Public sector M M unknown M M

Charity sector M/H M/H _ M M/H

Income £100k M/H M/H M M/H

- 500K

Income £501K M/H M/H M M/H

-£5m

Income over M/H M M/H

£5m

Individuals L/M M M M/H M

) National Fraud Authority b




Key things to remember

» Share best practice
— |If someone has a measurement figure use it, but warily
— For example, MoD 1%. Similar profiles will be the same.

* Measure resilience of sector/organisation.
— This will indicate where you are in a range.
* Record all instances of fraud as % of expenditure.
— Need to ensure a proportionate response.
 Detection will increase but should be expected.

« Use data analytics
— detect fraud both before and after payment.
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(Any Questions?)
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