FINANCING
OF ORGANISED CRIME

Y,

CENTER FOR
THE STUDY OF
DEMOCRACY



FINANCING
OF ORGANISED CRIME

<y

CENTER FOR
THE STUDY OF
DEMOCRACY



The report Financing of Organised Crime contributes to a better understanding
of the financial aspects of organised crime. The analysis explores topics such
as the sources and mechanisms for financing organised crime, settlement of
payments, access to financing in critical moments, costs of business and the
management of profits. Drawing on the results of the analysis, the report also
suggests possible new approaches to tackling organised crime.

The report has been produced with the joint efforts of the Center for the
Study of Democracy, the University of Trento and Teesside University and in
close collaboration with the State Agency National Security in Bulgaria, the
State Police in Latvia and the French National Institute for Advanced Studies
in Security and Justice.

The chapters of this report have been written by: “Understanding criminal
finances: policy and methodological framework” — Georgios A. Antonopoulos,
Alexandra Hall, Michael Levi, and Atanas Rusev; Chapter 1 — Fiamma Terenghi
and Andrea Di Nicola; Chapter 2 — Georgios A. Antonopoulos and Alexandra
Hall; Chapter 3 — Atanas Rusev and Rositsa Dzhekova; Chapter 4.1 — Fiamma
Terenghi and Andrea Di Nicola; Chapter 4.2 — Alexandra Hall and Georgios
A. Antonopoulos; Chapter 4.3 — Atanas Rusev; Chapter 4.4 — Anna Markina;
Chapter 4.5 — Andrea Gimenez-Salinas; Chapter 4.6 — David Weinberger;
Chapter 4.7 — Anastasia Chalkia and Dionysis Chionis; Chapter 5.1 — Tihomir
Bezlov; Chapter 5.2 — Dionysis Chionis and Anastasia Chalkia; Chapter 5.3 —
Georgios A. Antonopoulos and Alexandra Hall; Chapter 5.4 — Johanna Skinnari
and Lars Korsell; Chapter 5.5 — Jelle Janssens; Chapter 5.6 — Nacer Lalam;
Chapter 5.7 — Petr Kupka and Katerina Tvrda; Chapter 5.8 — Fiamma Terenghi,
Andrea Di Nicola and Denise Boriero; Chapter 6.1 — Atanas Rusev; Chapter
6.2 — Jelle Janssens; Chapter 6.3 — Katerina Tvrda and Petr Kupka; Chapter 6.4 —
Andrea Gimenez-Salinas; “Policy responses and implications” — Atanas Rusev.

Editorial board:
Prof. Michael Levi
Dr. Ognian Shentov
Boyko Todorov

3 L

Ty % Teesside

; UNIVERSITY ' ESSloe 3
@ " OF TRENTO - Italy ’{j University .

CENTER FOR oftaw

THE STUDY OF V

DEMOCRACY

===

* X %

With the financial support of the Prevention of and Fight against Crime

* %%
*

Programme European Commission — Directorate-General Home Affairs

*
* 4k

This publication reflects the views only of its authors, and the European Commission cannot
be held responsible for any use which may be made of the information contained therein.

ISBN: 978-954-477-234-5

© 2015, Center for the Study of Democracy
All Rights Reserved.
5 Alexander Zhendov Str., Sofia 1113
tel.: (+359 2) 971 3000, fax: (+359 2) 971 2233
www.csd.bg, csd@online.bg



TABLE OF CONTENTS

Understanding criminal finances:

policy and methodological framework........................... 11
1. Cocaine trafficking in the EU: commonalities in financing.......... 29
1.1. Demand for cocaine: consumers and trends .........c..ccccceeeuene 29
1.2. Main entry points to Europe: seizures and flows ................... 31
1.3. Market structure and key actors...........ccccccceevieiiiiicniiicninnens 34
1.4.  Financing and financial management..............ccccoceiiiiininnn. 37
2. lllicit tobacco trade in the EU:
the finances of a fragmented business............................ 47
2.1. Estimates of the illegal tobacco trade in Europe..................... 48
2.2. Structures and key actors involved............cccccociiiniiiiinnn. 50
2.3. Financing and financial management............c..ccccccoociiiiinnin. 52
3. Organised VAT fraud in the EU: mixing the money flows .......... 61
3.1. Basic typology of VAT fraud ..........cccoeiiviiininininiiiiiicnns 62
3.2. Estimates of VAT non-compliance and fraud in Europe.......... 65
3.3. Key actors involved ............cccocoiiiiiiiiiii 67
3.4. Financing and financial management............ccccccovviniiniennene. 68
4. National criminal markets and finances: cocaine trafficking ....... 77
4.1. ltaly: an increasingly competitive market.............cccccceceiinnn. 78
4.2. United Kingdom: the shifting structures
of a market with high demand ............ccccccooiiiiin. 105
4.3. Bulgaria: Money for drugs, money from drugs —
the many faces of a criminal business .............ccccccceeiennnee. 128
4.4. Estonia: between East and West ..........cccccoeiiiiiiiiiiiiiienes 150
4.5. Spain: South American connection.............c.ccccccoveiiiiiiienes 162
4.6. France: cannabis revenue — major source
of financing of cocaine trafficking............cccccccooiiiiiinnnn. 169
4.7. Greece: the Southeast European perspective.............cccco..... 183

5. National criminal markets and finances: illicit tobacco trade.... 199
5.1. Bulgaria: rebirth of the criminal tobacco

infrastructure after accession...........ccccoevveviiiiiiiiiiiieiicies 200
5.2. Greece: the rising share of illicit consumption
iN @ time Of CriSiS......cooiiiiiiiiiiiii 227
5.3. United Kingdom: the low entry threshold............................. 242
5.4. Sweden: from smuggling to warehousing...........c.cccccceeeenene. 265
5.5. Belgium: the rise of the illicit whites..................coccciii 289
5.6. France: low risks and comfortable profits ............ccccecoeueeeee 302
5.7. Czech Republic: fine-cutting profit
in disorganised illicit trade ..............cocoiiiiiiiiii 312
5.8. ltaly: The territoriality of the illicit tobacco business ............ 321
6. National criminal markets and finances: VAT fraud ................... 349

6.1. Bulgaria: inside a VAT fraud-ridden economy ....................... 349



6.2. Belgium: the added damage of carbon emissions ................ 378

6.3. Czech Republic: an increasingly sophisticated trade............. 393
6.4. Spain: A growing illegal activity...........cccocociiiiiiiinin 409
Policy responses and implications ... 419
Annex: List of interviewees.......................cocooiiiii 427

Bibliography ... 439



LIST OF FIGURES

Figure
Figure
Figure
Figure

Figure

Figure
Figure
Figure
Figure
Figure
Figure
Figure

Figure

Figure
Figure

Figure
Figure
Figure

Figure

Figure
Figure

Figure
Figure
Figure
Figure
Figure
Figure

Figure
Figure

AW N =

(€2

© N 2

10.

11.

12.

13.

14.
15.

16.
17.
18.

19.

20.
21.

22.

23.

24.

25.

26.

27.

28.
29.

Methodological approach .............ccccciiiiiiiiiiiiice 21
Quantity of cocaine seized in some European countries, 2012............... 31
Global cocaine flows, 1998 and 2008 ..........coovviiiviieeeeiiee e 32
General cocaine trafficking routes in Western

and Central EUrOPe. .........cciiiiiiiiiiiii e 33
Share of illegally traded tobacco products as part

of overall consumption in the EU, 2013 .......cccociiiiiiiiiiiiniiciicne 49
International VAT carousel fraud scheme...........cccooiiiiiiiiiiinnnn. 64
VAT gap in EU-26 as% of total tax liability (2012) ......cccccoeviiiicinnes 66
Example of settlement of payments in a VAT fraud network................. 71

Example of the distribution of profits and costs
from VAT carbon emissions carousel fraud conducted

via an exchange market and over the counter ............ccccoeiiniiiinnne 73
Costs of large/medium scale cocaine trafficking

operations i Ttaly .......ccoeoviiiiiiiiiiii 99
Costs of running controlled cocaine markets

in Italy (monthly payments)........cccoceviiiniiiiiiiiiiiscee 100
Indicative profit margins of a drug broker

in an international cocaine trafficking operation ... 102
Previous year powder cocaine use among adults and young

adults in England and Wales, 1996 to 2012 — 20713 .....ccccoveiiiciicnnnnne 106
Typical routes of cocaine flow into the UK...........cccoccoiiiiiiiinn, 109
Prevalence of drug use among adults (15-64 years old)

in Bulgaria, 2005 — 2072 ....cccoiiiiiiiiiiiii e 129
Drug-related offences in Estonia, 2003 — 2013 .......ccccoocinciincniccnicnnns 151
Dynamics of prices of cocaine in Spain, 2000 — 2010......ccccccveeeucunnn. 168
The evolution of retail and wholesale cannabis

prices in France, 2006 — 20713 ........ccooiiiiiiiiii 172
The evolution of retail and wholesale cocaine

and heroin prices in France, 2006 — 20713........ccccceiiiiiniiciiiieinn 173
Pyramidal distribution channel or “supermarket” ..........cccccccccooviininnns 176
Share of illicit cigarettes sales in total cigarette

market in Bulgaria (96) .....ccovvuereerrieieiriieieiresece e 205
Dynamics of legal and illegal sales of cigarettes

in Bulgaria (2008 — 2073)...cc.coiiiiriiiiiiiiieiee e 206
Three levels and three models of illicit

tobacco in Bulgaria...........cccooiiiiiiiiiii 211
Changes in the price difference between

premium and value brands in Bulgaria.............ccccooiiiiiiii 222
Estimate of the share of illicit tobacco

consumption in Greece (2008 — 2073)......cccciviiiiiiiiiiiiiiiiiiicieciee 230
Composition of large seizures of cigarettes

in the UK, 2004 — 2073 oottt 243

Premium cigarette prices (per 20)
in the UK, November 2013 .. ...cccioviiiiiiiiie ittt

Fiscal revenue from tobacco products in Belgium....

Manufactured counterfeit and contraband cigarette
volumes and share of overall consumption
in Belgium, 2006 — 20713 .....cccooiiiiiiiiiiici e 292



Figure

Figure
Figure

Figure

Figure
Figure

Figure
Figure

Figure

Figure
Figure

Figure
Figure

Figure

Figure
Figure

Figure
Figure

Figure
Figure

Figure
Figure
Figure
Figure

30.

31.
32.

33.

34.

35.

36.
37.

38.

39.
40.

41.

42.

43.

44,

45.

46.
47.

48.

49.

50.
51.
52.
53.

Counterfeit and contraband cigarettes in Belgium
by countries of origin, billion pcs ........cccooiiiiiiiiiii, 293

Contraband cigarettes in Belgium by brand ... 294

Total tobacco sales in France (cigarettes, HRT
and other types of tobacco, in tonnes), 2004 — 2013 ..........cccceinennne. 304

Mean annual selling price (€) of the most popular
cigarette brand (pack of 20) and HRT (40 grams)

in France, 2000 — 20713, .. i 305
Distribution of criminal activities in France

according to risk and profit.........cccccoiiiiiiiiiii 309
Localisation of the Vietnamese markets

in the Czech Republic ..o 315
VAT revenue in Bulgaria (1998 — 2073) ..o 350
Trends in VAT gap, top-down estimate

for Bulgaria (2009 — 2072) ....cciiiiiiiiiiiiiieeeceecee et 352
Trends in VAT gap, bottom-up estimate

for Bulgaria (2005 = 2072) ...cooiiiiiiiiiiiiiiciiccecc s 353
Prosecution statistics on VAT fraud cases in Bulgaria .................cccocee. 353
Example of role distribution in a missing trader

scheme for export of grain..........ccccocoiiiiiiiiiiiiiiiiic e 359
Trends in VAT gap composition in Bulgaria

by type of SUPPIES......cccviiiiiiiiiiiiiiiiccc 361
Basic schemes for acquisition fraud involving

deliveries of sugar from other member states...........cccocevenininincncnn. 365
Number of VAT fraud cases by types

of goods in Belgium ........ccoooiiiiiiiiiiiiiiicccce e 381
Number of organised VAT fraud cases referred

to the authorities by the CFIT-CFI in Belgium ...............ccooooiiiiiin, 381
Number of organised VAT fraud reports -

Belgian Federal Police...........ccccoiiiiiiiiiiiiiiiicccce e 382
Damage by organised VAT fraud in Belgium, million €....................... 383
Breakdown of the modi operandi of organised

VAT fraud in Belgium ... 385
Damages to the state budget in the Czech Republic

for selected types of tax fraud, million CZK...........cccccoociiiiiiiiiin, 393
Number of detected tax offences

in the Czech Republic (2009 — 2073) ..o 394
The missing trader scheme, key actors and flow of money................. 400

Model of a carousel VAT fraud (@mounts in €)

VAT carousel fraud using a third country ...........ccccoeiiiiiiiiicin,
Model of the most common VAT fraud method in Spain .................... 415



LIST OF TABLES

Table
Table
Table

Table

Table

Table

Table
Table

Table

Table
Table
Table

Table

Table
Table
Table

Table

Table

Table

Table

Table

Table

Table
Table

Table

Table

Table

Table
Table

Table

10.
11.
12.

13.

14.
15.
16.

17.

18.

19.

20.

21.

22.

23.
24.

25.

26.

27.

28.
29.

30.

Background of interviewees..............cccooiiiiiiiiiiiiiiic e 26
Countries with highest prevalence of cocaine use in the EU................. 30
Estimates of gross profits made by cocaine

traffickers by region, 2009...........ccooiiiiiiiiiiii e 43
Changes in the consumption of contraband and counterfeit

cigarettes in select EU countries, 2013 compared to 2012.........c..ccco..... 49

Comparisons of cocaine use, estimated by wastewater
analysis and national prevalence............c.cccccooiiiiiiiiiiiiiiiic 80

Drug seizures in Italy in 2013 and variation
in% compared to 2012

Italian regions with highest levels of cocaine seizures .............cccccceeu. 81
Mark-ups at the different stages of a cocaine trafficking

operation per kilo in Italy (Example 1) ..o 101
Mark-ups at the different stages of the distribution

of cocaine in ltaly (Example 2)........cccccoiiiiiiiiiiiiiiiiiicce 101
Costs, revenues and profits of one British cocaine business.................. 122
Monthly costs and profit margins of a criminal entrepreneur ............... 123
Costs and mark-ups per kilo of cocaine

at specific points along the supply chain in the UK ... 124
Mark-ups in the buying and selling of cocaine

by UK criminal entrepreneurs.............cccccivciiciiciieiniciicceceeeeeees 124
Heroin retail level dealer (independent)..........ccccoocoiiiiiiiiiiiiciicnnne 145
HEeroin iIMPOIer........ccoiiiiiiiiiiiii i 146
Cocaine retail level dealer

(part of larger cocaine enterprise)............coccoerciieiieiniciniciiceeeeees 147
Cocaine trafficker (provides only logistics

for share of the COCAINE)........cccciiiiiiiiiiiiiii e 148
Cannabis growing entrepreneur

(greenhouse growing in cooperation with a farmer) ...........cccccooeeeinnns 149
Amounts of confiscated narcotic substances

in Estonia, 2007 — 2072 (K) «veoververuiriiniiiiii ittt 151
Cannabis products and cocaine prices in France

N 2013 (€/8raM)...uiiiiiiiiiiiiii e 172
Retail and wholesale herbal cannabis prices

and purity in France (2010 — 20T3)..c.ccuiiiiiiiiiiiciiceeceeceeeeceeae 173

Retail and wholesale resin cannabis prices
and purity in France (2010 — 2073)....cciiiiiiiiiiiiiciicceceeeececeae

Retail cocaine prices and purity in France (2006 — 2013)

Wholesale cocaine prices and purity

in France (2006 — 2073)...cccoiiiiiiiiiiiiiiiii i 175
Average income identified in a “supermarket”

cannabis hotspot in the south of France (2012)........ccccccciviiiiininnnnn. 180
Average income by type of job in cocaine

trafficking in France (2014).....coocciiiiiiiiiiiiieeeet e 181
Estimate of the number of French traffickers

and their INCOME ........coiiiiiii e 181
Overall data on drug enforcement in Greece, 2005 — 2012................. 185

Trends in cocaine seizures in Greece
(@ll law enforcement agencies), 2004 — 2072 .......cccecivueiiiiiiiiiiiiens 186

Seizures of cocaine by trafficking route
IN GreeCE, 20T 0. uuuueeiieieiiiieieiietieitea e nns 186



Table

Table

Table
Table
Table

Table

Table

Table
Table

Table

Table

Table

Table
Table

Table
Table

Table

Table

Table

Table
Table

Table

Table

Table

Table

Table

Table

Table

Table

Table

31.

32.

33.
34.
35.

36.

37.

38.
39.

40.

41.

42.

43.
44,

45.
46.

47.

48.

49.

50.
51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

Retail and wholesale prices and purity levels

in Greece (Prices 1N $) ..ooiiiiiiiiiiiiiiieeeeee e 187
Total drug-related crimes in Greece,

number of police-recorded offences.............cccccooiiiiiiiiiniiiiiin, 187
Cigarette sales and dynamics of the excise rate in Bulgaria.................. 205
Cigarette sales and seizures of illegal cigarettes in Bulgaria................... 207
The architecture of players in the illicit

tobacco trade in Bulgaria...........ccocoiiiiiiiiiiiii 208
lllegal sales in large cities of the merchandise

of a legal Bulgarian manufacturer............cccooeoveviiiiniininininincnccee. 223
Prices per pack of illicit whites and monthly

profit in Bulgaria.........ccocooiiiiiiiiiiii 224
Profits in an “hourglass” smuggling scheme in Bulgaria......................... 225

Number of OCGs and lost revenue in tobacco
smuggling in Greece (2017)....coeuiiiiiiiiiiiiiicee e 231

Estimated potential profit from seized cigarettes
in Greece (20TT = 20T3) ceiiiiiiiiieeeeeee 240

Estimated profit from tobacco smuggling in relation
to the amount of packets trafficked in four

well known cases in Greece ........c.oovcieuiiiiiiieiiicieeiee e 241
Non-UK duty paid cigarette market,

% in overall cigarette trade............cccooouiiiiiiiiiiiiiiii 245
Expenses and profit — a UK case study..........cccoceeiiiiiiiiiiiicinnn, 261
Daily consumption of tobacco products by age

and gender in France (iN%), 2070 ....ccooovviiiiieiiiiieiciceceeeee 304
Sources of financing by smuggling level in France..........cccccoeninine. 311
Volume of the illegal tobacco trade

in the Czech Republic (2009 — 2072)....ccccveieiiierieiiieieieeeeeee 314
Model of the illegal cigarettes market

in the Czech Republic........ccocooiiiiiiiiiii e 316
Estimations of the illicit tobacco trade in Italy.

Years 2009 — 2010 and % variation...........cccccecoiiiniiiiiciiciiciccee 324
Total manufactured cigarette consumption.

Years 2009 — 2013 and % variation 2072 — 2013 .....cccociiiiiiinccinnne 325
Main cigarettes brands confiscated at customs in 2012............ccccceeeee. 326

Examples of costs for purchasing illicit tobacco products
at the wholesale level in Italy..........ccccoooiiiiiiiiiiiiiie, 342

Examples of costs related to run tobacco smuggling
0perations N Ttaly.........cccoeiiiiiiiiiiiiiicc 343

Reported size of bribes for various corrupt
practices in Bulgaria .........cccoceiiiiiiiiiiiiiiecccce 374

Costs and profits for a VAT fraud scheme

related to export of wheat grain.............ccccocooiiiiiiiiiii 377
VAT claimed by the Belgian Special Internal

Revenues Service from carousel fraud ..., 382
Share of recovered VAT in the 15 biggest

fraud cases in Belgium ..o 383
Results of the work of Czech customs

with respect to mineral oils control............cccccooiiiiiiiii, 397
Results of the work of Czech customs

with respect to alcohol control..............ccccoooiiiiiiiiiiii 398

Settlement of payments in VAT fraud
in the Czech Republic.........ccccooiiiiiiiiiii 406

Annual profit, costs, revenue per supply chain
in the Czech RepubliC.........ccoooiiiiiiiiiiiiiic 407



LIST OF ABBREVIATIONS

API

BGN

Bra

C&C
CDGEFID

CSD

CSEW

CTIF - CFI
CZK

DCPJ

DCSA

DDA

DGDDI

DNRED

EBM

EGF
EMCDDA

EMCS
EU
EU-15

FATF
FYROM
GHB

gr
HMRC
HRT
HUI
INHES)

ITP
ITT
kg

LEA

active pharmaceutical ingredient

Bulgarian levs

The Swedish National Council for Crime Prevention
counterfeit and contraband

Central Office for Combating Organized Economic
and Financial Delinquency, Belgian Federal Police
Center for the Study of Democracy, Bulgaria

Crime Survey for England and Wales

Belgian Financial Intelligence Processing Unit

Czech crowns

Direction Centrale de la Police Judiciaire

(French national judicial police)

Direzione Centrale Servizi Antidroga —

Ministero dell'Interno (Central Antidrug Bureau,
Ministry of the Interior), Italy

Direzione Distrettuale Anti-mafia

(Anti-Mafia District Directorate), Italy

Direction Générale des Douanes et des Droits Indirects
(Directorate-General of Customs and Indirect Taxes),
France

Direction Nationale du Renseignement et des Enquétes
Douaniéres (National Directorate of the Intelligence
and Customs Investigations), France
Ekobrottsmyndigheten (Swedish Economic Crime
Authority)

excisable goods fraud

European Monitoring Centre for Drugs

and Drug Addiction

Excise Movement and Control System

European Union

Austria, Belgium, Denmark, Germany, Greece, Finland,
France, Ireland, Italy, Luxembourg, the Netherlands,
Portugal, Spain, Sweden, the United Kingdom
Financial Action Task Force

The Former Yugoslav Republic of Macedonia
gamma hydroxybutyrate

gram

Her Majesty’s Revenue and Customs, UK
hand-rolling tobacco

Swedish Retail Institute

Institut National des Hautes Etudes de la Sécurité
et de la Justice, France

illicit tobacco products

illicit tobacco trade

kilogram

law enforcement agents



10

LFO
MinFin
MTIC
NCA
NRA
NTE
OCG
ocCSs
OCTA
OCTF
OFDT

OIvVO

pcs
PMI

RAF

RUC

SANS

SEK

SKV

SOCA
SODN-EMP

THC
TMA

UK
UKBA
UNODC
VAT
WDF

xtc

light fuel oil

Ministry of Finance

missing trader intra-community fraud
National Crime Agency, UK

National Revenue Agency, Bulgaria
night-time economy

organised crime group

Support Cell Carousel Fraud, Belgium
Organised Crime Threat Assessment
Organised Crime Task Force

Observatoire Frangais des Drogues et des Toxicomanies
(Monitoring Centre for Drugs and Drug Addiction),
France)

Onderzoeks en Informatiecentrum van de
Verbruikersorganisaties (Research and Information Centre
of Consumer Organisations), Belgium

pieces

Philip Morris International Inc.

Royal Air Force

Swedish Regional Intelligence Centre

State Agency National Security, Bulgaria
Swedish Krona

Swedish Tax Agency

Serious Organised Crime Agency, UK
Central Anti-drug Coordination Unit —
National Intelligence Unit, Greece
tetrahydrocannabinol

Tobacco Manufacturers’ Association, UK
United Kingdom

United Kingdom Border Agency

United Nations Office on Drugs and Crime
value-added tax

World Duty Free

Ecstasy



UNDERSTANDING CRIMINAL FINANCES:
POLICY AND METHODOLOGICAL FRAMEWORK

Enhancing the knowledge of the financing of organised crime is an
indispensable component of more effective and smarter approaches to
prevention and investigation. Accessing capital is a significant constraint
for some criminals when they seek to become big players in illicit markets
for goods and services,' yet the processes and structures involved in the
financial investment of criminal markets are largely under-researched.
Whilst there is general information available regarding the level of financing
required for a criminal group’s operations in specific illicit markets — for
example, the illicit drugs market is relatively well documented and there
is a reasonably sound understanding of the pricing available along the
entire value chain of operations, from production prices, smuggling and
wholesale prices, middle-level dealing, to retail distribution,?> as well as
with costs of the business® — this is not the case with a number of
other illicit markets such as organised VAT fraud, illicit excisable goods,
smuggling/trafficking in human beings, counterfeiting of goods and money,
payment card fraud, and trafficking in stolen vehicles, etc.

To enter a criminal market at the wholesale level, organised criminals
may need significant financial resources including, but not restricted to,
credit facilities. Their need for financing concerns every level of organised
crime. However, while millions (upfront and/or on credit) may be needed
to enter the cocaine market at wholesale level, participation at the retail
level requires only modest resources. The same applies to manifestations
of organised crime that do not require entrepreneurial characteristics and
are based on predatory activities. For example, small criminal groups may
need only several tens of thousands of euros to launch an international
banking fraud.* The entry costs for many e-crimes are insignificant.

Various financial mechanisms and opportunities are available for criminal
actors to fund new or existing illicit activities. However, fairly little has
been done in terms of systematically analysing or targeting individuals or
processes that are mainly involved in the financing of criminal structures
and organised criminal activities. The financing of organised crime is
the type of horizontal issue that several analyses as well as threat
and strategic assessments — analyses and assessments that have been
previously criticised us unreliable sources of information on organised

' G. Dean, I. Fahsing, and P. Gottschalk, Organised Crime: Policing lllegal Business Entrepreneurialism
(Oxford: Oxford University Press, 2010).

2 See Matrix Knowledge Group, The lllicit Drug Trade in the United Kingdom (Home Office Online
Report, London, 2007). P. Kopp, Economie de La Drogue (Paris: La Découverte, 2006).

3 J.P. Caulkins et al., “What Drug Dealers Tell Us About Their Costs of Doing Business”, Journal
of Drug Issues 29(2) (1999): 323-40; K. Moeller, “Costs and Revenues in Street Level Cannabis
Dealing”, Trends in Organised Crime 15, no. 1 (2012): 31-46.

See R.T. Naylor, “Towards a Theory of Profit-Driven Crime”, British Journal of Criminology 43, no. 1
(2003): 81-101, for a deconstruction of profit-driven crime into its inherent characteristics.
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FINANCING OF ORGANISED CRIME

crime® — often skip, focusing instead on the proceeds of crime, criminal
assets and/or money laundering.® Official and informal financial services
may all be used to finance organised criminal operations in one way or
another.

Previous research has shown that financiers are often behind the financing
of large-scale trafficking of commodities such as cigarettes or drugs.” Yet
despite the influence of these financiers, they remain outside the scope
of analysis of organised crime being done at EU level, where such
information is largely omitted. Although considerable research has been
conducted on the proceeds of crime and the financial management
of several organised criminal activities, the financing of terrorism® and
money laundering, little has been done in terms of analysing or targeting
individuals, structures and processes that are involved in the “preceeds”
of crime,” especially on crimes unconnected with the financing of
terrorism. Little has also been done in terms of analysing whether
criminal entrepreneurs engage in a process that disguises a legitimate
source of funds that are to be used for illegal purposes, a process that
has been defined as “reverse money laundering.”"

Following these observations, a number of academics and law-enforcement
officials from across Europe were contacted in order to gather information
regarding the respective situations in their countries. It was established
that many faced a similar situation, where some operational knowledge
on the issue existed, yet (excepting the Netherlands) analytical units
had not given much specific attention to it. Therefore, an interest
was expressed to gather this knowledge at the EU level, as well as to
exchange knowledge and experiences with partner countries where this
issue has been paid more attention.

@

P.C. van Duyne, “OCTA 2006: The Unfulfilled Promise”, Trends in Organised Crime 10 (2007):
120-28; P.C. van Duyne and T. Vander Beken, “The Incantations of the EU Organised Crime
Policy Making”, Crime, Law and Social Change 51 (2009): 261-81.

® See UNODC, The Globalisation of Crime (Vienna: UNODC, 2010); UNODC, Estimating lllicit
Financial Flows Resulting from Drug Trafficking and Other Transnational Organised Crimes (Vienna:
UNODC, 2011); Europol, SOCTA 2013. EU Serious and Orqganized Crime Threat Assessment (The
Hague: Europol, 2013); NCA, National Strategic Assessment of Serious and Organised Crime (London:
NCA, 2014); R. Dubourg and S. Prichard, Revenues, Economic and Social Costs and Criminal Assets
(London: Home Office, 2009).

7 See, for example, K. von Lampe, Provisional Situational Report on Trafficking in Contraband
Cigarettes, 2005, http://www.organized-crime.de/AOC-DLV18-vR3.pdf; J.P. Caulkins, B. Gurga,
and C. Little, “Economic Analysis of Drug Transaction ‘Cycles’ Described by Incarcerated
UK Drug Dealers”, Global Crime 10, no. 1/2 (2009): 94-112; CSD, Serious and Organised Crime
Threat Assessment 2010 — 2011 (Sofia, 2012); A. Rusev, P. Gounev, and T. Bezlov, “European
Lessons from the Bulgarian Serious Organised Crime Threat Assessment”, in Human Dimensions
in Organised Crime, Money Laundering and Corruption, ed. P.C. van Duyne et al. (Nijmegen: WLP,
2013), 95-120.

& A. Silke, “Drink, Drugs and Rock'n'Roll: Financing Loyalist Terrorism in Northern Ireland — Part
Two”, Studies in Conflict and Terrorism 23, no. 2 (2000): 107-27; M. Levi, “Combating the Financing
of Terrorism: A History and Assessment of the Control of ‘threat Finance’, British Journal of
Criminology 50, no. 4 (2010): 650-69.

9 M. Levi, “Preceeds of Crime”, Criminal Justice Matters 81, no. 1 (2010): 38-39.

S.D. Cassella, “Reverse Money Laundering”, Journal of Money Laundering Control 7, no. 1 (2003):
92-94.
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LEGITIMATE BUSINESS AND CRIMINAL ENTERPRISES:
KEY DISTINCTIONS IN FINANCIAL MANAGEMENT

Criminal enterprises, regardless of whether they operate in an entirely
illegal market (drugs) or compete in a market with numerous legal players
(cigarettes), at some point of their life cycle face many of the same
dilemmas and financial limitations that are typical for legal businesses.
Criminal entrepreneurs may need external financing under any of the
following circumstances:

® to start their business, launch new products or cover new areas;

® to meet recurring financial needs (e.g. purchase of goods, payments
to “employees” and contractors, bribes to political or law-enforcement
authorities);

® to cover any incidental or, on some occasions, regular expenses (legal
expenses, fines, loss or confiscation of goods, restructuring of debts,
securing collaterals for certain deals);

* to support the potential vertical or horizontal expansion of their
enterprise.

Access to financing in the world of legitimate businesses is directly
dependent on the risk associated with each particular enterprise. In an open
market in which there is no risk per se to either party from participation
in commerce, the estimated risk determines the cost of financing and the
variety of financial investment and other “resource mobilisation” options
available."" For instance, outside of fashionable advance technology sectors
where huge gains are possible, mature and established companies with
proven quality products and services enjoy a lower cost of capital and a
greater choice of financial resources in comparison to start-up businesses
or businesses without proven track records. Risk is also driven by a
number of macroeconomic factors: overall economic stability in a country,
reliability of the national financial and legal system, and development
prospects for a certain market or industry — all of which may translate
into lower costs of capital. For example, manufacturers in Romania or
Greece may find it much more difficult and expensive to finance their
businesses than similar manufacturers in France or Germany. At a micro
level, the cost of financing and variety of sources available are driven
by the expected ability of creditors and investors to secure the return
of their funds — these guarantees include the quality of collateral that
businesses can provide and their leverage ratio, but also the efficiency of
the respective legal and administrative framework."

In the world of criminal entrepreneurs, the same correlation between risk
and cost of financing may exist, but risk assessment is much more difficult
to implement and verify. Financing options are affected by factors such as:

¢ Differences in the level of hostility of the environment in which
criminal entrepreneurs operate. In some less economically developed

" Dean, Fahsing, and Gottschalk, Organised Crime: Policing lllegal Business Entrepreneurialism, 8.
2. BDO, Ambition Survey (Brussels: BDO, 2012).
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countries with high levels of corruption it is not easy to determine
whether it is the licit or the illicit businesses that operate in a more
hostile environment.

The relative illegality of the product sold and service provided.
For instance, cigarettes constitute a commodity for which there is
a very large, receptive market, which involves “voluntary transfers”
and “an implicit notion of fair market value”® and is, therefore,
received well (compared to heroin, for example) by large parts of the
population. Similarly, the entrepreneurs operating in the sex market
are more widely accepted by the public and the authorities than are
entrepreneurs specialising in contract killings.

Consequently, the level and extent in which a criminal enterprise is
embedded in the so called “upperworld”'* — the sphere of legitimate
transactions — is also a factor. The more embedded a criminal market
is in the upperworld, the easier it is for financial sources to be found
(e.g. VAT fraud vs heroin).

The relative inability of the illegal entrepreneur to advertise their
business and compete openly.

Difficulties in recruiting talent. Except where there is a plausible
lawful rationale for the activity (like for boiler room salespeople or
for “money mules” through whose accounts money is laundered),
criminal entrepreneurs (unlike legal entrepreneurs) cannot legitimately
advertise positions and recruit the best employees or collaborators;
something that may affect the success and profitability of the
enterprise.”®

The range of skills required create barriers to entry which do not
exist in other markets (for example, producing counterfeit DVDs,
which is a relatively easy task, as opposed to hunting tigers or
elephants for their body parts).'®

The degree of transparency/opacity of operations (e.g. excise goods
vs. the illegal arms trade).

Information leaks by actors related or unrelated to the criminal
enterprise (employees, disillusioned and sacked employees, customers/
clients, competitors, family members, etc.). The possibility of information
leaks increases the bigger and more successful the enterprise becomes.
Thus, criminal entrepreneurs can be the victims of their own success,
which is generally not the case with legal entrepreneurs, unless they
expand beyond their ability to judge and control their environments,
or are unable/unwilling to delegate.

The level of violence of a given criminal market (e.g. though still not
as common as popularly believed, Class A drugs trafficking is generally
associated with more violence than credit card fraud or the illicit
cigarette trade);

Naylor, “Towards a Theory of Profit-Driven Crime”, 85.

E.R. Kleemans and H. van de Bunt, “The Social Embeddedness of Organized Crime”, Transnational
Organized Crime 5, no. 1 (1999): 19-36; K. von Lampe, “Organised Crime Research in Europe:
Development and Stagnation”, in European Crime-Markets at Cross-Roads: Extended and Extendling
Criminal Europe, ed. P. van Duyne et al. (Nijmegen: Wolf Legal Publishers, 2008), 17-41.

P.C. van Duyne, “The Organisation of Business Crime”, in The Organisation of Crime for Profit,
ed. P. van Duyne et al. (Nijmegen: Wolf Legal Publishers, 2006), 177-205; Bra, Where Did All
the Money Go? (Stockholm, 2007).

B. Moyle, “The Black Marker in China for Tiger Products”, Global Crime 10, no. 1/2 (2009):
124-43.
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The priority given by law enforcement to those participating in
a particular market (for instance, hard drugs), and the respective
penalties — both perceived and actual — which affect expected and real
risks. Real risks affect incapacitation via imprisonment; expected risks
affect general and special deterrence via willingness to participate.
Differences in the visibility of the criminal activities themselves. For
example, the street-selling of cigarettes vs the street-selling of heroin.
The willingness of victims or affected bystanders of a criminal
market to take action and/or report criminal enterprise-related
activities to the authorities. For instance, victims of fraud are generally
more willing to report criminal activities to the authorities than are
individuals living in an area in which the trade of cannabis is rife.
The degree of centralisation of markets — more centralised markets
command better financing options than fragmented markets. This is
related to the ability of the criminal entrepreneur to have an overview
of the operation and several financial aspects. Skinnari, in her study
on the financial management of drug crime in Sweden, for example,
found that some drug dealers found it difficult to make financial
management of drug trafficking more efficient because, in many
instances, they were not aware of what all business-related expenses
in their scheme were.”

The ability of the illegal entrepreneurs to use information and
communication technologies (ICTs) to facilitate their business (for
example, offline trade in counterfeit medicines vs online trade in
counterfeit medicines). Online entrepreneurs require less financing
than offline entrepreneurs.'

The strategies and efforts made by law enforcement authorities,
including frequently mutating technologies against illegal enterprise,
and their intended and unintended consequences accounting for
the “shifting terrains”" that criminal entrepreneurs respond (or
attempt to respond) to. Such strategies can have substantial financial
implications.?

In general, it can be expected that capital in criminal markets is readily
available when the potential for profit is high and the perceived risk
is low. However, the nature of the criminal enterprise follows from the

requirements of continuous criminal transactions,

21 and these transactions

depend heavily on how economic, social and cultural relations are
articulated in particular national and local contexts.

17

20

J. Skinnari, “The Financial Management of Drug Crime in Sweden”, in Cross-Border Crime Inroads
on Integrity in Europe, ed. P. van Duyne et al. (Nijmegen: Wolf Legal Publishers, 2010), 189-215.

A. Hall and G. A. Antonopoulos, “License to Pill: lllegal Entrepreneurs’ Tactics in the Online
Trade of Medicines”, in Economic and Organised Cross-Border Crime in Times of Crisis, ed. P. van
Duyne, P.C., Antonopoulos, G., Harvey, J., Maljevic, A. & von Lampe, K. (Nijmegen: Wolf Legal
Publishers, forthcoming).

D. Hobbs, “The Firm: Organisational Logic and Criminal Culture in a Shifting Terrain”, British
Journal of Criminology 41 (2001): 549-60; M. Levi, “Breaking the Economic Power of Organised
Crime Groups. Paper Presented at the CIROC (Centre for Information and Research on
Organised Crime)” (Amsterdam, October 16, 2002).

J. Caulkins and P. Reuter, “How Drug Enforcement Affects Drug Prices”, Crime and Justice:
A Review of Research 39 (2010): 213-71; see also Bra, Where Did All the Money Go?

D.C. Smith, “lllicit Enterprise”, in Handbook of Organised Crime in the United States, ed. R.J. Kelly,
K-L. Chin, and R. Schatzberg (Westport, CT: Greenwood Press, 1994).
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Generally, licit enterprises secure external capital through borrowing,
equity financing, or reinvestment of past internal profits. This raises the
question about whether such options also exist in criminal markets. Are
there black market banks and investors? And, if so, how do they differ
from their legal counterparts? Peter Reuter has conceptualised the key
distinctions existing between legal and illegal enterprises in accessing
credit”? The most important difference arises from the separation of
the ownership from the management in the modern (large) firm, which
provides for the independence of the organisation from its owner and,
therefore, can contribute to a legal entity’s survival and longevity. This is
because independence from the owner creates the necessary conditions
for establishing the existence of external credit markets. These credit
markets are then able to rely on the fact that even if the individual owner
is not in a position to repay his debt, they can claim their payments or
collateral from the firm itself — if it still remains solvent. Moreover, though
it is important not to overestimate the integrity of accounting rules and
compliance levels, existing legal regulations assure some standardised and
detailed record keeping, which provides the lenders with evidence about
the assets and financial flows of the borrower. Though this does not offer
immediate protection from fraud, legal requirements for detailed record
keeping also ease access to equity financing because the investor can
monitor the expenditure and profits. Detailed record keeping also means
that establishing the market value for the ownership of an enterprise is
easier. Further on, in legal markets, lenders can rely on the legal institutions
to recover their claim in case borrowers fail to meet their contractual
obligations, provided that there are sufficient assets remaining and that the
money has not been laundered elsewhere or simply spent recklessly.

In contrast, many illegal enterprises are inextricably linked to individual
criminal entrepreneurs and, therefore, an entrepreneur’s disappearance,
imprisonment or death can easily deprive the lender or equity shareholder
from his claim or share of the profit; such was the case of Dutch
“underworld banker” Willem Endstra where his alleged lack of repayment
and collusion with police led to his death.” Wholly illegal enterprises
are thought seldom to keep detailed records as this carries risks if they
are raided and searched.”* Some individuals, however, sometimes do
keep records, especially if they may be looking for something to trade
with prosecutors® or if they need to satisfy their superiors who may

22 P. Reuter, The Organisation of lllegal Markets: An Economic Analysis (Washington, D.C.: National
Institute of Justice, 1985); see also L. Paoli, “The Invisible Hand of the Market: The lIllegal
Drugs Trade in Germany, Italy, and Russia”, in Criminal Finances and Organising Crime in Europe,
ed. P. van Duyne, K. van Lampe, and J. Newell (Nijmegen: Wolf Legal Publishers, 2003),

19-40.

B P. Gottschalk, Entrepreneurship and Organised Crime (Cheltenham: Edward Elgar, 2009). An
infamous gangster, Willem Holleeder, served 6 years in prison for blackmailing him, and a
Dutch tycoon, Paarlberg, was jailed for 4.5 years and ordered to pay a fine of €25.7 million to
the state for tax fraud and laundering the proceeds of Endstra’s blackmail (http://www.nltimes.
nl/2013/03/19/e25-7m-fine-after-holleeder-cohort-convicted-of-fraud/).

* See, however, S. Levitt and S. Venkatesh, “An Economic Analysis of a Drug-Selling Gang’s
Finances”, Quarterly Journal of Economics 115, no. 3 (2000): 755-89; M. Soudijn and S.X. Zhang,
“Taking Loansharking into Account: A Case Study of Chinese Vest-Pocket Lenders in Holland”,
Trends in Organised Crime 16 (2013): 13-30; S. Barley, “The £50m Drugs Gang’, The Gazette,
September 13, 2014.

% M. R. Soudijn and P. Reuter, (in preparation) “Cash and Carry: The High Cost of Currency
Smuggling in the Drug Trade between the Netherlands and Colombia”.
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take extra-legal actions if they consider themselves cheated.?® Setting
aside any cynicism about the quality of audits in the licit sector, this fact
means lenders do not have access to reliable public information about
the capacity of the criminal entrepreneur to repay his debt, or about
the accurate disbursal of profits, creating the scope for tension between
lenders and operators. Furthermore, the lack of justice institutions that can
guarantee protection of the contractual agreements for the lenders and the
shareholders raises the uncertainty and risk in collecting back their money.
The exception is where Mafia-type associations are able to perform this
function (at a cost) or even combine it with financing crime as a vertically
integrated firm — something that makes sense primarily when they can also
guarantee freedom from criminal process and confiscation, without which
the downside risks of integration become substantial.?’

Furthermore, due to the need for most criminal enterprises to have several
links in the chain, their reliance on trust and the problems associated with
networking means starting new business opportunities is more difficult
than in the licit sphere — even if the rewards are more lucrative. The
need within the sphere of criminal entrepreneurship to select partners
carefully, and for those that are selected to prove their position further —
either by cost-discriminating signals (those that are costly for an impostor
to supply/show their commitment beyond question) or through previous
credentials — increases the costs and difficulties even further.?®

All of the above constraints are supposed to substantially decrease the
criminal enterprise from accessing external capital and, therefore, Reuter®
argues (based on the evidence collected of thirty years ago) that they must
rely exclusively on the reinvestment of profits in order to grow. Having said
that, social network analysis of criminal networks has identified “black”
investors as key nodes in criminal operations.’*® However, these analyses
tend not to elaborate on their specific roles or the mechanisms of financing
involved. Furthermore, research in various European countries suggests the
existence of a specific overlapping between legitimate and criminal
entrepreneurship, when, for example, so called “oligarchs” move money
between their legal and illegal businesses.’’ How common this legal-illegal

% With organised VAT fraud there is even “legitimate” accounting although this does not, of

course, mean that such “black” accounting records are available for external audit.

27 Obchak is the mutual fund to which all members of a criminal organisation (in Russia and Baltic
Sea Region) must donate part of their earnings, performs such functions. See I. Abramova, “The
Funding of Traditional Organised Crime in Russia”, Economic Affairs, March 2007, 18-21; R. Pullat,
“Criminal Hierarchal Structures: Models of Organised Crime in the Baltic Sea Region”, SIAK-
Journal — Zeitschrift Fiir Polizeiwissenschaft Und Polizeiliche Praxis 2 (2009): 24-30. Obschak is discussed
in more detail in the chapter on drug trafficking in Estonia in this report.

% D. Gambetta, Codes of the Underworld: How Criminals Communicate (Princeton, NJ: Princeton

University Press, 2009).

2 P. Reuter, Disorganized Crime: Illegal Markets and the Mafia (Cambridge, Ma: MIT Press, 1986).

30 C. Morselli and C. Giguére, “Legitimate Strengths in Criminal Networks”, Crime, Law, and Social

Change 45 (2006): 185-200; M. Kenney, “Architecture of Drug Trafficking: Network Forms of
Organisation in Colombian Cocaine Trade”, Global Crime 8, no. 3 (2007): 233-59.

CSD, Organised Crime in Bulgaria: Markets and Trends (Sofia, 2007). for discussions of the relation-
ships existing between legitimate and criminal entrepreneurship see also Ruggiero V., “Criminals
and Service Providers: Cross-National Dirty Economies”, Crime, Law and Social Change 28, no. 1
(1997): 27-38; G. A. Antonopoulos and N. Tagarov, “Creece: The Politics of Crime”, in Corruption
and Organized Crime in Europe: lllegal Partnerships, ed. V. Gounev, P., & Ruggiero (Oxford: Routledge,
2012), 125-43; P. van Duyne et al., eds., Corruption, Greed and Crime Money: Sleaze and Shady
Economy in Europe and Beyond (Nijmegen: Wolf Legal Publishers, 2014).

31
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business interconnection is within different regions of Europe and beyond
is unknown: but to the extent that some crime entrepreneurs with interests
in drugs, clubs and the sex trade may find common attitudes and values
among some financial services “wheeler-dealers” with surplus wealth, it
would not be surprising to find such investment access there too.

Finally, it is important to note the degree to which the availability of
internal re-investment funds is likely to be affected by lifestyles and the
profitability of different segments of particular crime trades. Drawing on
150 cases from the Dutch Organised Crime Monitor, Kruisbergen et al.*
note the following:

“The skewness of the profit distribution differs per drug market and
is related to the logistic nature of the trade chain. In the case of
cocaine there is a big distance between the production locations on
the one hand and the markets on the other. The successful bridging
of that distance constitutes the most important and lucrative step
within the total chain of the cocaine market. Therefore, the person
who has the contacts and/or the ability to arrange for a successful
importation of this drug is the top earner.

“Contrary to the production of coca leaves, the production of
synthetic drugs is not restricted to one...region.* In addition, in the
case of synthetic drugs the distance between production and the
(European) market is much smaller. With respect to the synthetic drug
trade, the trade chain consists of the following three links: the raw
materials, which are much harder to obtain now than in the early
days of xtc production; the production, which requires equipment
and knowledge; and (international) market channels.

“The relation between these links is more equal, making the profit
distribution less skewed than it is in the case of the cocaine trade
(although the export of for instance xtc is far more profitable than
the domestic market is).

“The distribution of criminal profits is not a static fact; actors may try
to increase their own share at the cost of others. In the context of the
drug trade, increasing one’s share of the profits often seems to boil
down to shutting out, deceiving or robbing one’s ‘business partners’.
In the context of human trafficking and extortion, however, the
profit is chiefly added to by increasing the pressure on the victims...
Thus, we almost never encountered collective ‘business reserves’ or
a collective kitty, while both investments and profits are extremely
individualised.”

These Dutch research observations are, of course, subject to changes in
market demands and in techniques of production. For example, artisanal

32 EW. Kruisbergen, H. Van de Bunt, and E.R. Kleemans, Georganiseerde criminaliteit in Nederland.
Vierde rapportage op basis van de Monitor Georganiseerde Criminaliteit [Fourth Report of the Organized
Crime Monitor] (Den Haag: Boom Juridische Uitgevers, 2012), 300-301.

Nor, actually, is the production of cocaine restricted to one region. See e.g. F. Thoumi, lllegal
Drugs, Economy and Society in the Andes (Baltimore: John Hopkins University Press, 2003).
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drugs and 3D printing reduce transportation requirements and thus both
costs and certain types of risks. The growth of generic online markets
like Silk Road and specific product markets like DarkMarket (for “stolen”
or rather duplicated financial and personal data) has reduced search
time for offenders, and the development of Bitcoin and suchlike crypto-
currencies has offered risk-mitigation strategies for the identifiability of
financial transfers (though value volatility creates other risks, and they are
not as untraceable as some may believe). Thus, analyses of the financing
of crime are always provisional.

OBJECTIVES OF THE REPORT

The broad aim of the present report is to examine the sources,
mechanisms and approaches behind the financing of organised crime,
through collecting and analysing empirical data in order to enable more
effective investigations of organised crime and money laundering. Bearing
in mind the time and financial (as well as evidential) limitations that
prevent the authors from offering an exhaustive account of every organised
crime activity, a decision was made to analyse three manifestations of
organised crime: an illegal market of an illegal commodity (cocaine);
an illegal market of a legal commodity (tobacco products); and VAT
fraud. The study is based on the assumption that the aforementioned
illegal markets are part of the body of knowledge widely defined as
“organised crime”, and are empirical manifestations of such crime.*

The aim of the study presented in this report includes the following
specific objectives:

e Take stock and examine the various forms and sources of financing
of organised crime activities/markets;

* Identify the criminal and legal structures behind financing;

* Examine the possible interlocking relations between criminal structures
and business and legitimate financial institutions;

* Examine cash flows in criminal enterprises;

* Examine the logistics and processes with which organised crime
structures settle their payments and manage financial transactions;

* Examine the costs of doing illegal business;

e Examine profits from organised criminal activities, profit sharing among
participants in illicit businesses, and the areas in which these profits
are invested and re-invested;

* Examine access to capital in critical moments.

* Examine specifics related to financing of OC activities across the EU
countries;

e Examine specifics related to financing of organised criminal activities
across the different criminal markets;

* Examine the possible cross-financing issues and other financial interplays
related to terrorism;

3 See von Lampe, “Organised Crime Research in Europe: Development and Stagnation”.
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METHODS AND DATA

Overall approach

* Examine the role of loan sharks as well as other forms of underground
banking as a possible source of criminal capital.

The study covers financing and financing-related aspects of organised
crime in 27 EU member states.*® Forms of organised crime financing
outside the EU were also taken into consideration to an extent, in the
context of the cross-border reach of organised crime networks operating
in the EU (e.g. source and transit countries for illicit commodities).
Specific markets in 10 member states (Belgium, Bulgaria, Czech Republic,
Estonia, France, Greece, Italy, Spain, Sweden, and the UK) were explored
through detailed case-studies. The methodology section that follows
explains in more detail the sampling approach and logic employed.

The overall methodological approach of the study presented in this
report includes a broad collection and use of a diverse set of both
secondary and primary data. The data collection for the study was based
on four key elements:

* Published literature: this included research reports by academics,
research institutes, governments, national and international law
enforcement  reports (EUROPOL, INTERPOL, National Crime
Agency, etc.), reports by international organisations (UNODC, FATF),
professional associations, and/or private companies that are either
affected by specific manifestations of organised crime (e.g. British
American Tobacco, national tobacco companies) or commissioned
to conduct research on a specific market by a client (e.g. KPMQ).
The available literature reviewed was in a variety of languages such
as English, Bulgarian, Italian, Dutch, Greek, French, Spanish, Russian,
Estonian, Swedish, and Czech.

* Media sources in almost all member state languages were consulted.

e Survey and follow-up interviews with officials: a survey was carried
out with law-enforcement, judicial, and other government officials
in all 27 member states. The follow-up interviews, which were
conducted in order for clarification and additional information about
issues mentioned in the survey to be obtained, were done over the
phone or in person where this was possible.

e Country studies (case studies) were carried out for Bulgaria, UK, Italy,
Greece, France, Belgium, Estonia, Czech Republic, Sweden and Spain.
The countries were selected based on the preliminary data obtained
in the earlier stages of the study. For some countries more than one
market was examined. Each case study was based on interviews,
official and unofficial data, a literature and media review. In addition,
the data collected in the survey and follow-up interviews phase of the
study were used. The help of locally based academics and researchers

3 All EU member states minus Croatia which joined the EU after the commencement of the
project.
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was solicited for all country case studies. The respondents involved
in interviews as part of the country case studies included law-
enforcement, judicial, and other government officials, academics and
researchers, criminal entrepreneurs and other knowledgeable experts
such as investigative journalists. In total, 206 interviews were conducted.
The average length of the phone interviews was approximately one
hour, and for the face-to-face interviews roughly two hours.

The methodological approach followed led to the production of the current
report. The report also utilises the overall research in developing practical
guidelines for investigation and tackling of organised crime financing. The
guidelines have been compiled into a specialised manual, developed
via collaboration with law enforcement and judicial experts. In order to
facilitate the process, a specialised workshop was organised in Trento
(Italy) in September 2014 to collect additional opinions and feedback. The
overall methodological strategy followed is summarised in Figure 1.

FIGURE 1. METHODOLOGICAL APPROACH
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Inception phase:
desktop research
and expert meeting

Desktop research

The relative lack of specific studies examining the financing of organised
criminal activities forced the research team to broaden the scope of
the review. The initial desktop research was utilised to gain a better
understanding of the business models in general of the 9 pre-selected
illicit activities that cover a relatively wide range of manifestations of
organised crime. These organised criminal activities included:

Heroin market

Cocaine market

Amphetamine-Type Stimulants (ATS) market
Illicit tobacco market

VAT fraud

Human trafficking for sexual exploitation
Facilitated illegal immigration

Loansharking

Counterfeiting of commodities

Key sources of information for the desktop research included the existing
academic research dealing with issues such as the size, structure and
social organisation of criminal markets. Reports by institutions including
the UNODC and EUROPOL, reports by governmental institutions in the
EU member states relating to organised crime (e.g. OCTA reports), annual
situation reports on specific organised crime activities (e.g. the trafficking of
human beings or drugs), and reports under specific projects and initiatives
and policy analyses published by non-governmental organisations were
also used as sources of information. Such documents, where available
and accessible, were also a source of some data about revenues and
costs of doing business. Reports from non-governmental institutions were
also reviewed within the desktop research phase of the project.

In addition to the above grey and academic literature reviews, a review of
available internationally comparable official statistics and surveys relevant
to financial aspects of organised crime were used (e.g. drug supply
indicators, money laundering statistics, etc.). Given data limitations, they
were reviewed for insights and validity. Finally, media sources from all
member states were consulted. Media sources are a very convenient
and highly accessible source of the purely “technical” information they
provide, which assisted the researchers in making inferences about an
organised crime-related issue. Given the possibilities of legal action for
defamation if they are mistaken, some (non-tabloid) media sources,
especially stemming from an investigative journalistic context and/or
dealing with a social issue or phenomenon, are very useful and fairly
reliable for research of this nature.

The result of this initial desktop research were 9 briefs with the purpose
to present how different criminal enterprises function, the typical cash
flows of the criminal enterprises at each level (production, wholesale,
retail) and where possible the expected need for financing of new and
existing activities. The development of the concept briefs captured a
wide possible spectrum of specifics such as:
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Mapping phase:
survey and follow-up
interviews

e lllicit goods/services markets (drugs) vs markets for goods that are not
per se illegal (tobacco);

* Commodity markets (drugs) vs service markets (facilitated illegal
immigration);

e Markets (illicit tobacco) vs predatory profit driven OC activities (VAT
fraud).

Expert meeting

The data gathering process, which began with observations based on the
review of the available literature and media sources, provided the concept
framework for further data collection. This was also supplemented by an
expert seminar that was organised in Sofia (Bulgaria) in May 2013. The
expert seminar included all project partner experts, as well as experts
from law enforcement agencies and prosecution services from different
EU countries. The seminar’s aims included:

* probing the recurring statements in the media that the financial crisis
has turned organised criminals into major financiers;

e testing whether there is much evidence that loan-sharks have become
more powerful and active in financing crime as a result of the
economic downturn;

e probing the role of organised crime in financing business enterprises
(as substitutes to banks) in order to conceal proceeds and earn more
money to finance its activities;

e testing whether asset confiscation and anti-money laundering legislation
have made it more difficult for criminals to invest the proceeds of
crime in legitimate economies, therefore making criminals more willing
to re-invest in illicit businesses.

Overall, the seminar was utilised as a tool for collecting preliminary
data, generating ideas about the topic, as well as about the instruments
used towards the collection of additional data, and identifying suitable
interviewees for the next phases of the project. Most importantly, the
seminar assisted the research team in selecting 3 manifestations of
organised crime that the next phases of the research study would focus
upon, given the time and resource limitations that prevented us from
researching all organised criminal activities. As mentioned, these markets
are: the cocaine market; the illicit trade in tobacco; and VAT fraud.

The main goal of this phase was to map the existing official knowledge
and information on the financial aspects of the three aforementioned
markets. The scarcity of existing data pre-defined the explorative approach
of the current study which was undertaken in two stages: (a) a survey
and (b) follow-up interviews.

Building on the initial desktop research, the concept briefs produced
and the expert seminar, the questionnaire for the survey was developed
and appropriate participants in all 27 member states were selected. The
raised observations were used as a starting point when developing the
interview questionnaires, as they would also outline the existing gaps in
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University of Trento

Italy

Spain

Portugal

Malta

Austria

Germany
Luxemburg
Belgium

The Netherlands

knowledge regarding the financing of organised crime (and specifically the
three selected markets). The survey questionnaire had specific sections
devoted to collecting additional information about the financing of OC
crimes related to the 3 market case studies and addressed some of the
following issues:

* Business models and cash flows in criminal enterprises;

* Size and source of capital needed for entering or operating in a given
market and market level;

e Costs of operating in a given market and market level — costs for
purchasing illegal commodities/maintaining service provision, costs for
specialised services (transport, store, financial, law, protection and
violence services, etc.), corruption fees;

e Profits and reinvesting in criminal businesses — how often and how
much?;

* Profile and number of financiers/investors in each country;

e Known sources for acquiring financing for entering a criminal market,
expanding activities (e.g. entering a higher level of the market), closing
a big deal on the black market (e.g. smuggling a container of illicit
cigarettes) or coping with cash flow problems (due to emergencies
such as police interception, competition, etc.);

* Mechanisms and logistics behind the financing of OC activities;

* Legitimate businesses investing in criminal enterprises;

* Role of loan-sharks and underground banking in providing finances to
OC enterprises;

e Possible links of OC activities to terrorism.

Each research partner was responsible for covering 9 EU member states
and identifying potential respondents through their informal networks
and official communication with the relevant governmental and law
enforcement institutions. The research partners also coordinated and
facilitated the completion of the survey questionnaire by sending reminders
and providing support to the respondents when needed:

Center for the Study

Teesside University of Democracy

UK Bulgaria
Sweden Romania
Denmark Slovakia

France Czech Republic
Ireland Poland

Cyprus Slovenia

Finland Estonia

Creece Latvia

Hungary Lithuania

Approximately 8-10 participants from the authorities were approached in
each EU member state. These were individuals who were members of
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Country case studies

intelligence analysis units (of the police, financial police, border agencies,
tax and customs authorities, etc.), public prosecutors or officials with a
strategic oversight of the phenomenon of organised crime in a country.
Of the 252 questionnaires that were sent to the authorities, 83 were
returned (33% response rate).

The second step of the data collection in this phase was the follow-up
interviews. The interviews were done via telephone because this was
the most effective and cost efficient approach, bearing in mind the
number of countries and experts to be covered. The goal of the follow-
up interviews was to enhance and broaden the information collected via
the survey. The respondents were approached and invited to clarify and
elaborate on the details provided, as well as to illustrate the information
with cases from their practice. Of the 83 participants who returned
the questionnaire, 19 agreed to provide fuller accounts in a follow-up
interview (approximately 23%).

In 10 countries (Belgium, Bulgaria, Czech Republic, Estonia, France,
Greece, lItaly, Spain, Sweden and United Kingdom) more in-depth
research was carried out on at least one of the selected markets. These
countries and the specific markets were determined by the initial stages
of the research, as well as evidence from the literature review and the
availability of locally-based researchers who could perform face-to-face
interviews with knowledgeable actors involved in the criminal businesses
and beyond. Each country study was based on:

* Review of the existing official and unofficial literature, and media
sources;

e Analysis of the available national official statistics;

* Analysis of the data obtained from the survey and the follow-up
interviews (these types of data were made available to the country
researchers by the research partners);

* In-depth interviews with country officials and other knowledgeable
actors such as investigative journalists and business people, as well as
criminal entrepreneurs. These interviews — apart from issues relating to
the structure of the markets focused upon and market entry — covered
the sources of organised crime financing, settlement of payments,
costs of doing business, profits and profit-sharing, access to capital in
critical moments, loansharking and its links to organised crime, as well
as the possible link between organised crime and terrorism.

In-depth interviews with 225 participants were conducted in all 10
countries. For this phase of the study, the team identified the respondents
in three main ways. Firstly, during the course of the literature review
and media research when specific officials from neuralgic posts of law
enforcement agencies and the judiciary who appeared in reports or
media accounts were approached. Secondly, a number of potential
participants — both officials and criminals in prisons — were identified
through official correspondence with government, judiciary and law
enforcement bodies. Through a method of snowballing sampling,
respondents working for the authorities recommended other potential
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interviewees. Thirdly, in the planning of seminars/workshops that were
part of the study, personal contacts and trust, especially with law
enforcement officers, was established in order to be able to gather
sufficient information. Three of the project partners are law enforcement
agencies with sufficient contacts and relations that we took advantage
of when this was deemed necessary. Finally, a number of participants
(and this is primarily the case with active criminal entrepreneurs) were
identified from previous work in the field of organised crime and/or
financial crime in which the country researchers were involved. On
some occasions these criminal entrepreneurs introduced acquaintances
or collaborators to the researchers.

The main objective of the research team at this phase of the study
was to develop a sample that could provide detailed accounts and
information on the financing of organised crime specifically relating to
the three selected markets. The list of respondents included:

e Government and law-enforcement officials — e.g. officers from counter
organised crime units (analytical units, drug units), officers from
financial crime units, customs officers, tax officers;

Representatives of the judiciary;

Actors from legitimate businesses;

Investigative journalists;

Academics and/or independent researchers;

Criminal entrepreneurs specialising in the cocaine market, the illegal
tobacco market, and/or VAT fraud.

TaBLE 1.

BACKGROUND OF INTERVIEWEES

The introduction of semi-
structured interviews protocol
—  used during this phase of the

Background

Representatives of the judiciary 25
Legitimate business people
Investigative journalists

Academic and independent researchers 5

Criminal entrepreneurs

study was identical for all
interviewees. Specific modules
Number of for the different types of
interviewees interviewees (experts vs. criminal

Government and law enforcement officials 148 entrepreneurs) were developed.

Experts with broader or more
general knowledge, such as
12 academics  and  journalists,
2 were interviewed on several
sections of the questionnaire,

while other interviewees felt
33 comfortable answering  only
225 specific questions. All questions

were open, and interviews
lasted between 1 and 2 hours,

some even longer depending
on the amount of information a participant could provide as well as the
talkativeness of the participant.
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Limitations
of the study

The methodological approach outlined above, and in particular the
reliance on qualitative measures and opinions of a non-representative
sample of interviewees is a significant drawback to the methodology
which the authors are well aware of. In addition, official data including
data derived from interviews with members of the authorities is the
result of law enforcement activity, which in turn depends upon resource
restrictions, the competency of agents, organisational priorities, and
wider political priorities.?® Very often — as this study also revealed at all
phases — information and details about financial aspects of organised
crime are irrelevant to the prospect of successful prosecution, and
as such are not collected, excluded or ignored. In addition, official
accounts limit the scope of an organised criminal’s identity to that of a
one dimensional “criminal” drained of cultural context; something that
might have numerous implications in terms of the important financial
information that is available.”

Similarly, as reflected upon by almost all researchers who have conducted
interviews with organised criminals, such interviews have numerous
limitations. There are issues of generalisability, and one can never be
absolutely certain about validity, although cross-checking and member
checking significantly contributed towards eliminating untruthful accounts.
In addition, there is also the issue of representativeness of the sample.
In many instances researchers used a method of snowballing sampling
to identify participants, thus limiting the sample to the researcher’s own
personal network and, as a consequence, the scope of the findings.*®

Finally, although media sources are used as sources of technical information
about organised crime, they should be treated very cautiously for a
variety of reasons. Not only do they most often refer to those cases
which the authorities came across, thus ignoring cases of successful (non-
apprehended) organised criminals and/or uninterrupted schemes, but
they also tend to present the issues relating to the actors of organised
crime or the activity/market itself in a sensational and morally charged
manner; something that has limited analytical value. Finally, sources like
Lexis-Nexis (and other search engines) from which material is drawn,
depend on the researcher providing keywords, a process which may lead
to the exclusion of reports that are peripherally relevant but extremely
important for the wider context of the study.*

Nevertheless, the methodological triangulation throughout the phases of
the study, and the consultation of both official and unofficial sources of
information has created a net that has captured what was identified as

% See . Kinzig, Die rechtliche Bewiltigung von Erscheinungsformen Organisierter Kriminalitit (Berlin:
Duncker & Humblot, 2004); M. Levi, “The Making of the UK’s Organised Crime Control
Policies”, in Organised Crime in Europe: Concepts, Patterns and Control Policies in the European Union
and Beyond, ed. C. Fijnaut & Paoli, L. (Dordrecht: Springer, 2004), 823-51.

¥ D. Hobbs and G. A. Antonopoulos, “How to Research Organised Crime”, in The Oxford
Handbook of Organised Crime, ed. L. Paoli (New York: Oxford University Press, 2014), 96-117.

3 See S. Zhang and K.-L. Chin, Characteristics of Chinese Human Smugglers (Washington, D.C.: U.S.
Department of Justice, 2004); M. Levi, “Qualitative Research on Elite Frauds, Ordinary Frauds

and ‘Organized Crime’”, in Handbook of Qualitative Criminology, ed. M. Miller and Copes, H.
(New York: Routledge, 2015), 215-35.

39 See Y. Jewkes, “The Media and Criminological Research”, in Doing Criminological Research, ed.
P. Davies, P. Francis, and V. Jupp (London: Sage, 2011), 245-61.
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the most important aspects of organised crime financing, at least within
what is plausibly known and verified.

The findings of the study have informed two levels of analysis presented
in this report:

* a general overview of the financing of the cocaine market, the illegal
tobacco market, and organised VAT fraud in Europe;

e national-level analyses of the three criminal markets in a number of
countries. Specifically, the cocaine market and its financial aspects are
covered in Bulgaria, Estonia,*® France,*' Greece, Italy, Spain, and the
United Kingdom. The illegal tobacco trade is examined in Belgium,
Bulgaria, Czech Republic, France, Creece, ltaly, Sweden, and the
United Kingdom. Organised VAT fraud is covered in Belgium, Czech
Republic, Bulgaria, and Spain.

40 The reports on Estonia and Bulgaria have a bigger scope and focus on the drugs market in
general.

“1" The report on France focuses on cocaine and cannabis markets.
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1.1.

COCAINE TRAFHFICKING IN THE EU: COMMONALITIES

IN FINANCING

DEMAND FOR COCAINE: CONSUMERS AND TRENDS

Consumption and supply of drugs are topics directly linked to both
security and health issues at the European level. Both impact on EU
relations with third countries directly (i.e. drug trafficking throughout
Europe) and indirectly, in regard to the link between drug use and
broader issues such as social stability, development, and the involvement
of organised crime groups (OCGs). In regard to the latter, it has been
estimated that about one third of all OCGS active in the EU are engaged
in illicit drugs production and distribution; whereas the multi-billion
drug markets remain particularly competitive and profitable for criminal
entrepreneurs.*? For example, though this figure could not be tested, it
has been argued that the income of the ‘Ndrangheta on a yearly basis
is around €44 billion, 62% related to drug trafficking.*

In particular, the cocaine market is central to the global drug problem,
representing one of the largest and most profitable markets, requiring an
assessment of its patterns and dynamics. Thus, analysing the financing
mechanisms behind cocaine trafficking could constitute a step further
for counter action and prevention carried out by law enforcement and
relevant institutions in the EU.

Cocaine powder (a hydrochloride salt, HCI) is manufactured from coca
cultivated in the Andean-Amazonian region of South America, while the
global production of coca is concentrated in three countries: Bolivia,
Colombia and Peru. “Most indicators, including cultivation of coca bush,
manufacture of cocaine, seizures of cocaine and prevalence estimates in
the major consumer countries, suggest that in recent years the cocaine
market has, on a whole, been declining. The finding reflects the situation
in North America where the cocaine market declined significantly over
the period 2006 — 2012, and, to a lesser extent, in Western and Central
Europe, where the cocaine market appears to have stabilized following
many years of growth.”*

Data available on coca bush cultivation and manufacture show a declining
trend starting from 2010 and continuing up to 2012, driven mainly by
declines in coca bush cultivation in Colombia (25% less in 2012 compared
to 2011) and in the estimated production of cocaine (309 tonnes in 2012,
the lowest level since 1996).%

42 Europol, SOCTA 2013. EU Serious and Organized Crime Threat Assessment.
4 Europol, Threat Assessment. Italian Organised Crime (The Hague, 2013).
4 UNODC, World Drug Report 2013 (Vienna, 2013), 37.

4 UNODC, World Drug Report 2014 (Vienna, 2014).
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For a time, North America, and Western and Central Europe have
represented the two major consumer markets for cocaine and at present
they account for about half of cocaine users globally. Nevertheless, in
more recent years, “the extent of cocaine use seems to have been
contained in both of these well-established markets.”®

Comparisons with estimates for previous years (2004 — 2005), underline
an increase of the prevalence of cocaine consumption also in other
EU and non EU markets such as Africa, Asia, Oceania, Latin America,
Caribbean, Eastern and South-eastern Europe. In 2012, data show a
stable trend in cocaine use which “remained high in North and South
America (1.8% and 1.2% respectively), Oceania (1.5%) and Western
and Central Europe (1%). While there has been an increase in cocaine
use in North America (between 2011 and 2012) [...], prevalence of
cocaine in Western and Central Europe declined from an estimated
1.3 per cent in 2010 to 1.0 per cent in 2012", due mainly to a slight
decline in the largest consuming countries: Spain, Italy and the United
Kingdom.

TaBLE 2. COUNTRIES WITH HIGHEST PREVALENCE OF COCAINE USE IN THE EU

These estimations are in line with
data provided by EMCDDA* at

Country

United Kingdom
Spain

Ireland

Denmark
Netherlands
Italy

France

Germany

European Union

Developments, 2014.

—  the European level. Generally,

cocaine is considered to be

Prevalence estimates — General population 'the most commonly consumgd
illegal stimulant after cannabis,

Lifetime, adult Last 12 months, young with prevalence in use of
(15-64), % adults (15-34),% 14.1 million or 4.2% of adults

9.0 3.3 (15-64) during their lifetime;

8.8 36 3.1 million or 0.9% of adults

- - (15-64) in the last year and

6.8 2.8 2.2 million or 1.7% of young

5.2 2.4 adults (15-34) in the last year.

With reference to the same

5.2 2.4 . .

young adult population (use in

4.2 1.3 the last year) and the countries

3.7 19 with the highest prevalence, a
reduction in cocaine consump-

34 1.6 tion is registered, after a peak

4.2 1.7 in 2008, in countries such as

. Denmark (2.4%), ltaly (1.3%),
Source: Authors’ elaboration on EMCDDA, European Drug Report 2014. Trends and Spain (3.6%) and the United
Kingdom (3.3%). Conversely,

an increase is underlined for
countries such as France (1.9%) and Sweden (1.2%), especially starting
from 2000.

4 UNODC, World Drug Report 2013, 38.
¥ UNODC, World Drug Report 2074, 35.
4 EMCDDA, European Drug Report 2014. Trends and Developments.
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1.2. MAIN ENTRY POINTS TO EUROPE: SEIZURES AND FLOWS

In many cases, cocaine entering Europe is smuggled by sea using container
shipments, or through deliveries by air or postal services, as well as using
drug couriers (i.e. swallowers). A high percentage of the total volume of
cocaine seized on the way to Western Europe was detected on board
boats or vessels, hidden in freight or in vessels structure. While most
cocaine arrives by sea, a large number of smaller shipments are detected
at airports or in the post.

FIGURE 2. QUANTITY OF COCAINE SEIZED IN SOME
EUROPEAN COUNTRIES, 2012

The number of interceptions of
. cocaine directed to Europe has
increased since the mid-1990s,

growing faster from 2004 to

<01

NB: Amounts seized (in tonnes) for ten countries with highest values.

B 01-1.0

2007 and 2009, but declining
since then. After a peak in
seizures in 2006 (120 tonnes) —
reflecting confiscations in Spain
and Portugal - the total amount
dropped to lower levels in
2009, while stabilising around
half of the amount of 2006 in
the period 2010 - 2011.4°

Cocaine seizures are higher in
North America and in Western
and Central Europe. In the
latter regions, the amount
of cocaine seized increased
starting from 2009, reaching
71 tonnes in 2012. Declines
in the quantity of cocaine
seized are higher in the
Iberian Peninsula, particularly
in  Portugal (period 2006 —
2007), and more gradually in
Spain (2006 and 2011), while
higher seizures of cocaine are
reported in Belgium in 2012

N 11-10 N > 10

Developments.

Source: Authors’ elaboration on EMCDDA, European Drug Report 2014. Trends and

(19 tonnes) (Figure 2).

The quantity of cocaine seized
in countries such as Finland,

Latvia and Lithuania remained
limited during the period 2010 — 2012, since they seem to serve as entry
points for cocaine directed to the Russian Federation. In contrast, larger
individual seizures were registered in the ports of Bulgaria, Romania and
Creece.”

4 EMCDDA and Europol, EU Drug Markets Report. A Strategic Analysis (Luxembourg, 2013).

%0 UNODC, World Drug Report 2014; EMCDDA, European Drug Report 2014. Trends and
Developments.
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Although, due to the lack of data, accurately mapping the routes of
cocaine trafficking is challenging, three main sea routes used by traffickers
to import cocaine from South America to Europe have been identified:

* Northern route that crosses the Caribbean and the Azores to reach
Portugal and Spain;

e Central route from South America through Cape Verde or Madeira
and the Canary Islands;

* African route starting in South America and reaching West Africa to
direct cocaine mainly to Spain and Portugal (Figure 3).”'

FiIGUrRe 3. GLOBAL COCAINE FLows, 1998 anD 2008

1998

USA

@ Canada

Atlantic and
Western

REGION

I Cocaine trafficking® (in metric tons)
(in metric tons) * main routes

O Cocaine consumption

2008

USA

Canada

Southern
Africa

Source: Authors’ elaboration on UNODC, The Transatlantic Cocaine Market (Vienna, 2011).

Besides the more traditional entry points of cocaine into Western and
Central Europe (i.e. Portugal, Spain, the Netherlands and Belgium, acting
also as countries for further distribution of cocaine), the Black Sea and the
Balkans have become places for the diversification of cocaine trafficking
routes. The slightly increasing number of interceptions in some countries
of this area (i.e. Estonia, Latvia, Lithuania, Poland, Bulgaria, Hungary,
Romania, Greece, Slovakia and Turkey) during the period 2001 — 2011
(from 0.1% to 1.8% respectively) underline the possibility of a diffusion
of cocaine in countries previously almost unaffected.>?

Greece represents a key entry point for cocaine directed to South-eastern
Europe, and has some of the largest port seizures among all the countries

51 UNODC, The Transatlantic Cocaine Market.
2 EMCDDA and Europol, EU Drug Markets Report. A Strategic Analysis.
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in the region. Although, seizures have been on the decline (from 1 tonne
in 2004, to 500 kg in 2011 and 200 kg in 2012), this trend does not
correspond to a decline in cocaine trafficking due to the detection of
laboratories for second extraction and the impact of the financial crisis.
From Greece, traffickers have different options but official data suggest
that they tend to follow a northward route through FYROM and Bulgaria.
From Bulgaria, cocaine transits through Romania and Hungary to be
further directed to Western and Central Europe. Indeed, trucks and
personal cars transporting cocaine from Thessaloniki reportedly cross
Bulgaria with the logistical support of local organised crime groups.

Cocaine also arrives at ports of the Black Sea (via transhipments) directed
to Western Europe, as indicated by seizures in Constanta (Romania),
Varna and Bourgas (Bulgaria) as well as at the Bulgarian port of Rousse
on the Danube river. As for the South-eastern European countries on the
Adriatic coast, as reported by international bodies and law enforcement
in Italy, a key role seems to be exercised by the ports of Montenegro,
Croatia and Slovenia which are used as hub for cocaine trafficking to
Western Europe.>

Recent trends indicate that former communist countries around the Baltic
Sea are becoming central points for cocaine trafficking as well, with
seizures of cocaine in 2010 in the port of Riga (Latvia), port of Klaipeda
(Lithuania) and Tallinn airport (Estonia). Although being occasional seizures,

FIGURE 4. GENERAL COCAINE TRAFFICKING ROUTES IN WWESTERN
AND CENTRAL EUROPE
<—— Primary cocaine route
<= Secondary cocaine route
® Seaport
Nethew
7~ BBlGium.
South
Americs
— |
L
W ’ Thessaloniki 5
.
) o
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Source: Authors’ elaboration on UNODC, The lllicit Drug Trade through South-Eastern Europe (Vienna, 2014).

53 UNODC, The lllicit Drug Trade through South-Eastern Europe (Vienna, 2014).
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the indication is that this area is already used for cocaine smuggling.
Another feature of this recent development is the increasing use of
Eastern Baltic nationals as couriers at the local level and in other areas
of Europe and Latin America. The same trend has been registered in
regard to the employment of Polish, Estonian and Lithuanian nationals
for trafficking cocaine both in Europe and the Americas.>

1.3. MARKET STRUCTURE AND KEY ACTORS

The European cocaine market is dynamic and fragmented, involving the
interplay of various OCGs that, in most cases, collaborate in a more or
less stable way, as to carry out cocaine trafficking operations, sharing
at the same time loads, risks and costs. The few studies conducted
so far’® as well as the data from the country studies in the current
report (Bulgaria, UK, lItaly, Estonia, Spain, France, Greece) consistently
underline the presence of fluid, horizontal and loose criminal networks
within the European cocaine market that have replaced the traditional
hierarchical organisations. The former, having high levels of flexibility
and adaptability in regard to business opportunities and contingencies,
are structured into independent nodes — connected by key individuals
(brokers) — with specific roles and duties along the trafficking chain:
managers coordinating group activities, persons organising logistics (recover
and purchase of vehicles and equipment) or dealing with the recovery of
drugs/money. Brokers are crucial, since in charge of connecting potential
partners, buyers and suppliers, employees and employers and having
skills of networking extremely functional to the cocaine business.*

Depending on the OCGs involved, relationships within networks may
be based on ethnic, family, kinship, or friendship ties, useful to create
business partnerships and acting at the same time as a guarantee of
trust. The latter is fundamental for the smooth running of cocaine
trafficking operations (Italy, Greece). Family bonds for example, are
particularly important within Albanian and Italian OCGs; while friends
and acquaintances can be either acquired during periods of detention

** EMCDDA and Europol, EU Drug Markets Report. A Strategic Analysis, 47.

> J.S. Benson and S.H. Decker, “The Organisational Structure of International Drug Smuggling”,
Journal of Criminal Justice 38 (2010): 130-38; Kenney, “The Architecture of Drug Trafficking:
Network Forms of Organisation in Colombian Cocaine Trade”; F. Calderoni, “The Structure of
Drug Trafficking Mafias: The ‘Ndrangheta and Cocaine”, Crime, Law and Social Change 58 (2012):
321-49; P. Kostakos and G. A. Antonopoulos, “The ‘Good’, the ‘Bad’ and the ‘Charlie”: The
Business of Cocaine Smuggling in Greece”, Global Crime 11, no. 1 (2010): 34-57; D. Zaitch,
Trafficking Cocaine: Colombian Drug Entrepreneurs in the Netherlands (Studies of Organized Crime)
(London: Springer, 2002); D. Zaitch, “From Cali to Rotterdam: Perceptions of Colombian
Cocaine Traffickers on the Dutch Port”, Crime, Law and Social Change 38, no. 3 (2002): 239-66;
N. Dorn, M. Levi, and L. King, Literature Review on Upper Level Drug Trafficking (Home Office
Online Report 22/05, 2005); Matrix Knowledge Group, The lllicit Drug Trade in the United
Kingdom; G. Pearson and D. Hobbs, Middle Market Drug Distribution, Home Office (London:
Home Office, online report, 2001); F. Desroches, “Research on Upper Level Drug Trafficking:
A Review”, Journal of Drug Issue 37 (2007): 827-44.

% Kostakos and Antonopoulos, “The ‘Good’, the ‘Bad’ and the ‘Charlie: The Business of
Cocaine Smuggling in Greece”; Zaitch, Trafficking Cocaine: Colombian Drug Entrepreneurs in the

Netherlands (Studies of Organized Crime); Europol, SOCTA 2013. EU Serious and Organized Crime
Threat Assessment.
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or encountered in the establishments of the “night-time economy” (ltaly,
UK, Greece, Estonia).

At present, several OCGs are involved in cocaine trafficking from the
countries of origin in South America to Europe, resulting from the increased
liberalisation of the cocaine market. Indeed, if on one side Colombian
OCGs have become more fragmented into different partnerships, on the
other some European groups have been able to settle as main importers
and wholesalers serving both their national territories and other European
countries.”” At the same time, the retail level, as underlined by some
country study reports (France, Italy, UK) is more fragmented and is
managed by both native and foreign criminal entrepreneurs. The same
OCGs can act as importers and wholesalers and also sell cocaine as a
retailer. Nevertheless, it is more common that the retail part is managed
by foreign individuals that can be either competitive to local OCGs or
recruited by them.

In regard to importation and wholesale (the high level of the trafficking
business), three main factors have contributed to the involvement of
certain European OCGs, which over time have become competitive
actors to the more traditional importers such as the Colombians:

e the geographical position of the countries (in terms of trafficking
routes) allowing the importation of cocaine almost directly, as well as
the proximity to key cocaine markets;

e the establishment of trusted relationships with suppliers in South
America (i.e. Colombians and Mexicans);

* the availability, ownership, and/or the control of strategic infrastructures
and transit points (e.g. import-export companies, sea ports, customs)
facilitating large-scale cocaine trafficking (Spain, Italy, Bulgaria).

In particular, Spanish and Italian OCGs have nowadays a well-established
relationship with Colombians, who have been active in importing huge
quantities of cocaine to countries such as Spain, the Netherlands, France
and the United Kingdom.®®

In Spain, alliances have existed between Colombian and Spanish (i.e.
Galician) OCGs since the initial phase of cocaine trafficking to Europe,
facilitated by the similarity of language and culture and the expertise
of Galician groups in other illegal smuggling activities (e.g. illicit tobacco
trade). Colombians were used to import cocaine in shipping containers
from Venezuela, Brazil or the Caribbean countries, being in charge of
production, while Venezuelans took care of transportation and Spanish
groups of transferring the cocaine to the coast. Nowadays the situation
has changed and Colombians are well settled into the local cocaine
market, controlling the global supply chain (Spain).

Similarly, Italian organised crime groups (especially the ‘Ndrangheta and
Camorra) hold trusted and stable relationships with South Americans

7 EMCDDA and Europol, EU Drug Markets Report. A Strategic Analysis.
*8 Ibid.
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(Colombian and Mexican cartels) to import huge quantities of cocaine
(from several kilos to tonnes via container shipments) to be further
distributed to other European countries and throughout the territory of
[taly. “In 2007, the Camorra located in Naples, was reported to have
begun trafficking cocaine to Italy from Spain, as well as directly from
South America. [Both Camorra and the ‘Ndrangheta] are most heavily
involved in the ltalian cocaine trade. More recently, the Sicilian Mafia
has also got involved, getting support from [these groups] to bring
cocaine into the areas under its control.””® Nevertheless, among lItalian
OCGs, the ‘Ndrangheta is considered to be the strongest and most
competitive group, since benefitting from ramifications almost worldwide
(due to the presence of family members and affiliates), exercising a
quasi-monopolistic position within the European and international
cocaine market (Italy).

Serbian-Montenegrin OCGs have a similar role as they have recently
started to be involved in large-scale cocaine trafficking operations at the
EU level. Cocaine is imported from the Southern Cone countries in South
America to the Balkans, exploiting legal commercial routes, and from
there throughout Europe. In particular, these groups have established
contacts in the supply countries, managing their own trafficking networks
and investing profits in the legal economy of the Western Balkans and
other EU countries. Among Eastern OCGs, the Bulgarians have turned
more recently into large-scale cocaine importers from South America to
Western Europe, and in some cases through joint ventures with Spanish,
Italian, Colombian and Greek criminal entrepreneurs.®

The main transportation method in large-scale cocaine trafficking
operations is in shipping containers followed by road transportation,
especially within EU. This way, cocaine is hidden in various commercial
products or in the structure of containers or trucks. In many cases,
OCGs own legitimate businesses associated with logistics, transportation,
import and export of various commercial products (France, Bulgaria, Italy,
Creece, Spain).

On a smaller scale, cocaine is trafficked with commercial flights from
South America reaching major airports within EU. In this case methods
include either hiding cocaine in luggage, as it occurs for example with
Estonian couriers, or transporting it via drug mules (i.e. swallowers).®'
The latter are particularly used by African OCGs (i.e. mainly Nigerians),
that import lesser quantities of cocaine employing numerous drug
mules. West Africans have settled in several EU cocaine markets (UK,
France, Germany, Switzerland, Spain, Italy and Portugal), while managing
importation of cocaine in virtue of contacts with South Americans and
links with European groups (e.g. Balkan and Italian OCGs) located in
West African countries.

59 UNODC, The Transatlantic Cocaine Market, 40.
0 EMCDDA and Europol, EU Drug Markets Report. A Strategic Analysis.

1 See also J.P. Caulkins, H. Burnett, and E. Leslie, “How lllegal Drugs Enter an Island Country:
Insights From Interviews with Incarcerated Offenders”, Global Crime 10 (2009): 66-93.

92 UNODC, Transnational Organized Crime in West Africa: A Threat Assessment (Vienna, 2013).
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1.4. FINANCING AND FINANCIAL MANAGEMENT

Although the cocaine market at the EU level is fragmented into the
interplay of different actors, common financing patterns can be underlined.
First, the need in most cases is to have some start-up capital to enter
the cocaine business; second, the coexistence of legal and illegal sources
of financing that are invested to arrange cocaine trafficking at all levels
of the operation (high/medium/low segments); third, the importance
of social capital, in other words the relations with trusted individuals
acting as guarantors of cocaine transactions on the side of buyers and
suppliers; finally, the presence, especially at the high level, of financial
joint ventures, in which different criminal groups participate in cocaine
trafficking operations providing part of the total amount needed (Italy,
Bulgaria, UK, Spain).

Sources of capital

Sources of capital to initiate and sustain cocaine trafficking operations are
flexible, diverse and mutating, and depend on the circumstances, quality
of contacts and the level of operation of criminal entrepreneurs. In the
majority of cases, entering the market is facilitated by social capital.
This way, it is possible to gradually acquire credibility, and money to be
reinvested into subsequent cocaine deals.

Trusted contacts or intermediaries in virtue of ethnic ties, family or
friendship bonds are of higher importance at the lower levels of the
trafficking chain as they allow entrepreneurs to receive cocaine on
credit. This seems also to be valid in particular circumstances involving
large scale cocaine smuggling (Italy, UK). It is the case, for example,
of the ‘Ndrangheta which at first exploited previous contacts gained
through heroin trafficking during the 1990s, and built their credibility as
reliable and solvent traffickers at the national and international level, thus
being able at present to import huge quantities of cocaine without any
payment in advance.

Nevertheless, the most common source of financing is illegal capital
acquired either from cocaine trafficking or other criminal activities, with
the latter related to the level at which criminal entrepreneurs operate. In
particular, lower segments usually finance cocaine deals through minor
crimes such as robberies, thefts, burglaries; while medium/high segments
perpetrate more risky and highly profitable activities ranging from extortion
racket, loansharking, sexual exploitation and prostitution to tobacco
smuggling and human trafficking (Italy, UK, Estonia, France, Greece).

In both cases, acquired capital is reinvested into subsequent cocaine
trafficking operations as well as into the legal economy. Indeed, especially
high level criminal entrepreneurs run legitimate businesses that may
represent a source of financing of cocaine trafficking as well as means to
launder the profits gained (Italy, UK, Spain, Estonia, France, Greece). For
instance, a criminal group involved in the importation of large amounts
of cocaine into the UK via Spain and Amsterdam relied not only on
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cocaine trafficking but also on manufacturing and supplying amphetamine,
cannabis cultivation, with some individuals holding legitimate companies
such as fitting centres, fruit and vegetable shops, hotels, public houses.
As a result, a net differentiation among sources of financing of cocaine
trafficking appears particularly difficult, as underlined by the country
reports (Italy, Bulgaria, UK).

At the same time, legitimate and illegal funds loaned by external financiers
represent another source of capital to enter the cocaine business. Legal
entrepreneurs investing capital for a share of the profits but remaining
outside the trafficking operations, individuals using personal savings, or
money borrowed from friends are just some examples (Bulgaria, Estonia,
Greece, UK).

Raising capital is, in most cases, managed among more OCGs or families/
clans of a same OCG in the form of financial joint ventures present at
all levels of the cocaine market, although more common in regard to
high level criminal entrepreneurs dealing with the importation of huge
quantities of cocaine. The reason for such practices is in the opportunity
to share among partners the risks related to cocaine trafficking operations,
but also to secure additional financing if needed (ltaly, Bulgaria).

Settlement of payments

In addition to functioning as a start-up means for entering the cocaine
business, social capital is also fundamental when settling payments by
allowing cocaine deals to go ahead even if criminal entrepreneurs have
at their disposal less money than needed (Estonia, Italy, Bulgaria, UK,
Spain, France).®®

Cash up-front appears to be the preferred way to settle cocaine
payments (e.g. purchase prices are lower), especially at the initial phase
of business relationships among criminal entrepreneurs since trust has
yet to be built. This way, cash functions as a guarantee of the deal
(cocaine is delivered after the payment) and the use of hostages as
collateral is avoided (Italy, Bulgaria, Spain, Estonia, France). Three main
recurrent methods for settling payments of cocaine have emerged in
regard to the majority of OCGs and criminal groups operating at the
EU level: advanced payment, revolving credit and multistep payment
arrangements.

Advanced payment. This scheme involves mainly large-scale cocaine
trafficking operations, regarding agreements between producers/importers
and wholesalers. Buyers proceed with a payment in advance and receive
the load of cocaine later, under a rule which is usually 50% payment
(France, Bulgaria, Italy, Estonia).

The sum paid in advance functions as a guarantee of the commitment of
buyers and is used to cover costs of transportation and other expenses

6 See also L Korsell, D Vesterhav, and ] Skinnari, “Human Trafficking and Drug Distribution in
Sweden from a Market Perspective — Similarities and Differences”, Trends in Organized Crime 14,
no. 2-3 (2011): 100-124.
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(e.g. bribes to officials). Furthermore, it ensures a kind of loyalty: the
customer will more likely return to the same supplier acquiring a new
quantity of cocaine. Similarly, in smaller scale trafficking operations,
drug couriers or drug mules for example, usually receive part of the
payment for their services in advance and then receive the rest after the
consignment of the drug (Bulgaria).

Revolving credit. In this arrangement cocaine is paid once part or the
whole load is sold by the buyers. When trust is well-established and
business relationships well-tested, this settlement of payments is used
among criminal entrepreneurs involved in large scale cocaine trafficking
operations. In exceptional cases, the drug can be delivered also on full
credit, as it occurs with the ‘Ndrangheta in virtue of its strong credibility
within the international cocaine market (ltaly). At the same time, revolving
credit represents the most common form of payment at the lower levels
of the trafficking chain (Estonia). Indeed, street dealers (either employed
in cocaine markets controlled by OCGs or in not controlled areas)
receive cocaine on credit, being compelled to repay the sum of money
earned in a short time (Estonia, Italy).

Multistep payment arrangements. In general, these arrangements are
used by large-scale cocaine traffickers where payments between buyers
and suppliers are accomplished in different phases and are carried
out via bank or cash transfers (involving also certain money laundering
operations) (e.g. in Bulgaria). A typical case is provided in the chapter
on cocaine trafficking in Greece in this report, where the payment of
between 1.5 and 3.2 tonnes of cocaine amounted to $4,100,000 and was
paid in three stages:

e at the first stage it was paid an amount of $1,350,000 before the
loading of cocaine;

e at the second stage, an amount of $1,350,000 was paid as for the
delivery and transiting of cocaine;

e at the third stage, another $1,400,000 was paid after the delivery of
the loads at the final destination and as a bonus for the success of
the trafficking operation.

Payments of cocaine are made mainly in cash. It is the most used
method of payment since it is less risky compared to financial
transactions that could be intercepted (ltaly, Greece, Bulgaria, UK,
France, Spain). Indeed, some interviewed experts (ltaly, Greece) have
argued that traffickers prefer euros to dollars, as the former is available
in high denomination notes which is extremely functional to cross
border transportations. Cash payments require money couriers who
are particularly trustworthy and who are not involved in the cocaine
trafficking operations (Italy, Greece). Cash is transported by cars, trucks,
airplanes, concealed in bags, false bottoms, and in most cases through
means of transportation used for cocaine. It can be delivered directly
to either producers/suppliers in South America or to their intermediaries
located in other European countries, which in turn are in charge of the
final delivery (ltaly).
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Non-cash settlement of payments — usually used by criminal entrepreneurs
in small-scale trafficking operations — rely on money transfers (Western
Union, etc.) (Bulgaria, Greece, Italy) or compensation-type money transfers
such as the hawala (Spain, Italy). The former allows multiple transactions
of money on a daily basis by different individuals, kept below the
amount limit imposed by law and guaranteeing the anonymity of senders.
The latter is based on a network of intermediaries located in different
countries with no tangible traces of money transactions, which are settled
and communicated to hawaladars using small papers (Italy, Spain).

Legitimate means are also used for cocaine payments. In this case,
transactions occur between legal companies or registered shell companies,
and are possible when cocaine is smuggled concealed in container
shipments with other commercial products (Spain, Italy, Bulgaria).

Payments are also settled with valuable goods or services both at the high
and low levels of the trafficking chains (Greece, ltaly, Bulgaria, Estonia).
For example, stolen products or gold and diamonds can be offered. At
the same time, in kind payment occur as well, with reference to cases
where services (e.g. transportation, recruitment) are paid with part of the
cocaine smuggled (Estonia, Bulgaria). An example is when suppliers offer
a kilo of cocaine and, in turn, receive a number of couriers (Estonia). In
general, this practice that can take different forms, seems to allow the
sharing of risks linked to the trafficking operation among players; while
decreasing the possibility of money to be intercepted by law enforcement
(Bulgaria). It is not currently possible to know in what proportions of the
illicit trade such barter arrangements exist.

When OCGs operate at the high level of the cocaine market and via
trusted relationships with suppliers, retaliation is not the rule since new
agreements may take place. Nevertheless, in many cases, especially at lower
levels insolvent buyers as well as their family members can face serious
consequences (Estonia, UK, ltaly). As indicated in the chapter on Estonia,
criminal entrepreneurs at first apply various sanctions, especially financial
ones, amounting to around 20% of interest rate for the operation.

Costs of doing business

There are variations in the costs sustained by OCGs and criminal groups in
organising cocaine trafficking operations that depend on several factors:

e the price at which cocaine is purchased in the producing countries
underlying the importance of the quantity acquired and the type
of relationship with suppliers (i.e. the larger the quantity purchased
the lesser the price per unit; well-established relations vs. occasional
operations);

e the place in which the drug is purchased at the wholesale level (i.e.
South America vs. European countries);

e the scale of the trafficking operations and the logistic employed/
required (i.e. number of actors involved, means of transport);

e the level at which criminal entrepreneurs operate within each local
market.
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The average price per kilo of cocaine at the wholesale level in the
producing countries (i.e. cocaine of unknown quality in Peru) in 2010
was estimated by UNODC® at $947, while coca paste (farm-gate price)
at $784. Prices have started to increase from 2006, while decreasing to
lower levels in 2010. These estimations are in line with prices reported
by the country studies in the current report, with purchase price of 1
kilo of cocaine in South America ranging between €600 to €3,000 (UK,
Italy, Greece), although also higher prices were found (Spain).

If cocaine is acquired at the wholesale level in any EU country, final
prices per kilo are particularly higher and increase in respect to the
number of passages cocaine has undergone along the trafficking chain
(i.e. logistics), the place in which criminal entrepreneurs buy the drug (e.g.
in South America or any EU country managing the whole importation
process, or in their native country from another criminal group that has
imported cocaine), and purity (@around 90% at the wholesale level) (Italy,
UK, France). For example, a retail dealer in Bulgaria would need €4,000-
€9,000 start-up capital to buy 100-200 grams of cocaine.

Countries with the highest wholesale prices of cocaine per kilo in 2010%
were the UK ($76,897), Creece and Finland ($59,612), Italy ($53,593),
Germany ($53,496) and Switzerland ($52,554), followed by Spain ($45,034)
and France ($39,741). More recent estimates from the country reports
underline quite different wholesale prices per kilo of cocaine: €40,000-
€53,000 in the United Kingdom; €40,000-€45,000 in Bulgaria; €36,000-
€44,000 in ltaly; €32,000-€34,000 in Spain; €40,000-€50,000 in Greece
and €30,000 in France.

Besides costs sustained by criminal entrepreneurs in purchasing cocaine
in South America or in other EU countries, other costs at the importation
and wholesale levels involve human and material resources that vary.
If the import-export company is owned by traffickers, or cocaine is
imported using the “rip-on, rip-off”®® method, costs are lower and mainly
related to the transportation of cocaine within the EU. If the traffickers
need to open a new commercial channel (i.e. cocaine trafficking route)
expenses rise since several containers with legal merchandise need to be
sent first (Italy, France, UK, Greece).

Although there are cost differences among the studied countries in
respect to the structure of each national cocaine market, there are also
common features. These reflect the role and importance of individuals
within the trafficking chain and consist mainly in fees-for-services (i.e.
sum of money or percentages on the value of the load recovered/
transported), rather than regular salaries (the only exception to this rule
can be found at the retail level, as explained below). Furthermore, in-
kind payments do not represent a usual method for members/employees
remunerations, except at the high levels and when a cocaine business is

4 UNODC, World Drug Report 2012 (Vienna: UNODC, 2012), 40.

% UNODC, World Drug Report 2012. Statistical Annex. Prices (Vienna: UNODC, 2012), 1.

6 The method “rip-off, rip-on” consists in sending cocaine in bags introduced in container

shipments with the support of accomplishes in charge of inserting the drug at departure and
extracting it at destination.
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at the initial phase. Bribes paid to officials emerge as a common expense
needed to ensure the success of the trafficking operations.” Overall,
costs can include the following:

e Transhipment services: €10,000 to set up an import-export company
or $1,500,000 to create a maritime company (Italy, Greece); payments
to complicit legal entrepreneurs owning import-export companies at
30% of the value of the load at the EU price or €50,000 for each
supply; transhipment service costing €10,000 per container (ltaly).

* Drug brokers: earning from 3-4% up to 10% of the value of the load
at the EU price (ltaly).

* Drug couriers: these individuals can be paid per trip with cash
or with a percentage on the value of transported loads (at the EU
wholesale price). Prices of couriers may range from €600-€1,300 per
job (UK) to €4,000-€6,000 per kilo transported within EU (ltaly).

* Drug mules: swallowers are paid per trip with travel and accommodation
expenses covered at about €2,000/€3,000 (Bulgaria, Italy), so that an
OCG operating with 10-15 drug mules has to secure around €18,000-
€22,000.

* Money counters and collectors: they may receive €400 to €650 per
day or 2-3% of an international transaction (UK).

* Money couriers: earning around €1,000 (salary and expenses) per
trip (UK).

e Bribes to officials are lower in the producing countries and usually
between €1,000 and €5,000 per load (ltaly, France), and higher in
EU destination/transit countries, €10,000 per container (Italy).

* Fees for protection: in order to ensure the security of the trafficking
operations and the recovering of cocaine in the destination countries,
traffickers may need to pay fees to other OCGs, in the form of a
share of profits of the deal at around 10% (Estonia).

Once cocaine is imported, OCGs encounter other costs related to the
management of the retail level, including fees to individuals in charge of
storing the drug or cutting and packaging the doses, paying street dealers
or couriers delivering cocaine to the former, while in some cases covering
also expenses for gasoline, mobile telephone cards, etc. (Bulgaria, Italy).
In cocaine markets which are under the control of OCGs, as in ltaly,
street dealers receive prepared cocaine doses and they are paid with
regular salaries, facing no particular expenses. At the same time, other
costs (on a monthly basis) are related to running cocaine markets such
as paying chemists for cutting cocaine (€10,000), warehouse keepers
(€7,500), armed sentinels (€6,000), money collectors (€10,000-€15,000),
street dealers (between €2,000-€6,000 depending on the location).®

Profits, profit sharing and investments

Drug trafficking clearly constitutes the largest income for OCGCs operating
worldwide and cocaine trafficking plays a key role in this. Nowadays,

% See also Korsell, Vesterhav, and Skinnari, “Human Trafficking and Drug Distribution in Sweden
from a Market Perspective — Similarities and Differences”.

% These estimations are based on a sample of three Italian markets located respectively in
Scampia and Afragola — neighbourhoods of the city of Naples and the city of Bari.
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the value of the global cocaine market appears to be lower than it was
during the 1990s, when prices were much higher and the US market
was strong. There is significant dispute over estimates of the size and
economic value/profits from drugs markets, especially outside the US. In
1995, the global market was estimated at $165 billion, a value that was
reduced by over a half by 2009. In particular, in the same year, both
North America and Western and Central Europe registered 86% of the
total amount of the global cocaine market, respectively 47% and 39%.
Indeed, whilst the North American market narrowed over the last two
decades, the European one has expanded. “Nonetheless, the US market
remains the largest globally, but the market of the countries of Western
and Central Europe ($33 billion at retail level in 2009) is — in economic
terms — now nearly as large as the US market ($37 billion in 2009).”%
Furthermore, in 2009, out of the $85 billion in income from global
cocaine retail sales, traffickers were estimated to have gained some
$84 billion (99%). In particular, the “largest gross profits were reaped
from cocaine sales in North America (around $34 billion), followed by
countries of West and Central Europe (around $23 billion).””°

TABLE 3. [ESTIMATES OF GROSS PROFITS MADE BY COCAINE TRAFFICKERS
BY REGION, 2009
Region billion $ as% of GDP
South America, Central America, Caribbean local market 3 0.1
Export to North America” 6 0.2
Export to Europe™ 9 0.3
Subtotal South America, Central America, Caribbean 18 0.6
North America (USA, Mexico, Canada) 34 0.2
West and Central Europe (EU-25 and EFTA) 23 0.1
West and Central Africa (local demand and export to EU 0.8 0.2
Other 8 0.04
Total trafficking profits 84" 0.1
* Trafficking from producing areas in the Andean region to Mexico.

**All trafficking to transit countries ($4.9 billion) and from transit countries to Europe ($6.1 billion) of which 70% ($4.3 billion)
is assumed to generated by trafficking groups from South America and the Caribbean; gross profits for trafficking to Europe
are higher as prices in Spain (the main entry point to Europe) are much higher than prices in Mexico (the main entry point
into North America).

*** The difference between the total size of the global cocaine market ($85 billion) and gross trafficking profits ($84 billion) is
income of farmers; farmers are estimated to earn less than $1 billion.
Source: Authors’ elaboration on UNODC, World Drug Report 2071.

The percentages of profits vary and increase throughout the trafficking
chain. Farmers in the Andean region take 1% of the proceeds from the
cocaine sales in Europe, while OCGs that ship the cocaine from this

% UNODC, World Drug Report 2011 (Vienna, 2011), 124.
7 Ibid., 125.
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area to entry points (usually Spain) gain 25% of the final sales value. A
further 17% is produced in shipping the cocaine from the entry points
to the wholesalers in the final destinations located in Europe. The
highest profit is gained in the destination countries. In 2009, “expressed
as a proportion of GDP, the cocaine profits were rather small (0.2% of
GDP in North America and 0.1% in West and Central Europe). Profits
from international trafficking to North America and Europe [amounted]
to some $15 billion, [and] cocaine-related profits generated in South
America, Central America and the Caribbean from trafficking cocaine to
North America and West and Central Europe amounted to some $18
billion, equivalent to 0.6% of the total GDP of South America, Central

America and Caribbean”.”!

Huge profits are made by OCGs due to significant differences in the
costs of purchasing and price of selling of cocaine that exist between
South America and EU countries. For instance, when cocaine is imported
to the UK — costing around €2,700 per kilo in South America, €10,400
in the Caribbean, €41,000 at the wholesale and €70,000 at the retail
levels in the UK — mark-ups are respectively 550%, 280%, 292% and
89%. Nevertheless, profits margins may depend on several factors —
availability of cocaine in a given market, the retail prices (which differ
among EU markets), quantity acquired, quality of the drug (i.e. level of
purity), and risks taken/encountered (seizures and arrests) (UK, France,
Italy, Bulgaria).

Mark-ups are fairly consistent at the higher levels of the operations
(i.e. importation and wholesale) while decreasing along the trafficking
chain (ltaly, UK, Estonia, Bulgaria). At the retail level, profit margins are
mainly related to cutting cocaine (if acquired at a good level of purity)
but still remain low (ltaly, UK, Bulgaria). Examples provided by criminal
entrepreneurs selling cocaine at this level include €1,300 per month at
the peaking of cocaine deals (UK) and higher revenue of €10,000 selling
140 grams per week (Bulgaria).

Profits are not distributed equally to all members but depend on the
role and the position within networks and the risk taken within cocaine
trafficking operations. Thus, drug brokers or traffickers that invest capital,
in charge respectively of contacting suppliers, organising the logistics and
transportation on one side and financing the operations on the other,
receive high shares (Italy, Greece). Revenues are also divided among
OCGs according to their initial investments; while other individuals
(mainly employees such as couriers, drivers, drug mules) are paid with
lump sums per service provided (UK, Italy).

How profits are invested depends on their scale: criminal entrepreneurs
operating at the retail level, gaining lower revenues, use them for
personal expenses (e.g. luxury items, lavish life style, gambling) or to
acquire further quantities of cocaine, keeping at the same time part of
the money aside (Bulgaria, Italy, UK). At higher levels (importation and
wholesale), investments are more diversified. In most cases, part of the

T lbid.
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profits is used to finance subsequent cocaine trafficking operations as
well as other criminal activities, such as tobacco smuggling, trafficking
of other drugs (e.g. cannabis, amphetamines), human trafficking, arms
trafficking, loan sharking. Part of the revenues is also invested into the
legitimate economy through different money laundering techniques (ltaly,
Bulgaria, Spain).

Investments are made in real estate (e.g. hotels, pubs, restaurants, discos,
shopping centres, logistics, etc.) or legitimate companies; some of these
are used in cocaine trafficking, as for example import-export companies,
shipping companies, etc., and to continue laundering profits (Italy, Greece,
Bulgaria). In this regard, legal entrepreneurs in financial difficulties
became particularly vulnerable to OCGs due to the economic crisis.
Indeed, the latter offer loans at high interest rates as to acquire gradually
a business with a solid reputation and history, since the legitimate
owners, sooner or later, will not be able to repay back the accumulated
debts (Italy, Spain). In some cases “a merger is proposed [...] with the
aim of isolating and de facto excluding from any decisional function the
partner in difficulty, at the same time exploiting his good name and
honest face”.”?

In general, in the acquisition of legal assets a key role is exercised by
complicit individuals that may range from straw men, family members to
whom the properties are registered to professionals such as bankers and
lawyers who facilitate the entering of proceeds into the legal system as
well as their further use (Italy, Bulgaria).

Access to capital in critical moments

Critical moments — members or employees arrested, seizures of loads or
stealing by competitors — have a lot in common with the initial stages
of operation in terms of financing needs (Bulgaria, Italy, Estonia, UK).
Criminal entrepreneurs at the high level need to ensure the safety of
trafficking (fees to competitive OCGs, bribes to officials), and need to
ensure consistent funding to continue the cocaine business. Financial
resources are indeed invested in legal businesses/properties that may
serve as substitute capital, while cash is also moved into off-shore bank
accounts, or bank and/or home-made safe deposit boxes (ltaly, Greece,
Bulgaria).

In case of arrest of high level OCGs members, detention seems not
always to function as a deterrent or incapacitation. Indeed, criminal
entrepreneurs may still run the trafficking directly from prison via third
persons (e.g. family members, affiliates, trusted accomplices). Furthermore,
it is even more likely that new contacts useful for future cocaine trafficking
operations would be established. When affiliates or external employees
are arrested, the coverage of expenses related to legal assistance as well
as family maintenance is guaranteed so as to obtain silence and loyalty
(Greece, Italy, UK).

72 Europol, Threat Assessment. Italian Organised Crime, 16.
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Social capital can help people re-enter the cocaine business. Criminal
entrepreneurs (usually middle-low segments) can receive the drug on
revolving credit or loans from other OCGs to be paid back at some
percentage of interest (Italy, Bulgaria, Spain). For example, a UK trafficker
was jailed for six years. Once out, he started to buy cocaine on credit
from an old associate, although at first at a higher price. But, when
trusted relationships are lacking, the possibility to restart cocaine deals
is acquired by committing minor crimes (e.g. thefts, robberies), providing
services (e.g. transportation) or selling/exchanging personal assets (e.g.
cars) (UK, Italy). Overall, despite critical moments, at all levels of the
cocaine market criminal entrepreneurs seem to be able to continue with
their criminal activity without facing particular problems.



2.

ILLICIT TOBACCO TRADE IN THE EU:
THE FINANCES OF A FRAGMENTED BUSINESS

The illegal trade in tobacco products is a manifestation of organised crime
with a long history that has only relatively recently begun to receive
academic and law enforcement attention. The following four schemes
characterise the illegal tobacco trade over the last three decades:

Bootlegging — buying an amount of cigarettes and tobacco that
exceeds customs regulations. Bootlegging schemes, which abuse cross-
border shopping, involve individual entrepreneurs and small groups of
entrepreneurs smuggling small quantities of cigarettes and/or tobacco
while visiting other countries with relatively cheaper cigarettes.”?
According to the European Commission,” approximately one-third of
EU citizens who travelled to another EU country in 2008 returned
with cigarettes of a lower price, with over 60% of Irish, British and
French travellers engaging in the process. There is no indication as to
the extent to which these cigarettes were re-sold on the black market
(@s opposed to being bought for personal consumption), however,
the aforementioned figures are indicative of the extent to which the
phenomenon of cigarette bootlegging is involved in a process of
decentralisation.

Large-scale smuggling of untaxed tobacco products diverted from the
licit international market. This type of smuggling is dependent upon
an interaction with legal businesses who (wittingly or unwittingly)
participate. This scheme is, therefore, embedded in legitimate business
processes.”

Counterfeiting is the manufacturing of fake tobacco products. A
significant source country for counterfeit cigarettes destined for the
EU market is China. After aggressive and effective crackdowns against
cigarette smuggling and domestic distribution channels, the Chinese
illegal cigarette industry shifted to exporting large numbers of counterfeit
Western brand cigarettes to black markets abroad. This included
targeting markets in the EU, most notably the UK. China emerged as
a leading supplier of counterfeit cigarettes in the EU and beyond as
a result of the contradictions of their economic reform process and
of external licit and illicit forces that worked together toward opening
up the Chinese tobacco sector to the outside world.”® Moreover,

76

See R Hornsby and D Hobbs, “A Zone of Ambiguity. The Political Economy of Cigarette
Bootlegging”, British Journal of Criminology, no. 47 (2007): 551-71.

European Commission, Survey on Tobacco. Flash Eurobarometer (Brussels, 2009).

K. von Lampe, “The Trafficking of Untaxed Cigarettes in Germany”, in Upperworld and Underworld
in Cross-Border Crime2, ed. P. van Duyne, K. von Lampe, and N. Passas (Nijmegen: WLP, 2002),
141-61.

A. Shen, G. A. Antonopoulos, and K. von Lampe, “The Dragon Breathes Smoke” Cigarette
Counterfeiting in the People’s Republic of China", British Journal of Criminology 50, no. 2 (2010):
239-58; K. von Lampe et al, “The Changing Role of China in the Global lllegal Cigarette
Trade”, International Criminal Justice Review 22, no. 1 (2012): 43-67.
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2.1.

in recent years there have been reports about counterfeit cigarettes
being produced in countries such as Ukraine, Poland, Bulgaria, Spain,
and Greece, and closer to destination markets within the EU.

e Other sources include legally manufactured cigarettes which are
stolen from legal premises (retail markets, supermarkets, kiosks etc.)
before they are introduced into the illegal market’” and online sales
of legally produced tobacco products. Furthermore, a significant
phenomenon has emerged relatively recently, which involves legally
produced tobacco products manufactured in the free zones of Eastern
and South Eastern Europe, UAE, Malaysia and South Africa, that are
readily available to illegal marketers (also known as “illicit whites”).
The most known case in the European market is that of Jin Ling, a
brand legally manufactured in the free zone of Kaliningrad (Russia), yet
destined for the EU illegal market. With packaging resembling that of
Camel, Jin Ling is one of the most seized brands in the EU.”

ESTIMATES OF THE ILLEGAL TOBACCO TRADE IN EUROPE

A variety of methods have been employed in an attempt to quantify
the illegal trade in tobacco products in Europe. They include customs
seizure data, smoker surveys, empty pack and cigarette butt collection
analyses, household surveys relating to the consumption of tobacco
products and governmental and trade monitoring data.”” These various
data sets highlight a great deal of diversity relating to illegally traded
tobacco markets and consumption patterns across different EU countries.
For example, in Latvia there is a 28.8% illicit share of the overall tobacco
products national market present, whereas in Slovakia only 1.7% of the
overall national market is made up of illegal tobacco products. The EU-27
average is 10.5% (Figure 5),%° which is slightly lower than the global illicit
trade (11.6%).5

The share of contraband and counterfeit cigarettes in the EU increased
by 60.8% between 2006 and 2010.* The most important reasons
for this were considered to be the increase in excise rates, alongside
VAT and special consumption taxation in several countries which —
in light of the reduction in the public’s buying power (particularly
after the economic recession in the Eurozone in 2008) — led to a

77 G. A. Antonopoulos, “Cigarette Smuggling: A Case Study of a Smuggling Network in Greece”,
European Journal of Crime, Criminal Law and Criminal Justice 14, no. 3 (2006): 239-55.

78 S. Candea et al., “Made to Be Smuggled”, in Tobacco Underground, ed. ICl) (Washington D.C.:
Centre for Public Integrity, 2009), 13-24.

79 See F. Calderoni, “A New Method for Estimating the lllicit Cigarette Market at the Subnational
Level and Its Application to Italy”, Global Crime 15, no. 1/2 (2014): 51-76.

80 KPMG, A Study of the lllicit Cigarette Market in the European Union. 2013 Results.

8 L. Joossens et al., How Eliminating the Global Illicit Cigarette Trade Would Increase Tax Revenue and
Save Lives (Paris: IUTLD, 2009); see also L Joossens and M Raw, “From Cigarette Smuggling to
lllicit Tobacco Trade”, Tobacco Control 21 (2012): 230-34. For a general review of evidence, see
P. Reuter and M. Majmundar (eds.), Understanding the U.S. Illicit Tobacco Market: Characteristics,
Policy Context, and Lessons from the International Experience, (Washington D.C.: National Academies
Press, 2015).

8 KPMG, Project Star. 2010 Results, 2011.
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FIGURE 5. SHARE OF ILLEGALLY TRADED TOBACCO PRODUCTS
AS PART OF OVERALL CONSUMPTION IN THE EU, 2013
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sudden decline in consumer affordability. In addition, according to
the available evidence, inflows from non-EU countries accounted for
the bulk of illegally traded cigarettes in Mediterranean and Eastern
border European Union member states.®® There was also a further
small increase (0.6%) from 2010 to 2013.%* However, in subsequent
years significant and varied changes in the consumption levels of illicit
tobacco products (specifically cigarettes) have been noted in different
countries, with some countries presenting increases and other decreases
in consumption (Table 4).

TABLE 4. CHANGES IN THE CONSUMPTION OF CONTRABAND AND COUNTERFEIT
CIGARETTES IN SELECT EU counTtries, 2013 comparep 1O 2012 |

The aforementioned  figures
need to be treated cautiously.
lllegal markets involve economic

Country
Greece
Hungary
Bulgaria
Cyprus
Malta

Increase%

+4.4
+3.9
F2o7
+2.4
+2.3

Source: KPMG, A Study of the Illicit Cigarette Market in the European Union. 2013 Results.

activities that are intended to go
unnoticed and thus unrecorded

Country Decrease% in the official statistics. Although
United Kingdom -6.2 some data are produced and
Italy 338 presented here, a number of

. factors might have skewed the

Austria e statistics.  For example, the
Latvia -1.8 intensity and success/failure of
Sweden 17 law enforcement operations or

the weakness of the methods
adopted to collect data impact
on the figures. Therefore, measu-

8 Ibid.
8 KPMG, A Study of the lllicit Cigarette Market in the European Union. 2013 Results.
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ring the actual extent of the illicit market in tobacco in the EU (and
elsewhere) is extremely difficult. &

2.2. STRUCTURES AND KEY ACTORS INVOLVED

Tobacco-related criminal conduct is often presented by media, law
enforcement and industry accounts in the rhetoric of “transnational
organised crime”, a phrase with much mystique and threatening
imagery.5 However, the available evidence from a variety of European
contexts shows that a substantial part of the distribution market, with
the exception of big importers in some countries (e.g. Bulgaria), is
covered by somewhat older, lower middle-class, individuals who are
not hardened career criminals and are not involved in a diverse set of
criminal activities.?” Instead, most are action-oriented individuals, who
in most instances act for their own personal interests in this market
alone. The closer one gets to a cigarette smuggler, the more the
stereotypical image of an “organised criminal” dissolves. lllegal cigarette
entrepreneurs are often “unusual suspects” who do not fit the profile
of an archetypal smuggler.8® The composition of a typical group of
transporters — the groups most involved with the authorities — is better
understood in the context of varied and networked relationships of
individuals keen on securing a share of the market. Generally, these
individuals do not form structured organisations characterised by a
sophisticated division of labour. At the core of collaboration between
and among these entrepreneurs often lie family or kinship relationships,
as well as relationships forged within legal businesses (e.g. employer-
employee, business partners, etc.).? Violence and threats of violence
are rare as they attract unnecessary attention and are deemed bad
for business. However, although entrepreneurs involved in the trade
do not use violence as an integral part of their illicit tobacco trade
schemes, there are instances in countries such as the UK, Greece and
Germany, where they have become the victims of extortionists who
impose informal taxes on their profits. In addition, there are cases in
which legal retailers are forced by illegal suppliers to sell contraband
tobacco products in their legal businesses (Sweden) and extremely rare
cases in which threat of violence is sometimes used to ensure share of
profit by investors (Austria).

8 See P. Reuter and M. Majmundar (eds.), Understanding the U.S. lllicit Tobacco Market: Characteristics,
Policy Context, and Lessons from the International Experience, (Washington D.C.: National Academies
Press, 2015).

8 See National Audit Office (UK), Progress in Tackling Tobacco Smuggling (London, 2013).

8 See P. C. van Duyne and G. A. Antonopoulos, The Criminal Smoke of Tobacco Policy Making:
Cigarette Smuqggling in Europe (Nijmegen: Wolf Legal Publishers, 2009).

8 G. A. Antonopoulos, “Cigarette Smugglers: A Note on Four ‘Unusual Suspects,” Global Crime 8,

no. 4 (2007): 393-98.

K. von Lampe and P.O. Johansen, “Criminal Networks and Trust: On the Importance of
Expectations of Loyal Behaviour in Criminal Relations”, in Organised Crime, Trafficking, Drugs, ed.
S. Nevala and K. Aromaa (Helsinki: HEUNI, 2004), 102-13.
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Overall (excluding actors such as corrupt public officials,*® political elites
or extortionists that are not involved in the business per se), the major
players in the illegal tobacco business can be distinguished according to
the following categories:

* Manufacturers. For the majority of EU countries manufacturers are

based outside the country. However, there are a small number of
countries where merchandise is legally produced in the country before
being fictitiously exported and re-introduced into the country of origin
and its illegal market. These manufacturers can operate a legal or
illegal business in a similar vein to the cases of Chinese counterfeiters
mentioned above. Some illegal manufacturers own mobile production
facilities, which are installed for brief periods of time in various
countries (primarily in Eastern and South-eastern Europe) (Bulgaria,
Poland).

Importers and wholesalers.”” Similar to other illegal trades, import-
ers and wholesalers are the entrepreneurs who have the capital
to invest in the illegal cigarette market. Importers and wholesalers
tend to absorb most costs relating to the business and the risks
associated with it (for example, seizure or loss of the merchandise,
transportation between/among countries, and bribes to officials).
Although the available evidence largely suggests that there is very
little “commodity hopping”, it not unusual for this type of entrepre-
neur, at this level, to be involved in cigarette smuggling alongside
the smuggling of other commodities such as fuel, medicines or
alcohol fraud.

Retailers. This category includes individuals who regularly travel
(tourists, students, etc.) driven by the price disparities between/among
countries. These individual smugglers could be labelled as occasional
smugglers, presented with a one-off smuggling opportunity during a
trip abroad, or regular smugglers who see a business opportunity
and become more frequently involved in tobacco smuggling whilst
travelling abroad. This category also includes small (legal) shop-
owners and street-sellers. For some retailers, such as those who
own a legal business selling cigarettes or other commodities, the
illicit trade in tobacco products is a means of increasing income or
covering losses encountered in their legal business (Greece, Spain).
For some other retailers, and specifically those involved in street-
selling (very often migrants struggling to find legitimate work) socio-
economic marginalisation is the common characteristic and the
illicit tobacco trade is one of the very few employment options
available.

90 Although, it should be mentioned that in some cases these corrupt officials have been active

91

participants in the illicit tobacco business. The intensive involvement of State Security officers
in the Bulgarian tobacco business in the 1980s, for example, is considered a decisive factor for
the evolution of the tobacco smuggling networks in the 1990s.

In some pieces of work (e.g. Antonopoulos, “Cigarette Smuggling: A Case Study of a Smuggling

Network in Greece.”) the term “pusher” is used to connote a mid-level wholesaler being linked
to street-sellers or other retailers.
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2.3. FINANCING AND FINANCIAL MANAGEMENT

Sources of capital

Start-up capital is perhaps the most critical issue in the financing of
the illegal tobacco trade. This is because once a smuggling operation
is up and running it can generate sufficient profit to allow further
investment in schemes in a number of self-financing cycles (Belgium,
Bulgaria, Creece, Netherlands, UK). Start-up capital is required to
enter the illicit trade in tobacco and the amount can depend on
the quantity or quality of the merchandise a criminal entrepreneur
desires to trade or can trade in. There are a wide range of financial
sources used to initiate tobacco smuggling operations. The first concerns
small scale smuggling/bootlegging, which usually involves funds from
legitimate work and savings (Italy, Creece, UK). These are the types
of funds that are the least remarkable because virtually anyone with
a small amount of capital can become involved in the business via
this source of finance, from holidaymakers and immigrants, to students
and those whose legitimate work includes international travel (e.g.
transportation, import-export industry). Usually in these instances, small
amounts of money are invested in the illegal tobacco trade because
small-scale entrepreneurs cover a minor market share in their specific
locality. Moreover, in some cases these small-scale criminal investors/
entrepreneurs invest less than they could as an intentional detection
avoidance tactic, in order to circumvent both the attention of the
police and local extortionists (see UK).

The second source identified in this study relates to funds from
legal businesses that belong to, or are managed by, illicit tobacco
entrepreneurs. Industries such as transportation, the construction and
food industries and establishments catering to the night-time economy
(pubs, bars, clubs) are prominent as a financing source in large-
scale smuggling. It is interesting to note that grey profits from legal
businesses (e.g. defrauding customers, black labour or tax evasion) have
also been noted as means of investment in the illicit tobacco business
(Sweden, UK).

In a large number of cases legitimate businessmen invest funds in
“financing consortia” or “conglomerates.” By grouping together their
investments and spreading the risk, larger quantities of tobacco can
be imported with a reduced financial risk per individual investor if the
merchandise is seized by the authorities or lost (Bulgaria, Germany,
France, Hungary, Sweden, UK). In Bulgaria, oligarchic groups involved
in large-scale schemes use political and judicial influence to protect
their investment. Some investors stick with such a conglomerate for a
prolonged period of time, some drop out after a few importations, and
some are involved in a single importation. Usually there is a core set
of investors who know each other through their involvement in various
other legal (and occasionally illegal) projects who are better positioned
in the scheme because they know brokers and other strategic individuals
involved in the whole process (Bulgaria, Greece, Sweden, UK). Other
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similar conglomerates are facilitated by ethnicity (Czech Republic, UK).
Thus, in essence, social capital is as important as financial capital,
especially in large-scale smuggling networks.

Another source of funds for the illicit tobacco business is other illegal
activities and businesses, although this is a rather uncommon source.
This study came across individuals heavily involved in drug dealing, fuel
smuggling, theft, extortion schemes, the illicit pharmaceutical trade, and
counterfeiting (Greece, Italy, Romania, Sweden, UK). Once they have a
profit from cigarettes they invest in cycles (Belgium, Sweden). There are
also illegitimate financing consortia in which 2-3 criminal entrepreneurs
similar to the legal businessmen mentioned above invest a sum towards
importing a load of cigarettes and then share the profit on the basis
of the investment. In some countries, the type of illegal activities and
businesses as sources of capital in the illicit tobacco business is often
dependent on the level of smuggling. For example, in France wholesale
smuggling is funded by gambling and extortion, and small-scale smuggling
by frauds, small-scale drug dealing and thefts and receiving. Loans from
criminals and/or loan sharks are extremely rare in the illegal tobacco
business (Sweden, UK). Finally, some entrepreneurs have multiple funding
sources, which amalgamate some of the sources that are mentioned
above or include some ingenious ways of making money such as setting
up a raffle.%

With reference to the background of investors involved in the illegal
tobacco trade, it is difficult to provide a typical profile due to the openness
and low entry threshold of this particular market as well as local and
national peculiarities. In some cases the supply chain is so fragmented
and diverse across countries, that it makes it extremely difficult for the
authorities to obtain information on the background of financiers (Spain).
However, when it comes to large-scale smuggling, entrepreneurs are
usually legal businessmen with links to legal manufacturers and others in
industries that are functional for tobacco importation, i.e. transportation,
import-export company owners (Bulgaria, Belgium, Germany, Creece,
Netherlands, UK). However, legal business people whose legal portfolios
are irrelevant to the tobacco industry are also present (e.g. Vietnamese
textile trades in the Czech Republic; also Greece, Hungary, Ireland,
Italy, UK). Criminals involved in a variety of illegal activities also invest
in the tobacco trade, although by no means are they typical tobacco
entrepreneurs (Bulgaria, France, Italy, Romania, Sweden, UK). In Bulgaria,
the Czech Republic, and France the links among investors are facilitated
by ethnic links, business links (Bulgaria, Czech Republic, Germany, Greece,
France, Ireland, Netherlands, UK), familial and neighbourhood links (UK),
and links established in prison (Greece, UK).

Settlement of payments
Usually small-scale smugglers/bootleggers of illicit tobacco tend to use

a variety of suppliers including duty-free shops or legal retailers in
foreign countries with lower prices for cigarettes and tobacco. In this

2 See the UK chapter in this report.
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case, there are no special arrangements with regards to payment. The
merchandise is purchased legitimately via credit card or cash up-front.
In large-scale schemes, cash is the typical method used for payment
of a large quantity of illicit tobacco and in most of the cases there
is exchange of merchandise with money (Germany, Greece, Romania,
UK). In some cases, there is pre-payment for a load (Bulgaria, Germany,
Lithuania), and in extreme cases, guarantees are offered in the form of
other assets (e.g. a boat, UK) and commodities such as drugs (Bulgaria,
UK). In one case in Bulgaria, cocaine and heroin were provided for a
load of cigarettes. Credit is rather rare in the tobacco business at the
European level, although it is present in some contexts. The provision
of credit is facilitated by trust among actors involved and, specifically,
the broker who may be able to vouch for the trustworthiness of the
entrepreneur receiving the merchandise. Credit is more prevalent at the
importation/wholesale level and after years of frictionless collaboration
between and among entrepreneurs in both legal and illegal schemes.
The nature of the business relation (consolidated vs. non-consolidated) is
integral in the cases in which credit exists, most frequently with cash in
advance, particularly if the business relationship is new.

In order to settle payments a number of actors facilitate the process.
This includes brokers (Ireland, UK, Greece, Germany, Hungary) who can
be members of a close-knit ethnic group, which was reported in both
the Czech Republic and France. Brokers get paid towards the upper
level (wholesale/importation level) of the business and their fee may be
standard (e.g. a couple of thousands of pounds/euros per importation), or
in the case of large deals, they can be paid 1% of the profit made by an
importer (UK). Other important actors involve commercial money transfer
services (Austria), and cash couriers/money collectors (Belgium, Bulgaria,
Czech Republic, Germany, Latvia, UK). Money couriers sometimes work
for a number of unconnected schemes, and they are hired because of
the trustworthy reputation they have built over time (Germany). When
money couriers/collectors are involved they charge a fee, which varies
depending on the scale of the project as well as the context in which
the transactions take place (Austria, Belgium, Czech Republic, Germany,
Ireland, UK). For example, in Belgium the fee is 10% of the collected
amount, in the UK it is 0.5%, in the Czech Republic it is 1-2% of the
total amount and in Germany 3-5%. There was a case in Hungary in
which money couriers/collectors were paid with merchandise instead
of a fee. These data are based on a limited range of known examples,
and what accounts for this market variation in fee levels is not well
understood: all that is clear is that this is not an area where the Single
European Market regulations apply.

At the EU level bank transfers are rarely used to settle payments and
are a rather atypical feature of the illicit tobacco trade (Greece, Spain).
In Bulgaria, however, at the level of importation of illicit whites and
raw tobacco by legal tobacco manufacturers producing cigarettes for
the illegal market, a great deal of the payments are carried out through
the legitimate financial system — either through money order services or
bank transactions. It is after the tobacco is imported in the country that
business transactions are settled in cash.
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Towards the lower echelons of the business in Sweden, legal retailers
can be intimidated into selling contraband cigarettes by suppliers. These
retailers simply sell the cigarettes and hand over the money to the sup-
plier. In these cases, settlement of payment resembles extortion rather
than normal business strategy.

Costs of doing business

The costs of doing criminal business depend on a variety of factors: the
scale of the scheme and its logistical complexities, the country of supply
and the distance from the consumption/destination country, the legality
and number of different suppliers per scheme, the number of actors
involved, the assumption of the risks involved, and a number of ad hoc
unforeseen expenses.

Buying and producing the merchandise. Usually small-scale smugglers/
bootleggers buy and sell relatively small quantities of cigarettes and
tobacco obtained primarily from legal retailers. However, occasionally, as
is the case with slightly bigger schemes, they will be obtained through
illegal suppliers (UK). For small-scale schemes, buying the merchandise
depends on the legal prices of tobacco products in the particular
country in which the merchandise is purchased. For large-scale schemes
(importation/wholesale) costs depend on the legality of the merchandise
imported. For instance, a container of legally produced cigarettes is more
expensive than a container of counterfeit cigarettes, which in turn is
more expensive than a container of illicit whites.

In order to cut down the costs associated with importing cigarettes
and tobacco from China, Eastern Europe and other producing countries,
illegal factories have begun to be identified in a number of EU
countries.” These factories are not present in every EU country and the
costs associated with production vary considerably. Costs can depend
on the scale of the scheme and the differential sophistication and
resulting costs involved in, for example, renting a warehouse with
a long-term or short-term horizon (Belgium vs the UK). Costs also
depend on the amount required to purchase and install the essential
tobacco manufacturing machinery required to begin production, which
varies significantly depending on its source. For example, manufacturing
machinery that was seized by the German authorities cost €500,000,
machinery found in Latvia cost €150,000-200,000, in Belgium €220,000,
and in a case in the UK as little as £7,000. Finally, the costs associated
with the production of tobacco products depends on whether cigarettes
(legal, counterfeit or illicit whites) or hand-rolling tobacco is being
produced (Bulgaria, UK). Less start-up capital is required in order to
establish illicit tobacco factories that simply pack tobacco. Furthermore,
costs can include repayment of loans, as was the case with one legal
tobacco manufacturer in Bulgaria.

% Equipment for these illegal factories is widely available from closed factories in Eastern Europe.
Part of the problem is that in many countries (especially in Eastern Europe) when illegal
factories are shut by the authorities, the confiscated equipment is not destroyed but sold on
public auctions in order for revenues to be secured (see further the chapter on Bulgaria in this
report).
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Transporting the merchandise. Transportation fees naturally vary on
the basis of the distance covered and the risk of seizures or arrests
associated with specific entry points. However, it is not impossible
for the transportation fee to be significantly different for an identical
distance covered and possible risk. For example, some entrepreneurs
invest in their own vans and lorries (Belgium, Netherlands, Sweden,
UK). Furthermore, when the illegal tobacco trader is the owner of
a legal transportation company, the illegal business is facilitated
logistically by his existing legal business, resulting in less transportation
expenses. This also allows additional control over the operation. In this
case, drivers might not even be aware that they transport contraband
merchandise. Costs are also affected by the presence of a cover load
(Greece, UK).

Storing the merchandise. In many cases tobacco products are simply
kept in the trader’s house or the houses of relatives and friends. In
wholesale cases, smaller industrial spaces or warehouses are rented to
store and/or repackage the merchandise. On average, renting a 1500m?
warehouse costs approximately €2,000 per month (Greece, Sweden),
although on numerous occasions entrepreneurs rent significantly cheaper
and smaller premises costing as little as £25 per week (UK).

Payment to actors in the tobacco business including “runners”* (in cases
of small-scale smuggling) (UK), brokers (Hungary, ltaly, UK), couriers
(individuals who are trusted with transporting merchandise and/or
money), minders who accompany money couriers, and retail/street sellers.
Payments to actors involved in tobacco smuggling can differ enormously
depending on their role and the size and scope of the operation.

Other costs in the illegal tobacco trade involve:

bribes and other corruption costs (Bulgaria, Germany, Greece, Italy, UK);

political protection costs (Bulgaria);

security costs;

insurance, which is sometimes bought to protect entrepreneurs if their

merchandise is seized or lost (Sweden, UK);

cash management costs;

e informal taxation/extortion by criminals;

* decoy expenses (expenses towards diverting the attention of the
authorities and/or misleading legal suppliers of tobacco products (UK);

e criminal justice system-related costs (Bulgaria);

e supporting the family members of imprisoned partners (Germany, Italy);

e bonuses for informants, sometimes in the form of merchandise
(Germany);

e counterintelligence (Sweden);

e ‘“unforeseen circumstances” most often as a direct consequence of

the unpredictable nature of the business and individuals involved

(see UK).

% In some contexts these are also referred to as “ant smugglers” — see further the introduction

to the section on the illegal tobacco trade below.
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Profits, profit sharing and investments

In most EU contexts, information about quantities of illegal tobacco
products sold and the value of the overall illegal market is either unavailable
or insufficient. Therefore, with some exceptions, it is not possible to
accurately establish the quantities and prices of illicit cigarettes that are
exchanged at each level of the supply chain, or to estimate the cash flow
and profits at each level of the process from importation/wholesale to
middle-level to retail. There are a variety of reasons for this:

* The huge variations in taxation and prices in the legal market in
each jurisdiction. This has a direct impact on prices in the illegal
markets of said jurisdictions, consequently affecting demand, supply
and the “maturity cycles” of the specific market;

e The diversity of smuggling schemes, decentralisation of the business
and associated low risk and low entry threshold;

* The diversity in local transportation and storage costs for each type
of smuggling scheme or context in which the scheme operates.
For example, in two separate investigations in the UK, one driver/
transporter received £1,000 per successful channel crossing and the
other £10,000.”

Profit margins from the illegal tobacco trade also depend on a number of
additional variables. Firstly, they depend on the type of merchandise sold
(i.e. non-tax paid merchandise vs illicit whites vs counterfeit products).
Generally, counterfeit products tend to outweigh profit in all other
types of smuggling, as they are very cheap to buy and have a very
high mark-up. Legal tobacco products bought abroad from legal retailers
appear to have the smallest profit margin.

Secondly, profits depend on the position of the illegal entrepreneurs in
the supply chain (with profits reducing as the merchandise moves down
the supply chain). A criminal entrepreneur involved in the retail market
will make an average of 50 cent profit per pack of cigarettes in the UK.
Generally, profits are bigger at the production, importation level and
wholesale level, and these profits correspond to the amount invested
(Belgium, Finland, Ireland, Romania, Sweden, UK). This was exemplified
by one UK law enforcement agent: “if you put 20% to importation, you
expect to get 20% of the merchandise that will reach the UK. Simple as
that.” It is interesting to note that not all investors in the illegal tobacco
market are actively involved in the trade. For those cases in which the
financiers/investors are not directly active in the business, a 70:30 model
is applied (Czech Republic), in which the investors obtain 70% of the
profits even though they provide 100% of the start-up capital.

Other important actors in the illegal tobacco business — such as
intermediaries involved in large scale schemes (Netherlands, Romania,
UK) — profit individually from payments, salaries or fees, sometimes
of a significant amount depending on the size of the scheme they
are involved in. Smaller profits in the form of payments/fees are also

9 FATF, Illicit Tobacco Trade (Paris: FATF/OECD, 2012).



58

FINANCING OF ORGANISED CRIME

obtained by transporters, loaders, vehicle/vessel and warehouse owners,
and corrupt officials (Italy, Lithuania, Romania, UK, Greece). Occasionally,
some actors are paid via a mixture of cash and cigarettes, enabling them
to make an additional profit themselves. This opportunity is dependent
on ties of trust which are established via long term involvement in a
smuggling scheme.

Profits can vary depending on the context of the sale, the amount of
tobacco products sold, the current market conditions, and a number
of additional peculiarities existing in different locales. For instance, at
the retail level, the price of a pack of 20 cigarettes in Milan is higher
than in Naples. At the retail level, variations in profit can relate to the
low cost associated with marketing via word of mouth (Germany, UK),
better prices and discounts to existing customers or those who buy
large quantities (Bulgaria, UK), and the lower price of merchandise of
deteriorating quality (Bulgaria, Greece). Finally, profits can depend on the
size of an illegal entrepreneur’s customer base. Contraband products sold
via legal businesses seem to facilitate transactions with more customers
and lead to higher profits (Czech Republic, Ireland, UK). Local pubs in
small localities are also used in the distribution of merchandise and this
is often viewed as a guarantee of the quality (Ireland, UK). Finally, the
internet has been found to be an up-and-coming and available platform
for the marketing and illegal distribution of tobacco products in some
countries, which can cut costs and increase profits for operations in a
number of ways (Estonia).

Largely, although this is an illegal market in which safeguards do not exist,
there is no need for financiers/investors to ensure their share of profits
since the illicit trade in tobacco products is a rather pacified market
(Creece). Instead, trusted relationships established and consolidated in
legal businesses and lengthy legal projects are paramount. On rare
occasions financers/investors ensure their share of profit through the
threat of violence and use of violence (Austria), and through agreements
with collateral including real estate, stocks, vehicles, and ownership
share of a legitimate company (Czech Republic, Estonia). In the case
of collateral, contacts formed via family or ethnic group are integral in
facilitating the agreement.

Spending and investing profits from the illegal tobacco trade. Much of
the profit made is simply spent on hedonistic pursuits and conspicuous
consumption: nights out, gambling, buying luxury cars and bikes, boats,
buying luxury clothes and jewellery, travelling to foreign countries, and
so on. Profits are also invested in property or other assets, foreign
currency and precious metals. Importantly, profits from the illegal
tobacco trade are invested in legal businesses including bars, clubs,
restaurants and pubs, hotels, transportation companies and, in the case
of Greece, football and basketball clubs. In some cases, ethnic minority
or immigrant entrepreneurs invest in legal businesses or property in
their country of origin. For example, Vietnamese tobacco entrepreneurs
based in the Czech Republic invest in Vietnam, and British-Kurdish
entrepreneurs invest in Iragi Kurdistan. Providing for or lending money
to family members and friends for a variety of reasons including making
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investments is not uncommon (UK, Sweden, Czech Republic, Greece).
In the UK, there have also been illegal tobacco entrepreneurs investing
in the enhancement of their existing legal businesses or in establishing
or extending their legal business portfolios. There are very few examples
of entrepreneurs who deposit money in accounts abroad (Sweden).
Examples of investment in offshore bank accounts are rather atypical
cases although they are present. In addition, money has been laundered
in a variety of ways such as legitimate companies that are involved in
the Stock Exchange and gambling (e.g. buying lottery tickets from people
who have already won) (Creece).

Investment in criminal activities. Profits from cigarette smuggling are
also re-invested in cycles in the illegal tobacco trade, often in order to
upgrade and grow the particular business. Generally, there is very little
commodity hopping among illegal tobacco traders. However, there are
entrepreneurs who also invest in separate criminal businesses: counterfeit
luxury clothes (Czech Republic), counterfeit medical products (Austria),
alcohol smuggling (Sweden), cannabis, cocaine and crack cocaine
businesses (Belgium, Spain, Greece, lIreland, Lithuania, Sweden, UK),
stolen goods (Sweden), VAT fraud (Czech Republic, Spain), establishing
illegal gambling dens (Sweden), and human trafficking (Lithuania).

Access to capital in critical moments

There are a number of critical moments in the illegal trade in tobacco
which include:

* the merchandise and transportation means being confiscated by the
authorities;

e the illegal entrepreneurs being arrested and/or fined by the authorities;

e the merchandise being lost, destroyed/damaged or stolen by compe-
titors or others;

* times of sharp increases of the excise tax or times of political instability
which require additional investment by criminal entrepreneurs (see the
chapter on Bulgaria);

e the criminal entrepreneur wishing to retire while insuring himself
against prosecution or media inquiries.

These critical moments require access to capital not only in order for
entrepreneurs to re-enter the business and perhaps expand it, but also
in order for some to discreetly and uneventfully retire from the business
and/or cover legal expenses.

Excluding the common “rainy day” funds, which involve criminal
entrepreneurs putting money aside in bank accounts or in safety deposit
boxes for their retirement from the business, contingency funds as such
are generally not present in the illegal tobacco market. However, the
study highlighted two specific references to such a fund. The first refers
to a UK case in the 1960s and 1970s, when bootlegging groups during
the first few months of an operation diverted all proceeds into a fund
that would cover future legal expenses (UK). The second concerns a
contemporary Bulgarian practice, in which a number of master cases
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from each shipment are set aside, and revenue from them is placed in
a reserve fund, as an insurance against unexpected losses; such as those
caused by inexperienced new entrants in the business and additional
expenses at turning points of an operation.

If cigarettes and other tobacco products in small-scale schemes are
confiscated at country entry points, entrepreneurs are able to re-enter
the trade by re-investing money from their legal work and/or savings
(UK, Sweden, France). Due to the low risk and high profit associated
with the illegal trade in tobacco products, seized shipments are seen as
more of an inconvenience because the money invested is relatively small.
Therefore, entrepreneurs are able to re-enter the business with ease.

In relation to large-scale schemes, money from previous successful
importations is re-invested. In some countries (e.g. UK) entrepreneurs
take part in “bulk container rolls”, i.e. simultaneous importations of
5-6 containers on the same day at different entry points throughout
a country. The profit margins are so big that if only one container
importation is successful there is still a considerable profit to be made.
The high profitability of the illegal tobacco trade allows the entrepreneurs
involved in importation/wholesale of tobacco products to enjoy relative
security from the financially critical moments of the trade (Belgium,
Greece, Sweden, UK). However, in critical moments, entrepreneurs
have also been known to invest money from other illegal activities
and personal savings, receive loans from official and unofficial credit
institutions (Czech Republic), or — using their social capital — receive
loans from acquaintances.

In Greece - although this is a rare occurrence and concerns the most
successful and centralised structures — individuals involved in a large-scale
tobacco smuggling scheme that are arrested have been known to get
financial support from a business partner during their time dealing with
the criminal justice system (e.g. hiring lawyers, offering money for the
period of incarceration, and taking care of their family financially). They
may also offer him/her a “welcome back gift” upon their release from
prison. Loan sharks are generally not an integral part of the financing in
the illicit tobacco business. There were very few cases in which retailers
lack access to legal financing and resort to local loan sharks to receive
money on credit to invest in tobacco products (UK and Sweden).



3. ORGANISED VAT FRAUD IN THE EU:
MIXING THE MONEY FLOWS

The value added tax (VAT) mechanism is central to the functioning of
the European single market (i.e. the free movement of goods, capital
and people). However, the administration of VAT taxation across different
tax jurisdictions in intra-community trade proves vulnerable to fraudulent
transactions due to a variety of factors. These include the current
transnational tax arrangements in the EU regarding supply and acquisition
of goods and services (the “destination principle”), the lack of a unitary
legal framework within the EU, the fundamental principle laid down in
the Lisbon treaty for the free movement of goods in the EU that in
practice neutralises the border control regime on the flow of goods, and
the ineffective cooperation between tax and law-enforcement institutions
at national and EU levels.%®

Under the destination principle of taxation, VAT is paid in the country
where the goods and services are consumed.” So when a VAT registered
trader is purchasing goods and services from another member state,
he would not pay value added tax on import and would only charge
and account for VAT when he sells the same goods on the domestic
market. Conversely, exporters apply zero VAT rate on exported goods
and services and have the right to reclaim the VAT credit for their
inputs.

Since 2006, the EU has worked towards a common VAT anti-fraud strategy
and recently strengthened anti-fraud measures.”® In July 2013, two new
directives were adopted by the Council: one on introducing a Quick
Reaction Mechanism allowing member states an immediate reaction
to a sudden and massive VAT fraud; and on the application of the
Reverse Charge Mechanism in relation to supplies of certain goods and
services susceptible to fraud (carbon emissions, mobile phones).”” Under
this directive, member states have the option to apply this mechanism
on a temporary basis and for a pre-agreed list of sectors/goods. The
reverse charge mechanism entails that the liability for the payment of
VAT is shifted from the supplier (as normally required by EU rules) to
the customer. However, some member states are concerned that the
application of a generalised reversed charge mechanism would result in

% K. Pashev, Fighting VAT Fraud: The Bulgarian Experience (Sofia: Center for the Study of Democracy,
2006). K. Pashev, “Countering Cross-Border VAT Fraud: The Bulgarian Experience”, Journal of
Financial Crime 14, no. 4 (2007): 490-501.

97 Council Directive 2006/112/EC of 28 November 2006 on the common system of value added
tax. M. Keen and S. Smith, “VAT Fraud and Evasion: What Do We Know and What Can Be
Done?”, National Tax Journal LIX, no. 4 (2006): 861-87.

European Commission, Combating tax fraud and evasion. Commission contribution to the European
Council of 22 May 2013. (Brussels: European Commission, 2013).
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9 Council of the European Union, Council approves measures to tackle VAT fraud schemes. Press

release 12627/13, Brussels, 22 July 2013.
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the fraud shifting to the last stage of the distribution link, instead of the
first (as is the case with the missing trader).!®

A range of goods and services are affected by organised VAT fraud
schemes. Mobile phones, computer and electronic components
have been used particularly often, because their small size and high
price makes them very convenient for simulating high value export
transactions.'”’ Other types of goods commonly involved in VAT fraud
include railway vehicle components, scrap metal, precious metals, metal
allocations, new and used cars, footwear, and mobile phone credits,
among others.'? In recent years, VAT fraudsters have been targeting
energy markets and the trade in carbon credits. Europol reports that
fraudulent companies have managed to capture some 90% of all
carbon credit transactions and defraud large amounts of VAT.'® Along
with carbon emissions markets, other preferred targets for VAT fraud
are cloud computing and VolP due to the immateriality and the high-
speed transfer of goods."™ Fraud involving intangible goods is making
use of large financial institutions who knowingly or not provide financial
liquidity.'%®

3.1. BASIC TYPOLOGY OF VAT FRAUD

VAT fraud can be interpreted in two broad categories, depending on
whether the undue payoff consists of reduced tax liability (tax evasion)
or embezzlement of VAT (failing to remit the VAT due and/or false
claims of tax credit), or both."® Another classification is based on the
complexity of the scheme: whether the fraud involves only a domestic
or an international (intra-community) component, a single operation or a
carousel chain of transactions.”

Evasion and saving of VAT can take many forms, such as undervaluation
of input and overvaluation of output to reduce tax liability, false
classification of goods to take advantage of lower rates, declaring false
quantities, false or no invoices, smuggling or economic actors operating
entirely in the shadow economy.

Tax credit abuse, on the other hand entails pocketing large sums of
undue VAT refund claims by fraudulent networks through a chain

190 Ernst & Young, Assessment of the Application and Impact of the Optional “Reverse Charge Mechanism”

within the EU VAT System (Brussels: European Commission, 2014). International VAT Association,
Combating VAT Fraud in the EU. The Way Forward (Brussels: IVA, 2007).

FATF, Laundering the Proceeds of VAT Carousel Fraud (Paris: Financial Action Task Force, 2007).
Europol, EU Organised Crime Threat Assessment (The Hague: Europol, 2011).
Europol, SOCTA 2013. EU Serious and Organized Crime Threat Assessment.

104 M. C. Frunza, “Aftermath of the VAT Fraud on Carbon Emissions Markets”, Journal of Financial
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of fictitious and real transactions and traders. It is recognised as an
organised crime activity involving theft on a massive scale and a
systematic criminal attack on the VAT system in EU member states.'®
The most common type of organised criminal VAT fraud is known as
the missing trader intra-community (MTIC) fraud. It is recognised as one
of the major organised crime threats in the EU affecting all member
states.'%?

Within the classic missing trader fraud schemes a taxable person
(“missing trader”) purchases goods from another country at zero VAT
rate and subsequently re-sells the goods at VAT-inclusive price on the
domestic market, without remitting the due VAT tax to the national tax
administration. The scheme could be applied in a number of ways, but
the most common forms are:

Acquisition fraud — the missing trader supplies the imported goods at
the final consumption market and then disappears, embezzling all the
due VAT debited. The missing trader usually sells the goods below their
market value. This is the simplest form of the missing trader fraud as it
involves a single operation.

Carousel fraud — the goods imported by the missing trader are sold
through a chain of domestic companies (“buffers”) and finally re-
exported to another country applying zero VAT rate. Although the
missing trader fails to remit the due VAT, the enterprise in the end of
the chain (“exporter”) claims tax refund for input VAT paid. The scheme
relies on multiple domestic and cross-border transactions, which makes
tracing and counteraction more difficult, while at the same time allows
for additional inflation of prices and therefore the tax credit claimed
by the exporter. The situation is additionally aggravated when lack
of border control between member states is taken into account, as
this allows for entirely fictitious transactions with fictitious goods."®
According to FATF the amounts of money involved and the complexity
of the schemes means that it is restricted to organised criminal groups
with high level of sophistication. Fedeli and Forte'"" stress that the
carousel may be launched due to expected profits from the initial
stage (the supply side) or by expected gains at the final stages of the
chain (demand side). A more complex scheme may consist of different
elements, including a chain of undue VAT refund claims and missing
traders followed by a regular sale at the end, a completely black chain
where tax is directly evaded, a chain of undue rebate claims entirely
on fictitious sales, as well as in combination with savings on direct
taxes.'?

198 D. Ruffles et al., “VAT Missing Trader Intra-Community Fraud: The Effect on Balance of

Payments Statistics and UK National Accounts”, Economic Trends 597 (2003): 58-70. FATF,
Laundering the Proceeds of VAT Carousel Fraud.
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2011).
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FIGURE 6. INTERNATIONAL VAT CAROUSEL FRAUD SCHEME
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Other common scheme is fictitious export. Under this scheme a trader
performs an export transaction on paper, levying zero VAT tax and
claiming VAT refund to the tax authorities, while at the same time selling
the goods on the domestic market without sales invoices."® The scheme
usually involves corrupt customs officers who process the paperwork for
the export transaction and assure the criminal entrepreneurs that the
transaction shall evade administrative controls. A more modest version of

"3 Pashev, Fighting VAT Fraud: The Bulgarian Experience.
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this scheme relies on overstating quantities, where these could be easily
manipulated (e.g. sugar, grain, fuels).

Various other fraudulent schemes were also reported such as “invoice
mills”"™* “crossed invoicing”, abuse of customs procedure for transit of
goods, fraud with the margins of the sale of second hand assets. Among
those, the invoice mill is one worth mentioning, although it is a less
sophisticated form of organised VAT fraud. These mills are in practice
providers of fictitious invoices to legitimate companies willing to diminish
their VAT tax liabilities. The mills could be structured around legitimate
accounting service providers or be run by entirely criminal networks and

usually operate on a fee-for-service basis.

3.2. ESTIMATES OF VAT NON-COMPLIANCE AND FRAUD
IN EUROPE

The estimation of the scale of organised VAT fraud presents a common
challenge to all member states. The VAT gap is estimated as the
difference between the tax that is actually paid and the tax that should
be collected. It is used as a measure for tax non-compliance and
revenue loss. However, the components of the tax gap might include
not only organised crime tax fraud, but also conventional tax avoidance,
bankruptcies, insolvencies, legal avoidance practices, errors, misreporting
and miscalculations.” Therefore, it is an indicator for the effectiveness
of VAT enforcement and compliance measures, but it cannot be directly
interpreted as an estimate of the organised VAT fraud.

VAT gap estimates are generally calculated based on two approaches:
top-down and bottom-up. Top-down approaches are most commonly
used, although it is the bottom-up approach that allows a more precise
diagnosis of the size of different types of fraud and evasion. As Reckon
stresses, bottom-up estimates start with identifying the types of fraud and
then the proceeds for each of the components, which means such an
approach relies on operational data held by national tax authorities."®
The top-down approach, on the other hand, relies on macro-economic
data on consumer spending to estimate the theoretical VAT liability and
compare it to actual revenue.

The tax gap might be indicative, but it reflects more than the actual
levels of VAT fraud. However, estimates of the volumes of MTIC fraud
in EU have been made in some countries. HMRC in UK assessed that
between 2006 and 2011, MTIC fraud accounted for 5.4% — 19.6% of the
overall VAT gap, which equals £0.5-2.5 billion."”” The National Revenue

"4 Keen and Smith, “VAT Fraud and Evasion: What Do We Know and What Can Be Done?”

"5 CASE, 2012 Update Report to the Study to Quantify and Analyse the VAT Gap in the EU-27 Member
States.

® Reckon LLP, Study to Quantify and Analyse the VAT Gap in the EU-25 Member States (London,
2009).

"7 HMRC, Measuring Tax Gaps 2012. Tax Gap Estimates for 2010-11 (London, 2012).
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Agency in Bulgaria estimated the volume of organised VAT fraud for 2011
at €350 million.”® Borselli estimates the volume of VAT fraud in Italy
at €5-9 billion. According to Europol," EU countries are losing €100
billion annually due to MTIC fraud.”® This is a significant proportion of
the estimated costs of organised crime within the European Union.'”!

The most recent EU-wide estimates of the VAT gap are available from
an EU-commissioned study, covering the period 2000 — 2011 and
2011 — 2012."*2 The average data for 2000 — 2011 shows that the largest
economies of Germany, France, ltaly and the UK were the biggest
contributors to the overall gap. Taken as% of the GDP, however, the
countries with the largest VAT gap were Romania, Latvia, Greece and
Lithuania.

In 2012, the overall VAT gap for the EU-26 was estimated at €177.2
billion, or 16% of the overall tax liability. In 2012, the countries with
the largest gap were Romania (44% of theoretical liability), followed by
Slovakia (39%) and Lithuania (36%). In Finland, the Netherlands and
Luxembourg the gap is in the range of 5-6% of the VAT due. Thus,
the data uncovers an interesting division between Western European
countries and East and South East European countries, where the latter
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appear far more vulnerable and affected by this phenomenon. Looking
at changes from the previous year, out of 11 countries that reduced
their VAT gap in 2012, the most notable decrease was in Greece and
Bulgaria, while the most notable increases took place in Poland, the
Czech Republic and Slovakia.

3.3. KEY ACTORS INVOLVED

Usually VAT fraudulent chains are depicted and analysed as a circuit of
legal entities performing fictitious and real transactions between each
other. However, behind any fraudulent chain of legal entities operates a
group of individuals. While there are some analyses and estimations about
the scale of the problem on the macro level (national and European),
far less research focuses on the micro level — the individual perpetrators,
the nature and size of their organisation, the division of profits between
different actors, etc. To a large extent this could be explained by the
many variations of the fraud schemes, the differences in scale from
case to case, number and role of actors involved. Alternatively it could
also reflect the lack of interest and/or difficult access in the academic
community and the case-oriented nature of law enforcement efforts.

The most common type of VAT fraud — the missing trader chains -
usually involves three main types of legal entities in terms of their
function and role as actors in the scheme: the missing trader, the buffer
enterprises and the broker. The missing trader is the key node in the
chain and usually is a shell or short-lived company, which is formally
controlled by “dummy managers” or “front men.” The buffer companies
could be either bogus companies or compliant traders carrying out
regular business. They take part in the scheme in order to inflate prices,
make transactions harder to trace and obscure the link between the
missing trader and the broker. The broker is a formally compliant and
legitimate company, which stands in the end of the fraudulent chain
and is the one that claims the VAT refund from the tax authorities.
Apart from the listed more complex fraudulent chains may also involve
transportation companies (to simulate movement of goods), companies
operating VAT warehouses, providers of law and accounting services.
Where the schemes involve export to non-EU countries, corrupt customs
officers are also important key actors, who provide the necessary papers
for the fictitious movement of the goods.'*

Analysing the fraudulent networks on the basis of the individuals involved,
three levels of participation in VAT fraud schemes can be identified.”* The
first level is the core of the fraud scheme — the inner circle players, who
are the actual organisers responsible for the design and the organisation of
the fraud. Although they would usually get the lion’s share of the profits (or

123 Borselli, Organised VAT Fraud: Features, Magnitude, Policy Perspectives; Pashev, Fighting VAT Fraud:
The Bulgarian Experience.

24 A. Aronowitz, D. Laagland, and G. Paulides, Value Added Tax Fraud in the European Union
(Amsterdam: Kugler Publications, 1996).
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so is expected), in most cases their names do not appear on any document
or in the companies involved. The second level is the outer circle, where
are involved actors with various roles — “straw men” who are only owners/
managers on paper and “front men” — people like accountants, lawyers,
different professionals and ad-hoc players. For example a range of services
provided by a lawyer to a crime group involved in VAT fraud might
include creation and dissolution of corporate vehicles (i.e. front companies
and shell companies), financial and tax advice, creating of false legal
documentation, assuring credibility.””> The actors at this level are generally
aware of the fraudulent nature of their activities. The third level of actors
in a VAT fraud scheme consists of the facilitators, who in many cases
might not be aware of the fraudulent scheme. The facilitators are legitimate
businesses trading in real goods and services, which would purchase VAT
free goods or services (buffer companies) or would accept false invoices
in their bookkeeping.'*® The third level participants would benefit from
fees for processed invoices or from purchasing goods below the market
price. Of course, proving awareness and intent in court is different from
suspecting knowledge (or turning a blind eye) in the real world.

An analysis of large scale tax fraud cases in Sweden, including VAT
fraud, conducted by the Swedish National Council for Crime Prevention
(Bra) found that with the principal actors or organisers have known each
other and worked together for a long time; hence there is a certain level
of stability of the cores of criminal networks.”” However, for the most
risky parts of the schemes, the organisers use accomplices — or “fire-
walls” — to protect the scheme and key individuals.

3.4. FINANCING AND FINANCIAL MANAGEMENT

Designing, starting and running a VAT-fraud scheme requires certain initial
investments in order to cover costs such as setting up fictitious companies,
purchasing goods, paying to VAT warehouse operators and shipping
companies to simulate movement of goods across borders, corrupting tax
and customs officials, paying for specialised services to accountants or
lawyers. Whereas VAT carousel frauds on EU level may involve complex
schemes operating with millions of euro, fraud schemes on national level
such as the invoice mills could be set up with a minimal investment
of a few thousand euros. Regardless of the scale and type of the VAT
fraud, the fraudulent schemes require certain capital, raising questions
about its sources and volume. Other financial aspects, which are key
to understanding of the financing of VAT frauds, are the settlement of
payments, structure and size of costs, profits and profit sharing.

25 D. Middleton and M. Levi, “The Role of Solicitors in Facilitating ‘Organized Crime”: Situational
Crime Opportunities and Their Regulation”, Crime, Law and Social Change 42 (2004): 123-61.
D. Middleton and M. Levi “Let Sleeping Lawyers Lie: Organised Crime, Lawyers and the
Regulation of Legal Services”, British Journal of Criminology (2015), doi: 10.1093/bjc/azv001.

126 Aronowitz, Laagland, and Paulides, Value Added Tax Fraud in the European Union.

127-). Skinnari, “Policing Large-Scale Tax Crime”, in Researching the Police in the Nordic Countries, ed.
V. Houtari (Tampere, 2013), 67-74.



ORrcANISED VAT FrauD IN THE EU: MIXING THE MONEY FLows 69

Sources of capital

The organisers of VAT frauds use a variety of sources to acquire capital
for setting up and running their operations. The start-up capital may come
from both legitimate and illegal sources.'” The outcomes of the survey
that informed the development of this report suggest that investments in
VAT fraud schemes originate mostly from reinvestments of the fraud ring
leaders that stem from criminal or legitimate proceeds, whereas external
sources of financing are viable but less common option.

The ring leader as a financier (self-financing). The profile of the
VAT fraud organisers proves to be diverse. Both legitimate businessmen
and professional crooks specialised in swindles, tax frauds, excise and
customs duty frauds were identified as ring leaders. Among legitimate
businessmen two profiles emerged as typical. The first profile is of
businessmen whose companies are having financial difficulties, and they
are looking for high payoff investments even at the edge of the law.
The other profile is that of high-risk entrepreneurs readily investing in
high-profit “projects.” In Eastern Europe, the so called “oligarchs” were
often mentioned as key players (Bulgaria, the Czech Republic). Most
of them belong or have close ties to the old communist nomenklatura
or secret services and have acquired their capitals through corrupt and
shady practices in the beginning of the transition period in the nineties.
Currently well-established businessmen with close ties to the political
elite, they still tend to keep part of their business in the licit sector, while
the other part is in the shadow economy.

The most common source of capital for initiating new VAT fraud schemes
is through re-investing proceeds from previous fraudulent schemes.
Following the initial investment, successful VAT fraud generates enough
profits to sustain itself, if the players want to stay in criminal business.
Proceeds from other criminal activities are also among the possible,
although not so commonly invested in VAT frauds.

However, the research indicated that it is also not uncommon for
legitimate businessman to invest part of their legitimate revenues or
even personal savings to initiate a VAT fraud scheme. Apparently,
grey revenues derived from conventional tax evasion also constitute
an important source of capital for initiating VAT fraud. Grey economy
practices such as use of undeclared labour, overstating inputs or
undervaluing outputs, overstating loss due to normal spoilage or false
declaration of loss due to decay/depreciation, appear to be an easy
way to generate additional revenues through the legitimate business that
could subsequently be invested in VAT fraud. This pattern of intermixing
legitimate, grey and entirely criminal finances to initiate and perpetuate
the criminal operations of the VAT fraud rings seems to be very typical
for the oligarchs from Eastern Europe.

Furthermore, criminal entrepreneurs invest proceeds from other criminal
activities. Various cases were reported in the countries studied, which

128 FATF, Laundering the Proceeds of VAT Carousel Fraud.
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included use of money stemming from activities such as property crime
(car thefts), extortion racketeering, drug trafficking, smuggling of goods,
illicit tobacco trade, and loansharking. However, criminal investors coming
from typical organised crime markets such as drug trafficking, human
trafficking, extortion racketeering seem to be rather an exception in the
VAT fraud field.

External sources of financing. In some of the cases reported, the VAT
fraud networks do not have the financial capacity to initiate and sustain
the fraudulent operations from their own resources and rely on external
sources of financing. These could also be both legitimate and criminal
sources of financing. Apparently, well-established entrepreneurs with
legitimate businesses may acquire financing through licit channels such as
obtaining a bank loan. Such a case took place in Bulgaria, where a ring
leader of a big VAT fraud ring received €23 million in the form of bank
guarantees and loans from a Bulgarian bank through two companies
under his control. Other licit sources of financing could be subsidies
from local or national government. There was a case in Spain in which
a fraudulent scheme was initiated with EU funds provided for fishing
companies. Trade credits from manufacturers or big wholesalers, as
well as advanced payments from the final consumers of the goods or
services are another possibility to secure financing for a given project.
Although most EU countries have introduced provisions sanctioning such
practices, apparently proving intention and direct involvement of such
actors remains a big challenge for authorities.

The normal business practices for acquiring external financing such as the
described so far are generally accessible mainly to established legitimate
entrepreneurs, whose companies have some proven track record. However,
they are not accessible to new entrants in the VAT fraud business, as
well as to criminal entrepreneurs. Thereby such actors may turn only to
illegal (or “black”) financiers or investors. For example, FATF reports
that participants in the fraud schemes cooperate with each other, so
it is not uncommon for third level actors to borrow initial capital as a
“business loan” from other people already established in the field to
start their own scheme.” Similar cases were reported in some of the
countries analysed in this report (Belgium, Bulgaria, Spain). The profile of
the black financiers identified was diverse — from people involved in VAT
fraud to criminal entrepreneurs involved in drug trafficking, illicit tobacco
trade, loansharking and entirely legitimate businessmen looking for high-
profit investments. Access to external financing through such means is a
matter of social capital and reputation. Therefore, mainly actors who
have already been part of VAT fraud networks and have gained a certain
credibility manage to secure capital in this way.

Settlement of payments
When analysing the settlement of payments in the VAT fraud networks,

two distinct flows of money need to be considered. The first flow of
money comprises the payments between the corporate entities involved

129 1bid.
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in the fraudulent chain that are disguised to mimic legitimate transactions.
These payments are typically settled through legitimate bank transactions
and declared to tax authorities. This is why this flow of money can be
labelled as the “clean money flow”. Conversely, the “dirty money flow”
comprises the payments between the individuals behind the fraudulent
chain — organisers, supervisors, proxy persons, buffers, straw persons,
facilitators. According to the country case study reports, the payments
between these actors seem to be settled usually in cash, although there
could be certain exceptions to this rule (Belgium, Bulgaria, the Czech
Republic).

FIGURE 8. EXAMPLE OF SETTLEMENT OF PAYMENTS IN A VAT FRAUD NETWORK
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The point of intersection of these money flows appears to be the account
of the missing trader or — in some fraudulent scenarios — the account
of one of the buffer companies. This is the in-and-out point where
the criminal money feed the clean money flow at the kick-start of the
fraudulent cycle. Conversely, the legitimate money feed the dirty money
flow with the embezzled VAT that is cashed out at the end of the cycle
(Bulgaria). Being the weakest node of the fraudulent chain, the missing
trader’s account is a common target for law enforcement authorities.
Therefore, leaders of VAT fraud rings employ a variety of risk mitigation
strategies to conceal the origin of funds and nature of transactions and
thus hinder detection and possible freezing or seizing.

The most common strategy involves declaring of false premises for the
bank transfers to or from the missing traders bank account such as
intercompany loans, consultancy fees, etc. Another common strategy is
to create the bank accounts of the missing trader and the other actors in
offshore or virtual payment platforms, which seems to be more common
in Western European countries (Belgium, Spain). Usually all actors of a
given fraudulent chain keep their accounts in the same bank in order
to speed up the transactions (Bulgaria, Spain) and all payments between
the corporate entities within the chain are ordered in a single day or
in a matter of a few days (Bulgaria). Corruption of bank officials is also
practised, as an additional safeguard when domestic bank institutions
are involved (Bulgaria). Use of proxy persons to order bank transfers or
withdraw cash is also reported (Bulgaria).

Costs of doing business

Costs for initiating and perpetuating organised VAT fraud are merely
indicative for the initial capital needed to enter this criminal business.
Two categories of costs have been discussed in relation to the setting
up and conducting of VAT frauds. Most often, operational costs were
discussed, whereas costs for purchasing the merchandise or services
have in many cases not been taken into account. Operational costs are
usually composed of expenses such as the incorporation of fictitious
companies, payments to straw men, proxy men, accountants, supervisors
and facilitators, corruption fees. Since these costs are relatively low,
many law enforcement experts asserted that a VAT fraud project does
not require substantial initial investments. However, others argue that this
seems to be true only in part. Some fraud schemes such as the invoice
mills and fictitious export do not involve acquisition of goods or involve
acquisition of goods with minimal value, so the ring leader does not
need to put forward large initial investment and several thousand euros
would be sufficient (Bulgaria, the Czech Republic).

This is not the case with missing trader schemes for acquisition or
delivery of real goods or services from or to other EU member states,
where the ring leader needs to secure credit or funds to purchase them
and also cover the logistical and transportation costs. The costs of the
goods and the accompanying logistical and transportation costs are
typically several times bigger than the operational costs (Bulgaria, the
Czech Republic). The scale of the merchandise costs depends on the
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FIGURE 9. EXAMPLE OF THE DISTRIBUTION OF PROFITS AND COSTS
FROM VAT CARBON EMISSIONS CAROUSEL FRAUD CONDUCTED ]
VIA AN EXCHANGE MARKET AND OVER THE COUNTER
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(Bulgaria, the Czech Republic).

The case with MTIC frauds
exploiting emission allowances
is similar (Belgium). Previous studies of carbon emissions fraud provide
a detailed breakdown of different costs associated with running the
schemes as well as the final profit. An analysis of VAT fraud that took
place between 2008 and 2009 via a French-based trading platform
found that an initial investment of €100 million is multiplied through
VAT carousels to €600 million, after 10 rounds.®® Out of the entire VAT
pocketed, 20% was paid for brokerage fees, while around 7% of the
profit went for management fees, exchange and capital cost. In the case
of over the counter trade, the brokerage fees were higher at 24%. The
remaining profit of 70% — 73% of the VAT cleared (market cleared and
over the counter) went to private and offshore accounts.

Profits, profit sharing and investments

The profitability of organised VAT fraud depends on a number of factors
such as the rate of VAT tax, the type of goods (in some countries the
rate of the VAT is different for different goods), the type of the fraudulent
scheme and the scale of the fraud scheme and the number of actors
involved. The gross profit is usually equal to the amount of the VAT
tax embezzled. The net profit is lower, as part of the proceeds is used
to cover the business costs. Furthermore, most missing trader schemes

130 Frunza, “Aftermath of the VAT Fraud on Carbon Emissions Markets”.
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involve selling goods below market value; hence part of the profit is used
to cover for the discount offered to the final recipients of the goods or
services (Belgium, Bulgaria). The average net profit reported by experts
from several countries that participated in the electronic survey is around
5-7% of the fraudulent turnover (Belgium, Bulgaria, Germany, Latvia). In
fee-for-service based schemes like invoice mills, the profit equals the
agreed fee for the fraud ring, which according to the reports amounts
to 10-15% of the VAT cleared (Bulgaria).

Profit sharing schemes among the actors involved are subject to
preliminary agreements between them. Various profit sharing schemes
were reported, including actors such as ring leaders, supervisors, financiers,
buffers and brokers. Rank-and-file participants of the VAT fraud rings,
as well as facilitators usually receive a pre-agreed fee. The enforcement
of these arrangements often involves intimidation and use of violence
(Belgium).

The most common investment strategy regarding profits is re-investment
in a new tax fraud project. Other investment strategies reported included
both legal and illegal investments. lllegal investments were reported
less often and were related mostly to swindles and other frauds. Legal
investments included real estate, gold, and luxury goods. Investments in
legitimate businesses were also reported — either businesses that could
be used to facilitate future VAT fraud operations such as logistical
and transportation companies (Belgium) or cash-intensive businesses that
could be used for money laundering — hotels, night clubs, restaurants
(the Czech Republic, Greece). Depositing money in offshore accounts as
a contingency fund is also widely practiced (Belgium, Bulgaria).

The FATF in 2007 reported on schemes with more complex financial
links between other criminal activities (e.g. drugs) and VAT carousel fraud
that go in both directions with profitable results, for example, in Spain
and Sweden.®" Evidence from the UK also suggested that the proceeds
from VAT carousel fraud have led to further criminal activity.s?

Access to capital in critical moments

Just like any other criminal business, organised VAT fraud often exposes
the actors to the risks of being prosecuted and having their assets and
money seized and confiscated. This also brings about various incidental
costs such as covering for the loss of money and litigation expenses.
Therefore they might need to secure capital in order to recommence
business. Apparently, most fraudsters in such occasions rely on their own
“rainy day” savings from previous criminal projects (Belgium, Bulgaria).
In some cases they have to rely on their social capital and reputation
to secure start-up financing, so advanced payments from customers or
trade credit from their contractors abroad were reported as possible
alternatives (Bulgaria). As with other elements of this study, however,
the dark figure of unrecorded fraud and of unsuccessful investigations

3V FATF, Laundering the Proceeds of VAT Carousel Fraud, 11.
132 1bid.
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means that the actual proportion of these techniques remains uncertain,
and there may be other financing mechanisms of which researchers are
currently unaware.

However, despite these inevitable caveats about a very under-researched
component of criminal activity, the authors believe that this report
provides sufficient information and analysis to stimulate more academic
and practitioner research on these important topics.






4. NATIONAL CRIMINAL MARKETS AND FINANCES:
COCAINE TRAFFICKING

This section contains the results of the studies of cocaine trafficking
in seven European countries. Based on original research involving law
enforcement officials and criminal entrepreneurs, as well as existing
literature, the studies analyse the financing of this kind of “business”
against the background of its changing organisational patterns. Since
cocaine constitutes only a small part of the drug market in Estonia and
Bulgaria, the studies in these two countries have a bigger scope and
focus on the drugs market in general. The chapter on France focuses on
the cocaine and cannabis markets.

“Drug trafficking is a global illicit trade involving the cultivation,
manufacture, distribution and sale of substances which are subject to
drug prohibition laws.”™ Its evolution from disciplined, hierarchical
structures into looser networks of collaborating criminal entrepreneurs
provides both opportunities and challenges to researchers and law
enforcement. The findings of the studies described in the following
chapters indicate the implications of the business model for the
management of the financial flows. The enterprise may be illegal but it
requires good customer relationship management, adequate incentives
and disincentives, analysis of investment opportunities, accurate logistics,
etc. Understanding the corresponding management of the financial
affairs of this enterprise would contribute substantially to designing
effective enforcement policies.

The texts in this section reference a number of sources as they draw
on numerous in-depth interviews with government officials, independent
experts and criminal entrepreneurs. The sources have been coded in order
to preserve their anonymity. The first two letters of the code indicate
the country (e.g. GR — Greece), “E” indicates an expert, while “C” means
criminal entrepreneur. The description of the background of the individual
sources referenced can be found in the “List of interviewees in the section
on cocaine trafficking” in the Annex.

133 UNODC, http://www.unodc.org/unodc/en/drug-trafficking/index.html



/8

FINANCING OF ORGANISED CRIME

4.1. ITALY: AN INCREASINGLY COMPETITIVE MARKET

Introduction

Nowadays, cocaine trafficking is one of the most profitable criminal
activities of Italian OCGs.** After the 1970s and 1980s, in which heroin
trafficking represented the main criminal business, during which time
there were high numbers of heroin addicts while cocaine consumption
was regarded as an elite phenomenon, the acknowledged health
damages together with HIV emergency, caused a heavy drop of heroin
consumption, thus opening renewed marketing opportunities for cocaine.
Furthermore, the saturation of the cocaine market in the United States
and the incoming return of heroin, created the need for Colombian
cartels to expand cocaine distribution to new territories: “At the beginning
of the last decade, there was the need to cross the Atlantic [and reach
Europe] with tonnes of cocaine while inventing new strategies. The
organisational and logistic system of cocaine needed new perspectives,
rules and expertise.”’®

In this mutating scenario, a key role was played by the ‘Ndrangheta,
which at the beginning of the 1990s started to exploit previous
contacts and routes developed during the heroin business together
with Cosa Nostra, while reinforcing connections with Colombians in
South America.®® Thus, Italy has gradually become the destination of
huge quantities of cocaine, at relatively low prices in comparison to
the 1980s so as to pervade the local drug market. Indeed, at present
cocaine is widespread among different social classes; an elite drug
turned also into a popular drug.”’

“Cocaine is used by the person sitting next to you on the train, taken
to wake up in the morning, or the bus driver bringing you home
because in need to make some overtime. Cocaine is consumed
by people very close to you, if not your father, your mother or
sister, probably your son. If not your son, your boss at work, or his
secretary to enjoy herself on Saturdays. If not your boss, it is his
wife to relax herself, and if it is none of these persons, it would
be the lorry driver which delivers coffee to your bar and consumes
cocaine not to feel tired after many hours driving [...], the park-car
attendant to have energy in his feet, or the architect that has fixed
your vacation villa.”138

Despite the existence of different influences on the lItalian cocaine
market, in terms of market extension (i.e. levels of demand and supply),

134 V.R. Spagnolo, Cocaina S.p.A. (Cosenza: Pellegrini Editore, 2010); F. Sallusti, Estimating Cocaine
Market in Italy. New Methodological Tools for Policy and Program Evaluation, 2013, http://www.
drugpolicyevaluation.eu/web/workstream/6; L. Giommoni, “The Retail Value of the lllicit Drug
Market in Italy”, Global Crime 15 (2014): 27-50.

Rastello, lo sono il mercato. Teoria, metodi, e stile di vita del perfetto narcotrafficante, [I Am the Market.
Theory, Methods, and Life Style of the Perfect Narco].

136°S. Becucci, “Old and New Actors in the Italian Drug Trade: Ethnic Succession of Functional
Specialization?”, European Journal on Criminal Policy and Research 10 (2004): 257-83; S. Bizzarri et
al., Narconomics, ed. Tacconi M. (Rome: Lantana Editore, 2010).

135

&

37 R. Saviano, Zero, Zero, Zero (Milano: Giangiacomo Feltrinelli Editore, 2013); Spagnolo, Cocaina
S.p.A.

138 Saviano, Zero, Zero, Zero, 1.
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Market overview

routes and places of importation, as well as actors involved,’® the
financial aspects of cocaine trafficking activities in Italy have not yet
been investigated.

According to EMCDDA,' Italy has high rates of cocaine use (i.e.
lifetime prevalence, population aged 15-64 years old), placing it after
the United Kingdom, Spain, the Netherlands, and Denmark."! In
particular, at national level (among the same population) cocaine
represents the second illicit drug used after cannabis, as reported
by the General Population Survey (GPS-DAP) carried out by the
Department of Anti-Drug Policies."? Prevalence of cocaine use is
estimated at 0.60% in 2012 and 0.89% in 2010 (last 12 months prior
to the survey). The slight decline in prevalence registered within the
general population (-0.29), is not confirmed when considering users
among the juvenile population (15-19 year olds; student population
survey). Cocaine remains the second used drug after cannabis, but
with a percentage in prevalence of 1.86% in 2012 and 2.05% in 2013
(+0.19%). At the same time, wastewater analysis conducted in the EU
in 2011,"* was consistent with prevalence data at European level™*
revealing higher rates of cocaine use in Italy, Belgium, Sweden, France
and the Netherlands (Table 5).

At national level, and in regard to the general population, 12 tonnes of
pure cocaine used per year are estimated (vs. 130 tonnes at EU level),
a value that increases to 25-50 tonnes of cut cocaine (retail level).'*®
Differences among patterns of use throughout the national territory
(17 Italian cities analysed) emerge as well, with highest levels (doses/day
per 1,000 people) in the cities of Rome, Naples, Turin, Perugia.'*® Despite

139 Reitox National Focal Point-Italy, 2072 National Report (2011 Data) to the EMCDDA: ltaly, 2012;
EMCDDA, European Drug Report 2014. Trends and Developments, 2014, EMCDDA and Europol,
EU Drug Markets Report. A Strategic Analysis (Luxembourg, 2013); DCSA, Relazione Annuale 2013
[Annual Report 2013]; Becucci, “Old and New Actors in the Italian Drug Trade: Ethnic Succession
of Functional Specialization?”; Spagnolo, Cocaina S.p.A.; G. Barbacetto and D. Milosa, Le mani
sulla citta. | boss dell'Ndrangheta vivono tra noi e controllano Milano, [Hands on the City. Bosses of the
‘Ndrangheta Lives Among Us and Control the City of Milan] (Milano: Chiarelettere Editore, 2011);
F. Forgione, Mafia export. Come ‘Ndrangheta, Cosa Nostra and Camorra hanno colonizzato il mondo
[Mafia Export. How ‘Ndrangheta, Cosa Nostra and Camorra Have Colonised the World] (Milano: Baldini
Castoldi Dalai Editore, 2009); V. Tenti and C. Morselli, “Group Co-Offending Networks in
Italy’s lllegal Drug Trade”, Crime, Law and Social Change 62 (2014): 21-44.

0 EMCDDA, European Drug Report 2074. Trends and Developments.

' As underlined in the EMCDDA, European Drug Report 2014, data have to be interpreted with
caution, and thus are indicative, due to methodological differences among countries within
surveys.

Reitox National Focal Point-Italy, 2072 National Report (2011 Data) to the EMCDDA: Italy.

Wastewater analysis is a method “involving sampling a source of wastewater, such as a
sewage influent to a wastewater treatment plant. This allows to [...] estimate the quantity of
drugs consumed in a community by measuring the levels of illicit drugs and their metabolites
excreted in urine” (EMCDDA, Wastewater Analysis and Drugs: A European Multi-City Study, 2014, 1.).
Data were collected every day for a week period in the month of March 2011. For further
details on data collection and methodology see E. Zuccato and S. Castiglioni, “Consumi di
sostanze stupefacenti nelle citta Europee [Psychotropic Substances Use in European Cities]”,
Ricerca & Pratica 28 (2012): 252-60.

44 bid.
5 bid.
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The lItalian cities included in the sample are Palermo, Milan, Bari, Naples, Merano, Pescara,
Potenza, Verona, Cagliari, Bologna, Gorizia, Turin, Terni, Florence, Nuoro, Rome, Perugia. Data
were collected every day for a week period in the month of October 2011.
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TaBLE 5. COMPARISONS OF COCAINE USE, ESTIMATED BY WASTEWATER ANALYSIS
AND NATIONAL PREVALENCE

Wastewater analysis Epidemiological data
Level of use (mg/day/1000 inhabitants) Prevalence in use of young adults%
(aged between 15-34)
High level of use — Antwerp (Belgium) High level of - UK
(1,000 — 2,000 mg) — Amsterdam, Eindhoven, prevalence use — Spain

Utrecht (The Netherlands) (4-5%)
— Valencia, Barcelona,

Castellon (Spain)
— London (UK)

Medium level of use - Paris (France) Medium level of - ltaly
(500 — 1,000 mg) — Milan (ltaly) prevalence use — Belgium
— Brussels (Belgium) (1-3%) - Sweden
- Santiago de C. (Spain) — France
— The Netherlands
Low level of use — Helsinki, Turku (Finland) Low level of — Finland
(>200 mg) — Stockholm, Umea prevalence use — Norway
(Sweden) (>1%) — Czech Republic

— Budweis (Czech Republic)
— Oslo (Norway)

Source: Authors’ elaboration on E. Zuccato and S. Castiglioni, “Consumi Di Sostanze Stupefacenti Nelle Citta Europee [Psychotropic
Substances Use in European Cities]”.

the limitations of the aforementioned estimations,"” reported prevalence
and trends are somehow in line with the opinions of some experts
(IT-E4, IT-E19, IT-E16), underlying a widespread use of cocaine within
the national territory, especially in larger urban cities, with an increasing
involvement of both youths at lower ages, and various social classes.
At present, elite and popular markets of cocaine — of different qualities
in terms of purity and prices — coexist (IT-E19). Nevertheless, as noted
by one expert (IT-E15), the boundaries between the two are becoming
blurred, since the need for cocaine pushes elite consumers to frequent
more popular retail places.

Cocaine is imported to ltaly through two main routes: a) directly from
South America, mainly Colombia, via Ecuador, Panama, Venezuela, Brazil,
Chile, and Dominican Republic) or via the countries of Western Africa
such as Guinea, Guinea Bissau, Gambia, Senegal, Ghana, Togo, Benin,
Nigeria; b) European countries — the Netherlands, Spain and the Balkan
countries (Serbia, Montenegro, Albania). “The investigation evidence
suggests Spain is the main transit country for cocaine to be further
imported to ltaly, both for large and small amounts” (IT-E23). Cocaine
was the most seized drug in 2013, with a slow decline compared to 2012

W7 See EMCDDA, European Drug Report 2014. Trends and Developments; Giommoni, “The Retail
Value of the lllicit Drug Market in Italy”.
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TABLE 6. DRUG SEizURES IN ITALY IN 2013 AND VARIATION IN%
COMPARED TO 2012 -

Drug Kli Sze(;?;d Variation%

Cocaine 4,971.75 -6.28

Heroin 881.85 -6.21

Hashish 36,347.15 65.84
Marijuana 28,821.21 33.89
Cannabis plants (n.) 894,874 -78.29
Synthetic drugs 97.20 42.26

Other drugs 951.20 122.03
Source: Authors’ elaboration on DCSA, Relazione Annuale 2013 [Annual Report 2013], 2013.

TABLE 7. ITALIAN REGIONS WITH HIGHEST LEVELS OF COCAINE SEIZURES |
Region Kg

Calabria 1,663.85

Lombardy 626.63

Trentino Alto-Adige 613.37

Liguria 554.11

Lazio 534.82

Campania 270.34

Sardinia 245.22
Source: Authors’ elaboration on DCSA, Relazione Annuale 2013, [Annual Report 2013].

recent journalistic inquiry,"°

(Table 9), followed by hashish
and cannabis."*® Despite this,
some experts have indeed
suggested that at present the
cocaine market has reached a
level of saturation, indicating a
stable trend during recent years
(IT-E17).

As indicated by DCSA™ and
experts as well, higher levels
of police seizures in the
areas shown in Table 10, are
related to the following factors:
a) presence of international
transhipment ports, which is the
case of the region of Calabria,
and minor ports such as Genoa,
Vado Ligure in the region of
Liguria, and Naples and Salerno
in the region of Campania;
b) presence of urban cities
and thus large cocaine markets
(the city of Milan in the region
of Lombardy and the city of
Rome in the region of Latium);
) role as transit points (again,
the cities of Milan and Rome,
since cocaine flows from the
North to the South and vice
versa mainly involve these two
places); d) proximity to borders
(regions of Liguria and Trentino
Alto-Adige); e) key positions as
for example the case of Sardinia,
with ports and many coastline
locations where cocaine can be
concealed, as explained by a

and underlined by one expert: “Sardinia

is underestimated. Cocaine arrives not only at ports, but also via cargo
ships anchored in the sea with fishing boats recovering the drug and
transporting it to different locations along the coast. And the proximity
to Spain, as well” (IT-E19); f) presence of OCGs that function as drivers
in determining entry, transit and destination points of cocaine trafficking.
Nevertheless, data on cocaine use and police seizures seem to represent
the tip of the iceberg of the national cocaine market. As stated by some
experts when one load of cocaine is seized others have entered the

national territory (IT-E18, IT-E13).

8 DCSA, Relazione Annuale 2013 [Annual Report 2013].

9 bid.

150 N. Francalacci, “l pastori sardi come i trafficanti colombiani? [Sardinian Shepherds Like

Colombian Traffickers?]”, Panorama, July 2012.
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Market structure
and actors

Cocaine use in ltaly is widespread, and the market is dynamic and
fragmented due to the interplay of different actors that range from big
OCGs, minor criminal groups, to groups of individuals either with a
criminal background or not belonging to the criminal milieu. As stated
by one expert (IT-E15), “contacts and capital are enough to enter any
cocaine business”.

In particular, Italian OCGs are active along the three stages of cocaine
trafficking (importation, wholesale and retail), although at different levels
of operation. Due to the immigration flows of the 1990s, there are also
foreign OCGs and criminal groups in this market which, except for a
few cases, are mainly involved at the retail level. The latter have had to
confront with the monopoly of Italian OCGs, while struggling to reach
medium or high level positions.”’

Consistently, at the importation level actors can be identified in regard
to three levels of the market: a) High segment - OCGs involved in
large scale trafficking operations, which import cocaine directly from
South America and act as wholesalers; b) Middle segment — traffickers
importing lesser quantities of cocaine, usually from other European
countries (Spain, the Netherlands, Belgium), and in some cases offering
logistical support to large scale importers; c) Low segment — criminal
groups, or families, involved in small scale cocaine trafficking operations
and active locally.

As reported by experts, especially at the importation and wholesale
levels, actors are structured into fluid, horizontal and loose networks
made of independent nodes and connected by key actors, displaying
specific roles and duties. Networks are based on contacts, intermediaries,
brokers and include persons in charge of contacting suppliers, financiers,
import-export companies, or responsible for arranging locations for storing
cocaine, or acting as guarantors for the cocaine businesses; each belong
to separate levels of cocaine trafficking operations and are not aware
of each other (IT-E4, IT-E13). Connections among actors are created in
virtue of joint ventures, where alliances and collaborations may vary
depending on circumstances: “it can be one OCG or more OGCs
joined together. For example, a group in the Netherlands mediating an
importation from South America for an Italian group with the latter
being unaware of suppliers, and the former supplying different groups
at the same time” (IT-E8).

Within these networks, trust is fundamental and is usually guaranteed
either by family, ethnic, kinship ties, or friendship/acquaintanceship bonds
(IT-E9, IT-ET). “It is more likely that, high level traffickers managing large
scale importations of cocaine, have limited contacts based for example on
ethnicity or clan membership. If the trafficker is Turkish, he will probably
have a Turkish supplier or broker, and similarly for the Colombian or
the ltalian trafficker. Albanians, for example, trust each other in virtue of
familial ties as well as clan membership. The latter, implying strict codes
of conduct, reinforces fair conduct in the business” (IT-E1).

51 See also Tenti and Morselli, “Group Co-Offending Networks in Italy’s lllegal Drug Trade”.
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Acquaintances and friendships may form in different contexts, as
reported by some experts (IT-E1; IT-E11), with prison being the favoured
environment used to establish contacts for further joint ventures (IT-E24).
Referring to Italian OCGs, a prosecutor at the DDA of the city of
Naples™? has indeed addressed how the lack of rooms for prisoners
serving sentences under art. 41bis (close confinement prison regime),
has resulted in facilitating contacts among bosses that, in this way, get
to know each other and have the opportunity to decide future joint
ventures and alliances.

Importation and wholesale levels
High segment — large scale cocaine trafficking operations

At this level, a large part of the national cocaine market is managed
by criminal entrepreneurs belonging to Italian OCGs, in particular the
‘Ndrangheta, Camorra, and Cosa Nostra, although the latter act more
as a partner of joint ventures exploiting routes and contacts of the
former and providing in some cases logistical support.”® As for foreign
OCGs, Serbian-Montenegrin traffickers, were able to settle in the national
cocaine market despite the rooted presence and control of Italian OCGs,
representing nowadays competitive actors as well. All these groups import
significant quantities (several kilos to tonnes) of cocaine to ltaly, in virtue
of direct contacts with suppliers in South America, while at the same
time exporting cocaine from ltaly to other European countries to supply
members or contacts (IT-E24).

In particular, the majority of interviewed experts pointed out the strong
and key role of the ‘Ndrangheta (defined as a quasi-monopolistic position),
at national and international level, addressing the following factors:

* Its horizontal structure (IT-E14) — the presence of affiliates almost
worldwide™* — activated when needed and displaying different roles:
“During an eight month period of surveillance, a pizza chef in
Miami conducted a normal life (pizzeria-home-family-pizzeria), until
he received a telephone call from Calabria (Costa lonica). This is how
he was informed that the family was recruiting him, and from a pizza
chef he turned into a cocaine trafficker” (IT-E18).

192 G. Tizian, “Mafie, la grande alleanza [Mafia, the Big Alliance]”, L'Espresso, July 30, 2013.

153 In the opinion of some experts (IT-E18, IT-E13, IT-E15), Cosa Nostra represents at the moment a
“second level player” within the national cocaine market, as a result of the massive government
counteraction started in the 1990s in response to the violent strategy adopted by this OCG.
“After this time, Cosa Nostra was not able to further replace its previous contacts due to
heroin trafficking, and nowadays seems dependent on the ‘Ndrangheta and Camorra for
cocaine importation” (IT-E13); see also Spagnolo, Cocaina S.p.A.; Becucci, “Old and New Actors
in the Italian Drug Trade: Ethnic Succession of Functional Specialization?”.

154 In particular, it is documented that affiliates of the ‘Ndrangheta are located in many European
countries such as Spain, the Netherlands, France, Belgium, Germany, Hungary, Poland, Romania,
as well as in other non-European ones as for example Canada, United States, Venezuela,
Colombia, Australia and countries in Africa (Forgione, Mafia export. Come ‘Ndrangheta, Cosa
Nostra e Camorra hanno colonizzato il mondo [Mafia Export. How ‘Ndrangheta, Cosa Nostra and Camorra
Have Colonised the World]; R. Sciarrone and L. Storti, “The Territorial Expansion of Mafia-Type
Organized Crime. The Case of the Italian Mafia in Germany”, Crime, Law and Social Change 61
(2014): 37-70.
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e Tried and trusted relationships with suppliers in the producing countries,
also via trusted drug brokers.

* Huge availability of capital and strategic assets to carry out cocaine
trafficking operations.

* The control, through own structures, of key points of cocaine transit
and importation to Italy. It is the case, for example, of the port of
Gioia Tauro (region of Calabria), and the “Ortomercato” (the central
vegetable market) in the city of Milan. In line with collected data,
it has indeed been documented the role of ‘Ndrangheta families
(‘ndrine) in first controlling and then also acquiring, transhipment
services or import-export companies operating in these places.’

Consistently, a similar strong and competitive position has been underlined
by some experts (IT-E8, IT-E21, IT-E24) in regard to Serbian-Montenegrin
OCGs, due to their paramilitary structure, the high availability of financial
capital and the longstanding experience acquired with tobacco and arms
smuggling during the post-Yugoslavia conflicts. At present, investigative
evidence (IT-E21) suggests that these groups are increasingly becoming
suppliers of Italian OCGs, since dealing with huge quantities of high
purity cocaine, assuming on their side risks related to transoceanic
transportation and storage, and further delivered at competitive prices
on the Italian market.

Except for Camorra clans, which are also involved at the retail level,
[talian and Serbian-Montenegrin OCGs act mainly as wholesalers. All these
groups may import cocaine by sea directly from South America, or by road
when importation is managed by intermediaries located in other European
countries. This is the case of Serbian-Montenegrin groups that exploit the
Balkan route, and further deliver cocaine through the border between ltaly
and Croatia or directly to the ports along the Adriatic coast; or of Camorra
clans that import cocaine mainly via Spain, where stable affiliates reside
providing logistics support, to the port of the cities of Caserta or Naples
in the South of Italy (region of Campania), (IT-E8, IT-E25, IT-E12).

Import-export companies and transhipment services represent the main
means used in large-scale cocaine trafficking operations. The companies
may be either owned by OCGs or created ad hoc for few importations
and registered to straw men. At the same time, the presence of complicit
import-export companies offering services on a fee basis supporting
the transportation of cocaine hidden with other legitimate products
was reported by a number of experts (IT-E4, IT-E19, IT-E23, IT-E11,
IT-E27). Furthermore, OCGs can rely on accomplices (e.g. customs agents,
shippers) at the ports of departure and destination (and when needed
of transit as well), facilitating both the shipping and subsequent recovery
of containers, preventing controls and facilitating the overall trafficking
operations. In particular, accomplices are necessary when cocaine
operations are organised through the “rip-on/rip-off method”, i.e. these
individuals are in charge of inserting and subsequently removing bags
with cocaine loaded in containers (IT-E19, IT-E11).

155 See also Barbacetto and Milosa, Le mani sulla citta. | boss dell’Ndrangheta vivono tra noi e controllano
Milano, [Hands on the City. Bosses of the ‘Ndrangheta Lives Among Us and Control the City of Milan].
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Once cocaine reaches Italy, OCGs use storage places for second extraction,
repackaging and further distribution. While Serbian-Montenegrin OCGs
mainly supply buyers situated in the northern areas, especially in the
region of Lombardy (IT-E21), Italian OCGs have wider contacts being able
to supply different buyers throughout the country (IT-E10).

“We have investigated a small group of traffickers working for a
family of ‘Ndrangheta organising several cocaine trafficking operations
from South America to the ports of the region of Liguria. During
the last importation, the drug was collected at the port and then
transported to a storage place situated in another nearby region.
There, we found 5 modified vehicles, previously sent to a garage in
Spain to be equipped with false bottoms and returned back to Italy
with an articulated lorry. A very professional work, false bottoms
activated by remote control and impossible to discover through
routine police control” (IT-E11).

Middle segment — medium scale trafficking operations

At this level of the national cocaine market both Italian and foreign
OCGs are involved, organising smaller scale cocaine trafficking operations.
In this case, importation occurs mainly in virtue of intermediaries (i.e.
members or contacts) located in other European countries such as
the Netherlands, Belgium, Spain, Albania, which, in turn, have links
with suppliers in South America. These criminal entrepreneurs, who
contribute to a significant part of the cocaine market, may either
import via their own suppliers, or collaborate with Italian OCGs (e.g.
the ‘Ndrangheta, Camorra, Cosa Nostra, Sacra Corona Unita) both as
suppliers (offering logistical support) or customers, depending on the
nature of joint ventures (IT-E21, IT-E10, IT-E16). Although some experts
reported examples of Italian OCGs"™® operating at this level (IT-E18, IT-
E10), in general it was pointed out that the middle segment concerns
mainly foreign groups, such as Albanians, Tunisians, Roma, especially in
the central regions of ltaly (e.g. Tuscany, Marche, Umbria, Abruzzo), and
Nigerians (IT-E8, IT-E4, IT-E14, IT-E13, IT-E15).

“The Italian cocaine market has its regional peculiarities. In the South,
there is an inevitable mixture of major lItalian OCGs and foreign
groups, where the former have almost complete control. In the north,
as for example in the region of Lombardy (the city of Milan), in the
region of Liguria (the city of Genoa), in other medium and large cities
where ltalian OCGs are rooted and have their interests, a link, a
point of contact has to be present. Other regions, cities and towns,
especially in the centre, where Italian OCGs have no interest to
expand their criminal activities, foreign OCGs can manage the cocaine
business with almost no opposition. And, although the latter have in

156 One example regard the Fasciani clan (IT-E18, IT-E22), operating in Ostia (administrative
division of the city of Rome) as wholesalers and retailers, relying on own routes and contacts
for cocaine importation. “Indeed, in this place they have a monopoly role based on direct
contacts (native individuals of Ostia) residing in Argentina and other places worldwide. From
Colombia and Spain, they import hundreds of kilos of cocaine, which is also distributed to
different areas within the city of Rome” (L. Abbate, “Cosi funziona la mafia di ostia [This Is
How the Mafia in Ostia Operates]”, L'Espresso, June 11, 2014).
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most cases their own supplying contacts and routes, they do not have
yet the necessary know-how to compete at the same level” (IT-E13).

Among foreign groups, Albanians are considered second lead actors
(IT-E13) since they are able to manage supply, transportation and
distribution with high levels of organisation, similarly to Italian OCGs.
“Laboratory analysis of cocaine seized to Albanian traffickers revealed
refinement techniques which are different from the ones used by South
Americans as to assume that at present the Balkan area functions as
destination and storage but also of cocaine refinement” (IT-E21). This
group, active at wholesale and retail levels™ rely on a wide network
of affiliates (members of clans) residing both in different northern
and central areas of Italy, and other European countries, such as the
Netherlands, Spain (more recently) and Albania (where bosses usually
reside). Cocaine is then imported via road or sea routes through
different means: recruited drivers of lorries, false bottom cars, taxi,
rented cars; skippers of sailing boats, yachts; complicit seamen or
executive officers, or passenger ships with cocaine hidden in bags or
cars (IT-E8, IT-E3, IT-E4, IT-E11, IT-E15).

“In one investigation we detected a German courier in need of
money since addicted to gambling who lived on the border between
Germany and the Netherlands. Approached by two Albanian traf-
fickers he was recruited to transport cocaine from the Netherlands
to Italy, using his sister’s car. It was a medium size family group, a
brother residing in the Netherlands organising purchase and trans-
portation of the drug and the boss (his brother) located in Tuscany,
importing and selling cocaine at wholesale level” (IT-E2).

Nigerians import cocaine employing several drug mules (swallowers)
transporting around a kilo of cocaine on each trip. For example, drug
mules may leave from Nigeria, transit through the airports of Madrid,
Amsterdam, London, Berlin, Frankfurt to reach major and minor Italian
airports. Indeed, this group, considered to be highly competitive is
particularly widespread due to: a) the existence of a transnational network
of affiliates (family members formed in cells) being able to import cocaine
from various locations almost worldwide; b) the presence of organised
retail distribution spots in many cities and towns of Italy, from the North
to the South. In the South, especially in places such as Naples, Caserta,
Castel Volturno, where parts of the territory is controlled by Camorra
clans, Nigerians are allowed to sell cocaine at street level for a fee for
each kilo delivered (IT-E22, IT-E24).

Low segment — small scale cocaine trafficking operations

At this level of operation, different actors are involved belonging either
to the criminal milieu or legitimate contexts, which in some cases may

157 It has been underlined for example, that Albanians are the main wholesalers to Roma families,
due to a well-established business relationship, with the latter supplying other families of the
same ethnicity in the region of Abruzzo. At the same time, Roma criminal entrepreneurs may
turn to other suppliers: direct contacts located in Spain and the Netherlands, or Calabrian
or Neapolitan higher level wholesalers in regions such as Lombardy, Campania, Latium and
Calabria (IT-E17).
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also join together to carry out small cocaine businesses depending on
contacts and opportunities. The involvement of Dominican, Brazilian,
and Colombians criminal groups (usually family-based) was underlined,
importing cocaine from South America and Santo Domingo by way of
drug mules travelling by plain, with a distribution model limited to their
ethnic communities (IT-E5, IT-E11, IT-E13, IT-E12). At the same time,
different cases were reported among the following:

* A domestic group of criminal entrepreneurs operating in the centre of
Italy importing some kilos of cocaine per week thanks to contacts with
intermediaries of an Italian OCGs (Sacra Corona Unita) and supplying
around 400 customers in their town and surrounding areas (IT-E1).

* An ltalian entrepreneur in the north whose woodwork business
went bankrupt, collecting money from acquaintances and friends
(other legal entrepreneurs) and importing cocaine directly from South
America (Colombia) and the Netherlands through a small network of
suppliers (in the first place) and intermediaries (in the second place).
“Fortuitous occasions may facilitate involvement in small cocaine
trafficking operation. In this case, an Italian man had a Spanish friend
who in turn had another Spanish friend living in Amsterdam, the latter
in contact with Dutch traffickers” (IT-E11).

* A group of acquaintances in the city of Milan consisting of a
professional, two ladies and other three or four individuals, all Italians,
met while on vacation were importing cocaine from Santo Domingo
(10 kilos 2-3 times a year) with the oldest lady travelling with children
and expenses paid by the group (IT-E15).

Retail level

“Besides wholesale distribution, each street dealer may be a consumer
as well, thus in our country there is an endless number of retail channels
guaranteeing a widespread distribution of cocaine” (IT-E17). At this level
both Italian and foreign individuals are active, separated from the higher
levels of the trafficking chain (IT-E8, IT-E5). “Nigerians, Moroccans,
Tunisians, Albanians, Serbians, Croatians and Bulgarians. In the Italian
criminal underworld, the melting pot so attended by European governors
within the legitimate economy has been actually realised.”’*® Indeed,
the need during the 1990s of Italian OCGs to distribute huge quantities
of cocaine turned into the creation of organised “drug supermarkets”
(IT-E12), opened almost 24-hours a day, subsequently exported to a
number of Italian cities: Milan, Turin, Genoa, Verona, Rome (IT-E23).

Nowadays, in regard to the different regions of the Italian territory and
in line with the collected data, it can be argued the existence of three
main types of open air cocaine markets located in central and suburban
areas of cities and towns:

e Controlled markets managed by Italian OCGs (the ‘Ndrangheta,
Camorra, Cosa Nostra, Sacra Corona Unita) where Italian and foreign

158 Spagnolo, Cocaina S.p.A., 176.
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individuals are employed and paid regular salaries;

* Tolerated markets where criminal entrepreneurs (mainly foreigners)
operate under indirect control of Italian OCGs that require the
payment of a fee for street dealing distribution;

e Free markets — areas without the control of Italian OCGs, in which
mainly foreign dealers are active and that acquire cocaine from
suppliers located in different Italian cities. Depending on the areas,
ethnicities are Serbian, Roma, Albanian, Maghrebian, Moroccan,
Tunisian, Nigerian, Chanaian, Senegalese (IT-E2, IT-E4, IT-E12)."
At the same time, clubs, pubs, discos of the night-time economy
in larger cities or towns represent places of distribution as well,
together with more covert locations such as private apartments or
houses (IT-E8).

Although the national cocaine market appears dynamic and fragmented,
recurrent financing patterns can be found: the need to have start-up
capital for entering the market; the coexistence of illegal and legal capital
as sources of financing; the key role of social capital as start-up capital,
the presence of individuals (i.e. facilitators) collecting and delivering
money to suppliers.

Sources of capital for criminal operations. Profile of financiers
in criminal operations

Social capital more than financial capital

Contacts and trust (i.e. social capital) and reputation represent, in most
cases, important elements that allow criminal entrepreneurs to enter the
cocaine market even without financial start-up capital. Indeed, it has
been underlined by experts, especially at the high and medium levels of
operation, the key role of trusted individuals functioning as guarantors
of cocaine transactions on the side of buyers and suppliers. Thus, after
having gained access, increased credibility and reliability are at the basis
for continuing to operate in the cocaine market without the need of
advanced payments. Similarly, at the lower level, cocaine is given on
credit as start-up capital in virtue of acquaintances or friendships, also
developed during periods of detention. Dealers can also benefit from
ethnic or kinship links to receive drugs on credit or to be recruited
within a structured cocaine market (e.g. controlled markets) where no
initial capital is required.

The most cited example by experts, at the high level segment, is that of
the ‘Ndragheta, which when entering cocaine business around the 1990s,
was able to efficiently exploit previous contacts established through
heroin trafficking (during the 1980s) managed together with Cosa Nostra
(IT-ET). At present, the strength of this OCG relies in its undoubted
reputation as credible traffickers, both at international and national

%9 See also Becucci, “Old and New Actors in the Italian Drug Trade: Ethnic Succession of
Functional Specialization?”
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level, and the availability of direct contacts in South America via trusted
affiliates or drug brokers, that in turn, enable this group to organise large
scale cocaine trafficking operations without anticipating any financial
capital (IT-E18, IT-E13).

“Roberto Pannunzi,'® who is well-known and esteemed in Colombia,
is the one that contacts suppliers, negotiates the price of cocaine,
establishes the quantities of cocaine to be distributed on the basis
of the capital invested, decides the means of transport. With Barba,
one of the main ‘commercial agents’ of Colombian narcos, he does
not need either to sign agreements nor to pay a sum in advance. His
word and a handshake are enough. In Bogota they know he works
for families of ‘Ndrangheta.”’®!

Recognised expertise, reputation and contacts have allowed some foreign
OCGs to ascend from bottom to medium/high levels of the cocaine
national market, as is the case, for example, of Albanian and Serbian-
Montenegrin groups (IT-E5; IT-E24, IT-E14). The former were able to use
their credibility to become in a short time assistants of brokers, and
trusted criminal entrepreneurs as to form joint ventures with national
OCGs, employing for the retail level other ethnic groups (e.g. Tunisians
and Maghrebians). The latter have gradually become reliable suppliers in
the city of Milan for ‘Ndrangheta families. “An efficient cocaine agency”
capable of importing cocaine and covering costs of importation and
transportation, thus avoiding the need to wait for the proceeds of sales
to customers.'®2

lllegal sources of financing and criminal careers

The availability of financial start-up capital appears to be of equal
significance to social capital especially in the high and middle segments.
When organising large/medium scale trafficking operations, some costs
cannot be postponed as for example transport (i.e. couriers, drug mules,
drivers) or corruption of officials, if needed. That is, OCGs operating at
these levels usually already have financial capital to start and then sustain
the cocaine business.

160 Roberto Pannunzi and Pasquale Locatelli are considered the most important and influent Italian
pioneering drug brokers, that at the beginning of their criminal careers were able to redraw the
international schemes of cocaine importation, mainly from South America to Italy. Indeed their
fundamental and innovative role consisted in paving the way to cocaine joint ventures in the
form of associations among families of different Italian OCGs (e.g. the ‘Ndrangheta, Camorra,
Cosa Nostra) managing the different orders (in huge quantities), the payments to suppliers
and the further distribution, in virtue of their trusted contacts (both with Italian and South
American OCGs) and credibility as businessmen (see also Saviano, Zero, Zero, Zero; Forgione,
Mafia export. Come ‘Ndrangheta, Cosa Nostra e Camorra hanno colonizzato il mondo [Mafia Export.
How ‘Ndrangheta, Cosa Nostra and Camorra Have Colonised the World]; Spagnolo, Cocaina S.p.A.;
M. Mologni, “Processo in vista per Pasquale Locatelli. Saviano lo defini il broker della cocaina”
[Upcoming Trial for Pasquale Locatelli. As Defined by Saviano, the Broker of Cocaine]”,
La Repubblica, November 13, 2013).

Forgione, Mafia export. Come ‘Ndrangheta, Cosa Nostra e Camorra hanno colonizzato il mondo [Mafia
Export. How ‘Ndrangheta, Cosa Nostra and Camorra Have Colonised the World], 58.
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162 G. Anastasio, “Droga, il tramonto dell’Ndrangheta: A comandare ora & la mafia serba [Drug,

the Decline of the ‘Ndrangheta: Now the Serbian Mafia Is in Command]”, Il Giorno, January 25,
2014; Becucci, “Old and New Actors in the Italian Drug Trade: Ethnic Succession of Functional
Specialization?”; Bizzarri et al., Narconomics.
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In particular, in the case of Italian OCGs which can be considered
as high level criminal entrepreneurs, entering into the national cocaine
market occurred in virtue of their long-standing criminal career, which
in turn allowed for accumulating financial sources via other criminal
activities. As noted by one expert (IT-E1): “cocaine trafficking offered the
opportunity to invest money coming from loansharking, extortion racket,
kidnapping, gambling and prostitution since at that time (during the 1980s)
no laundering system was yet available.” At present, extortion racket and
loansharking are considered by the majority of experts the main financial
sources for cocaine trafficking, with the latter having become a source of
financing as well. At the same time, capital coming from OCGs’ criminal
activities is reinvested into the legal economy (e.g. acquisition of properties
and goods), producing revenues and legitimate methods of payments that
are used for cocaine trafficking operations (IT-E18, IT-E14).1%3

“For example, with reference to ‘Ndrangheta families, sources of
financing appear blurred. The evidence is the huge availability of cash
that allows them to buy tonnes of cocaine. Money comes either from
legal properties or illegal activities. In the city of Bologna we have
seized a supermarket, a hotel, cars, two garages, for a total value
of around €4-6 million. The hotel was registered in a straw man'’s
name, a person with a clean record but close to an ‘Ndrangheta
family. Each client of the hotel, unintentionally financed their criminal
activities. Here, there are many businesses run by Calabrian affiliates,
restaurants, pubs, bars, all representing a source of finance for cocaine
trafficking” (IT-E15).

Besides, high level criminal entrepreneurs, the collected data suggest
that different criminal activities are the source of capitals to be invested
into cocaine trafficking, and this is valid for both individuals belonging
to the middle/low segments. After having entered the cocaine market,
the revenues acquired are the main sources used to sustain further
trafficking operations. Sexual exploitation and prostitution, for example,
has been the criminal activity for Albanians OCGs to gain capital at first:
“A prostitute earns around €600-€700 a day, which multiplied for the
working days in a month, is a significant amount of money for purchasing
cocaine” (IT-E16).

Other illegal sources of financing are used more or less by different
criminal groups, or even individuals to finance small scale cocaine
trafficking operations, such as the ones perpetrating armed robberies or
burglaries allowing an immediate availability of cash to be invested into
cocaine operations (IT-E13). “In one case, we prevented a person from
committing a robbery. The intention was to have money to finance a
cocaine deal, earning around €400,000-€500,000 and raise his living
standard” (IT-E6).

At the retail level, criminal entrepreneurs need smaller amounts of
money, but if operating outside a network of contacts need cocaine

163 See also Barbacetto and Milosa, Le mani sulla citta. | boss dell’Ndrangheta vivono tra noi e controllano
Milano, [Hands on the City. Bosses of the ‘Ndrangheta Lives Among Us and Control the City of Milan].
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on credit that functions as start-up capital. After this initial phase, profit
margins are reinvested to buy other quantities of cocaine, thus gradually
expanding the business. “Tunisians can obtain 50 grams of cocaine on
credit from middle suppliers, and after selling with good profit margins
(i.e. cutting or selling 0.80 at a dose), start having a small capital to
reinvest. After a short period (around two months) they are able to buy
half a kilo” (IT-E5).

Legal sources of financing

Besides cases in which sources of financing for cocaine trafficking derive
from legitimate business activities run by OCGs, legal capitals loaned
by external financiers have been mentioned in two instances. The first
concerns legal entrepreneurs (which in the opinion of the expert are
numerous) owning small companies or commercial premises in the
city of Milan that decide to make use of their contacts and invest
dirty money into several cocaine deals, seen as the easiest and most
profitable investment. They can make from €50,000 up to €200,000,
and risks (e.g. load seizures) are covered by the right to collect profits
on subsequent cocaine trafficking operations. “Some investors had
to wait 2 years to have their money back, others only 3 months.
There is no guarantee, since it depends on several factors: the quality
of contacts, the capacity of traffickers, the routes of importation”
(IT-E4). The second, regarding legal financiers who are running regular
businesses and lending money to dealers at the initial stage. “Different
street dealers referred that to start the cocaine business, were at first
introduced to these people borrowing capital to be returned within a
month” (IT-E5). At the same time, legal capital is also used to finance
small cocaine trafficking operations when legitimate entrepreneurs are
willing to increase their overall profits. In these circumstances, money is
collected among a restricted group of individuals who — having the right
contacts — are able to import and sell cocaine usually to acquaintances
or friends (IT-E11, IT-E15).

Financial joint ventures

Raising capital is usually done among more OCGs, so as to share costs and
risks. As contended by one expert (IT-E4), cocaine trafficking operations
are first financial joint ventures, i.e. accepting to divide profits in virtue
of fewer risks for each actor involved. In several cases, for example,
‘Ndrangheta families join together with Camorra clans to finance a single
cocaine deal, dividing the loads in respect to the initial investment
(IT-E7). In this regard, a common modus operandi has been underlined
at all levels of operation: the presence of individuals in charge of
testing the interest of different buyers, collecting quotes offered by each
participant, forwarding the order to suppliers via skype, email, telephone
coded messages and, in most cases, also arranging importation (IT-E3,
IT-E9)."** Italian OCGs, for example, rely on trusted drug brokers,
individuals external to the organisation that arrange cocaine trafficking

164 See also P. Campana, “Eavesdropping on the Mob: The Functional Diversification of Mafia
Activities Across Territories”, European Journal of Criminology 8 (2011): 213-28.
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operations and work for different families or clans. Indeed, as explained
in Rastello (2009), families of the ‘Ndrangheta or Camorra clans finance
cocaine trafficking operations, open markets and control the retail level,
but are not involved in logistics. Technical aspects are managed by
professionals, reliable individuals capable of solving problems.

“A real narcos does not need any intermediaries. He manages
relationships with Colombian, Bolivian, Mexican cartels to import
huge quantities of cocaine [...]. When the load is ready, from Toronto
he starts to arrange meetings and negotiations to define the quotes
of participation. It is at this point that he contacts the bosses of
‘Ndrangheta families in Calabria, or their representatives in Canada.
His job is not easy, it requires credibility and reciprocal trust among
all the participants. These are affairs of millions of dollars that no
notary can ratify. The ‘word of honour’” and ‘respect’ represent the
only contractual bonds as a guarantee of one’s own undertaken
engagements.” 1%

Access to capital in critical moments

Critical moments (e.g. arrest, seizures of loads, theft by competitors, etc.)
have different impacts depending on the level of operation. OCGs, in
virtue of large scale cocaine trafficking operations are able to make savings
that allow them to continue the cocaine business. Financial resources
are preserved using different means: reinvested in legal properties or
deposited in bank accounts/safe deposit boxes registered to straw men,
or even kept in cash and concealed in various places (e.g. warehouses,
apartments, etc.). Furthermore, in case of arrest, individuals keep being
connected to other members that not only provide legal and familial
assistance, but also continue to run cocaine trafficking. One expert
(IT-E26) related how some bosses of OCGs are capable to continue
running the criminal activity although imprisoned, due to communications
via third persons attending weekly meetings. Although OCGs have been
heavily dismantled, in most cases trusted relationships with drug brokers
or suppliers in South America represent the basis from which to restart
after a period of detention and source support if capital is needed.
Credibility and trust are the re-entry tickets to the business and for
receiving cocaine on credit (IT-E21, IT-E3). At lower levels, contacts and
trust appear even more important for starting the cocaine business again,
under the condition to have been silent during detention. Street dealers
can be reintegrated within the group where cocaine is provided at first
on credit; in cases in which contacts are not available, minor crimes
(robberies, thefts) function as sources of initial capital.

Overall, at all levels of the cocaine market criminal entrepreneurs are
likely to continue with their criminal activity without facing particular
difficulties (IT-E9, IT-E2).

165 Forgione, Mafia Export. Come ‘Ndrangheta, Cosa Nostra e Camorra hanno colonizzato il mondo [Mafia
Export. How ‘Ndrangheta, Cosa Nostra and Camorra Have Colonised the World], 193.
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Settlement of payments

According to experts, trust is fundamental when settling payments among
buyers and suppliers. In particular, the possibility to have less or no start-
up capital is correlated to the arrangements players make within cocaine
trafficking operations. The ‘Ndrangheta, for example, has well-established
credibility within the national and international cocaine market that
can arrange trafficking operations and receive the drugs without any
advanced payment. As reported by one expert (IT-E18) “suppliers are
aware that these traffickers are solvent”. Indeed, when trust is lacking
or buyers and suppliers are at their first deal, the most common forms
of guarantee are cash upfront or alternatively the use of individuals
as collateral: “persons whose life is important enough to buyers as to
compel to payment” (IT-ET1).

Besides the role of trusted relationships, another significant variable
discriminating among different schemes of payment is the level at which
criminal entrepreneurs operate: more often up-front arrangements are
made at the lower levels (between medium wholesalers and dealers,
or the latter and users), (IT-E2). Nevertheless, although other modes of
payment exist — such as partial payment and revolving credit arrangements,
especially applicable at the higher/medium levels (importation and
wholesale) — it has been underlined by some experts that in more recent
times the trend at all levels is the request of advanced cash payments.
In this regard, one main reason has been identified: the presence of
various insolvent buyers. At the retail level, on the one hand, dealers
may build customers loyalty by giving cocaine on credit; on the other,
the latter may face economic difficulties being not able to repay quickly.
As a result, the entire cycle of payment may be compromised (IT-E14),
resulting in certain cases in violence (IT-E2, IT-E18). Similarly, at higher
levels, it has been argued that the reduced availability of cash — due
mainly to the policy of some criminal entrepreneurs to move their capital
as little as possible — results in cocaine deals remaining unpaid:

“In recent times there is less cash, and this way buyers lose loads
of cocaine. Usually the deal is to repay back at first a quantity of
cocaine corresponding to 30% of the value (at European price) once
it has been sold. The remaining part is liquidated through a second
tranche. Thus, many suppliers run the risk either to remain unpaid, or
to wait long periods before receiving the money back, until facilitators
(e.g. custom officers, entrepreneurs) get paid” (IT-E3).

Despite this, when operating at higher levels and between trusted OCGs,
retaliations are not the rule; instead, new arrangements are set up in
order to continue to run the cocaine business smoothly. The most
common option is to benefit from another consignment by suppliers to
fix previous unsolved payments (IT-E18).

Instalments and revolving credit arrangements

Instalments and revolving credit arrangements are, in the opinion of
experts, the most used in cocaine trafficking. The first, regarding high
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and medium levels of operation, requires an advance by the buyers
of around a 10% to 20% of the value of the agreed overall price
per kilo in the producing countries (IT-E3). This advanced sum is
aimed at: a) ensuring the commitment of buyers; b) covering costs
of transportation and other expenses (e.g. corruption), usually charged
to customers; c) covering risks (e.g. seizures by police; stealing by
competitors).’® The remaining part is then paid either when cocaine is
delivered or sold. Again, the degree of trust is crucial: if the business
relationship is at the beginning, or is guaranteed by intermediaries, the
advanced amount is higher; on the contrary, if deals are well-established
the amount required is less (IT-E10).

Nevertheless, this mode of payment is not fixed since, besides trust, may
depend on other contingent factors such as for example the availability of
drug on the side of suppliers. Indeed, a variation of this main settlement
of payment scheme has been explained as follows:

“The buyers pay an anticipated sum, let’s say, for a load of 100 kilos of
cocaine which is actually the quantity that is able to sell on the Italian
market. The supplier, at the same time, supply 200 more kilos, requir-
ing this part to be sold at the European price. This way, if the buyer
is a capable seller, that is selling at a major price, repay the supplier
while having profit margins as well. More likely, this happens, since in
South America, the quantity of cocaine available is huge” (IT-E4).

The second, i.e. revolving credit arrangements, are more related to
medium or low levels of operation, with trust as a form of guarantee
more than in the aforementioned cases. The drug is then given to
customers on credit, and it is repaid on an agreed timetable. “Street
dealers, for example Albanians, receive small quantities of cocaine on
credit, especially when entering the business” (IT-E5). At the same time,
this kind of arrangement is employed by medium wholesalers to keep
dealers (IT-E20). Similarly, in the cocaine markets controlled by Italian
OCGs, dealers recruited as employees receive the drug on a free basis,
being repaid back with regular salaries (IT-E24).

Payment methods

The collected data has underlined three main methods for cocaine pay-
ments used by criminal entrepreneurs, which are employed depending
on the level of operation (high, medium, low), (IT-E20): cash which is
physically transported; transactions via bank accounts; money transfer
services and hawala (also applied for laundering profits of cocaine
trafficking).

Cash payments

In the opinion of the majority of experts cash still represents the most
method used, due to the low risks of detection that money couriers are

166 See also Rastello, lo sono il mercato. Teoria, metod, e stile di vita del perfetto narcotrafficante, [I Am
the Market. Theory, Methods, and Life Style of the Perfect Narco].



NATIONAL CRIMINAL MARKETS AND FINANCES: COCAINE TRAFFICKING 95

likely to face, and as stated in Rastello (2009) interviewing an lItalian drug
broker, financial transactions are at major risks of being intercepted. One
expert (IT-E4) pointed out the current debate at the EU level centred on
two opposite views: the first intended to prohibit €500 banknotes, the
second willing to introduce €1,000 banknotes. The circulation of high
denomination notes allows the transportation of huge sums of money
requiring limited room.

“Payments of loads are made in cash. At present, there is the €500
banknote, a real blessing for us. It is then useful to have an accomplice
in a bank — not the director, a controlled cashier is enough — willing
to exchange huge sums of money into large denomination notes of
€500. Money can be concealed into the drums of washing machines,
refrigerators, transported in containers.”'®’

Money collectors, persons in charge of gathering capital to finance
cocaine trafficking operations, may be money couriers as well, while in
other cases drug brokers or other individuals recruited for this purpose
may be involved. They should not be related to the criminal entrepreneurs
organising the trafficking. More often, buyers are in charge of delivering
money; nevertheless, suppliers also have their own money collectors and
couriers in charge of recovering payments (IT-E18). When Italian OCGs
are involved, one expert (IT-E24) pointed out the key role of affiliates,
among which the most trusted and closed to the bosses are in charge
of transporting the money. “Camorra clans are at first families, brothers,
nephews, etc., and significant amounts of money are entrusted to them,
or affiliates that are like family members. And besides, individuals with
different roles and duties are recruited.”

Cash is transported by cars, trucks, airplanes, concealed in bags, false
bottoms, and in most cases through the means of transport used for
cocaine (IT-E9). It can be delivered directly to suppliers located in South
America or via intermediaries residing in transit countries such as Spain
or the Netherlands.

Non-cash payments

Legitimate transaction channels are used by criminal entrepreneurs,
especially when dealing with large scale cocaine trafficking operations
(IT-E8, IT-E18). In these cases, cocaine is more often concealed in
containers transporting legitimate commercial products, and this way
the drug can be paid through the issue of regular invoices between
import-export companies. The latter are likely to be owned by OCGs
and registered to other family members or straw men. Besides regular
shipping of commercial products, the use of bank accounts, finance
and shell companies has been reported, again registered to the same
individuals, and located also in offshore zones (IT-E15, IT-E10). In the first
case, as indicated by one expert (IT-E15), criminal entrepreneurs may rely
on complicit bank officers, or even directors, who facilitate the entering
of the money into the banking system, especially in countries where anti-

197 Ibid., 145.
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money laundering legislation (i.e. reporting of suspicious transactions) is
in force. When these means are involved, schemes of payment are more
complex and sophisticated, as explained by the following example:

“In one investigation we detected numerous money transactions
carried out using several bank accounts located in different countries
registered to members, straw men and shell companies. Cash was
transported by couriers at first to Switzerland and deposited into
bank accounts registered to different individuals; transactions were
then made via bank accounts in the Netherlands to Virgin Islands,
United States and Brazil. This way, they have been able to send
several thousands of euros” (IT-E10).

In smaller scale cocaine trafficking operations, two different means
of payment — mainly used by foreign OCGs — were underlined by
experts: the mainstream money transfer services (Western Union,
MoneyGram, Ria) and the hawala. The first allows multiple transactions
by different individuals (straw men or recruited persons using personal
ID documents) circumventing the imposed limit for each transaction
(i,e. €999 per day/entire week), and guaranteeing the anonymity of
the actual sender. In some cases, owners of money transfers are
accomplices in providing ID documents and in omitting to signal
suspect transactions. The second, that could be defined as a “human
bank system”, is based on the connections among at least three
individuals (hawaladars) residing in different countries and transferring
money through the use of small paper documents. This way, criminal
entrepreneurs themselves, or via trusted individuals, pay suppliers
without moving capital. Indeed, the network of hawaladars is usually
at OCGs disposal, also assisting in money laundering operations, thus
having huge financial resources to be used in these circumstances
(IT-E15, IT-E3).168

“The hawala functions as follows: person A has to pay person B, for
example in Dubai. The former receives from the hawaladar in Milan
a receipt in front of a cash payment and travels to Dubai. There he
consigns the receipt to a second hawaladar and receives the sum of
money previously consigned and then pays suppliers of cocaine. After
a month the cocaine arrives to ltaly. The hawaladar charges from 6%
up to 8% for his service” (IT-E3).

In one case another form of payment was mentioned — a trade based
system — involving a group of Roma criminal entrepreneurs operating
as medium level wholesalers (IT-E17) and paying for cocaine through
fictitious transfers of cars ownership. This method was preferred since it
allowed them to avoid the risk of money being intercepted, while at the
same time suppliers could sell cars in order to receive capital to reinvest
in the cocaine business.

168 See also M. Naim, lllecito. Come trafficanti, falsari e mafie internazionali stanno prendendo il controllo
dell’economia globale, [lllicit. How Traffickers, Forgers and International Mafias Are Taking Control of
Global Economy], (Milano: Arnoldo Mondadori Editore, 2006).
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Costs of doing business

Costs of business include both expenses criminal entrepreneurs face in
organising cocaine trafficking operations as well as possible extra costs
(e.g. corruption, seizures of cocaine, theft by competitors, payments of
legal expenses as well as support to families of imprisoned members). As
pointed out by the majority of experts, it is possible to have estimations
of approximate costs due to the interplay of different variables especially
when importing at large scale levels:

e the place in which cocaine is purchased - producing countries or
another European country;

e the quantity of cocaine acquired (usually the larger the quantity, the
cheaper per unit of weight);

e the type of relationship between buyers and suppliers — new or
longstanding business relation;

e the level of operation (importation, wholesale, retail);

* the type of logistics used also has a major impact on costs (IT-E4,
IT-E19, IT-E13, IT-E15).

As a consequence, the reported estimations refer more to the costs of
different aspects of cocaine trafficking (e.g. price of cocaine per kilo,
transportation, facilitators) than to the cost of each single trafficking
operation. At the same time, although extra costs were identified,
quantifications were possible only for corruption. Police seizures, for
example, are, in the opinion of experts, already considered as risks and
are thus being computed in the prices of cocaine and transportation
(IT-E4, IT-E15, IT-E11). Nevertheless, at the high level of trafficking,
shipments seized by police seem to have no significant impact on the
overall costs (IT-E8). Support is provided to imprisoned members and
their families, or to external individuals who are particularly important,
or to guarantee their silence (IT-E17).

Importation and wholesale

The price of cocaine in the producing countries (South America) ranges
from €1,000 to €3,000 per kilo (IT-E4, IT-E14, IT-E11) depending on
the quality of contacts, while at the wholesale level in Italy varies
from a minimum price around €36,000 to a maximum price around
€44,000 per kilo."™ If cocaine is imported from another European
country, Spain and the Netherlands, for example, the price per kilo
is respectively between €27,000-€29,000 (IT-E4) and €27,000-€30,000
(IT-E2). As stated in Rastello (2009), prices of cocaine per kilo are fixed
in major European markets, that is the Netherlands in the past years
and more recently Spain due to the presence of big importers (such as
the ‘Ndrangheta) preferring cocaine to be discharged in this place as a
first EU destination area.

19 Data on prices were provided by DCSA during the interview with the appointed expert and
refer to the second semester of 2013, calculated on the basis of the mean prices registered
in the cities of Palermo, Reggio Calabria, Naples, Bologna, Venice, Florence, Trieste, Turin,
Rome, Genoa, Milan, Verona. Variations between the minimum and the maximum prices are
related to the purity of cocaine. These values are in line with the prices reported by experts
interviewed in the different locations throughout the Italian territory.
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In the opinion of experts, variations in prices in Italy depend mainly
on: a) the level of purity of cocaine, which at the importation and
wholesale levels is between 80% — 98%; b) the balance between
demand and supply of cocaine — if the latter declines, prices tend
to increase; c) the number of stages within the trafficking chain - if
criminal entrepreneurs are able to import from South America to ltaly,
or if 1-2 transit countries are involved; d) whether the transportation
and related risks are charged to buyers or suppliers; in the second
case the price at which cocaine is purchased is higher (IT-E8, IT-E3,
IT-E4, IT-E17).

“If importers buy the cocaine from South America or Spain and then
arrange transportation on their own, prices are around respectively
€1,500-€2,000 and €27,000-€29,000 per kilo. If they receive the
drugs in lItaly, without arranging transportation, the cost goes up to
€35,000 per kilo. Similarly, if they arrange a delivery in the city where
they are located then the price further increases to around €37,000-
€38,000” (IT-E4).

“In general, OCGs try to join trafficking operations with as few transits
as possible. For example, if they buy and import cocaine from South
America the price is €1,000-€1,500 per kilo and they sell it at a
price around €27,000-€33,000 per kilo in the EU. If there is a transit
country in between, with the need to pay facilitators or transporters,
they can negotiate the price, but actually it increases significantly.
When cocaine is sold at €45,000-€46,000 per kilo, it means that at
least three passages have occurred” (IT-E3).

At importation and wholesale levels costs are higher compared to
the retail level, and in many cases prices of cocaine already include
risks and transportation costs if they are born by suppliers (IT-E10).
When criminal entrepreneurs organise trafficking operations themselves
from producing to destination countries, the main costs are related to
transportation, individuals dealing with logistics and corruption. Once
again, costs of transport vary depending on the method employed.
Indeed, cocaine can be imported in containers of unaware owners
of import-export companies, thus implying costs related solely to
facilitators recovering the drug (e.g. custom officers). Similarly, when
cocaine is well concealed, cost for facilitators at customs are not
required (IT-E14). Despite this, and taking into account all the resources
(both material and human) needed to organise large or medium scale
cocaine trafficking operations, experts have reported the following costs
(Figure 10).

In-kind payments with cocaine have been reported in regard to
intermediaries (drug brokers), with the latter usually requesting this
type of remuneration. It may be, for example, 1 kilo out of 10
delivered, where the payment consists in profit margins obtained with
drug selling (IT-E8, IT-E19). An interviewed Italian trafficker provides
similar information: “at the beginning of the business relationship the
agreement may consist in a remuneration of 20 kilos out of 100 kilos
of delivered cocaine with transportation costs covered on the side of
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FiGURE 10. CoOSTS OF LARGE/MEDIUM SCALE COCAINE TRAFFICKING
OPERATIONS IN ITALY

Opening an ad hoc

. €10,000
import-export company*
‘5 Compliant entrepreneurs owing - 30% of the value of the load at EU price
—_— . P . .
dm import-export company receiving cocaine - €50,000 for each supplying
pas
[ 1 Transhipment service €10,000 (per container)
Customs expenses 22% of the value of the load

}..@H‘

From 3% — 4% up to 10%

Intermediaries (drug brokers) of the value of the load at EU price

- €4,000/5,000/6,000 per kilo transported within EU
Couriers - 5% up to 10% of the value of the load within the
national territory

From €2,000 up to €3,000 depending on the capacity

Drug mules (swallowers . .
9 ( ) (i.e. quantity transported) + travel expenses

Individuals recovering

. . €1,000 each kilo recovered
cocaine nearby ships

b

Individuals recovering cocaine at ports

Of — [v) i i
of destination (method “rip-on, rip-off”) 25% - 30% of the quantity recovered at EU price
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- 10% to 30% of the value of the load at EU price
Facilitators (customs officers, etc.) - €10,000 per container in EU
" - €1,000 in South America/Africa for the entire load

* In these cases, some experts (IT-E4, IT-E7) pointed to the need to open a commercial trade channel. With reference to

an investigative operation, costs included several trial trips with commercial goods at €20,000 each.

Source: Authors’ elaboration on collected data.

buyers; when the relationship is well-established the trafficker may
keep 50 kilos out of 100 kilos.” 7

Retail
At the retail level prices of cocaine depend on the quantity purchased,

level of purity and the relationship among wholesalers and dealers. Prices
also vary in regard to the different areas within the Italian territory,

70 Quoted in Rastello, lo sono il mercato. Teoria, metod, e stile di vita del perfetto narcotrafficante, [I Am
the Market. Theory, Methods, and Life Style of the Perfect Narco], 115.
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where the most expensive are registered in the northern/central parts
of the country.

The costs to purchase cocaine for dealers range from €30 to €40/45
per gram, sold at the street level at around €60 to €90 per gram. In
particular, costs at this level were reported for organised and controlled
markets, where OCGs (for example Camorra clans or groups) pay
salaries to the different employees based on their role and duties,
dealers included. In this case, the latter do not have to buy the drug
or cut it since they are supplied with single doses ready to be sold.
At the same time, they have to guarantee certain amounts of quantity
delivered. Figure 11 illustrates prices for each individual employed
in three sample of drug markets, respectively Scampia and Afragola
(neighbourhoods in the city of Naples) and the city of Bari (IT-E24,
IT-E26). Besides salaries, some dealers which are more crucial to OCGs
receive benefits as well, such as coverage of legal expenses and other
forms of aid."

FiGure 11.

COSTS OF RUNNING CONTROLLED COCAINE MARKETS IN ITALY

(MONTHLY PAYMENTS)
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Authors’ elaboration on collected data; P. Samarelli, “La Nuova Gomorra, [The New Gomorrah]”, L'Espresso, April 29, 2014.
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Profits and profits sharing

Profits of OCGs in the cocaine market depend mainly on the level of
operation and the position within the trafficking chain where stages of
distribution may vary. Thus, cocaine can be imported from South America
to Italy and then sold at the national wholesale level, but before reaching
the retail level another middle wholesale level may intervene. Similarly
retail level can be divided into different stages where 1 kilo of cocaine
can be sold to different street dealers (1,000 grams each). As stated by
some experts (IT-E16, IT-E17), the highest profits are gained operating
at the wholesale level, where mark-ups consist mainly in the difference
between the purchasing price (per kilo) in the producing countries and

71 IT-E26 and Samarelli, “La Nuova Gomorra, [The New Gomorrah]”.
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TABLE 8. MARK-UPS AT THE DIFFERENT STAGES OF A COCAINE TRAFFICKING
OPERATION PER KILO IN ITALY (EXAmPLE 1) L

Stage of cocaine Mean prices

trafficking (€/kilo) LA
Importation
(South America) 2,250
Spain 33,000 93.18%
Italy (wholesale) 40,000 17.5%
Italy (retail) 70,000 75%

* Mean prices are calculated considering the minimum and maximum values

reported by experts and DCSA.

Source: Authors’ elaboration on collected data.

TABLE 9. MARK-UPS AT THE DIFFERENT STAGES OF THE DISTRIBUTION
OF COCAINE IN ITALY (EXAMPLE 2) -

Stage of cocaine

. ok :
trafficking (national) Prices (€/kilo) Mark-ups
Wholesale (stage 1) 30,000

Middle wholesale 90,000 2009%
(stage 2) (cut 1 to 3 kilos) ’
Retail 210,000 133%

(70,000 x 3 kilos)

*  Prices are based on a case reported by IT-E2.

Source: Authors’ elaborations on research data.

the selling price in the national
territory (Table 8). At this stage,
cocaine is sold maintaining the
initial level of purity, which
decreases at each further step
of the national distribution
chain (Table 9), (IT-E8, IT-E26,
IT-E2).

“Cocaine throughout the trans-
portation from producing coun-
tries can be adulterated several
times, depending on routes, and
especially intermediaries active
within the trafficking chain. For
example, kilos of pure cocaine
are imported from Colombia to
reach Spain where it can be
cut at 20% to further reach
Italy where wholesalers cut a
15% - 20% more. Another
adulteration process, the more
consistent, is carried out by
street dealers before selling to
final consumers; at the end
it is at 20% level of purity.
As a result, each kilo of pure
cocaine (at a price of around
€1,000), produces 4 or 5 kilos
to be sold at the retail level at
€70/80 per gram. Investigations
reveal the following prices in
transit places such as Spain
(€35,000-€40,000 per kilo)
and Italy (€55,000-€60,000 per
kilo)” (IT-E26).

Furthermore, at the retail level street dealers, except for controlled
cocaine markets, can further adulterate cocaine, or sold a dose with
less quantity (e.g. 0.80) or increase prices, depending on circumstances,
type of relation with supplier and consumers as well as margins left
for cutting the acquired cocaine. Usually from 1 gram it is possible to
obtain 4/5 doses with around 20% purity (IT-E24). Nevertheless, overall
profit margins at this level remain low, allowing in most cases to sustain
basic living standards (IT-E2). Conversely, profits are particularly high for
drug brokers who, besides mediating between buyers and suppliers, also
arrange logistics'’? in regard to the importation of 1,250 kilos of cocaine

from South America to ltaly (Figure 12).

172 Rastello, lo sono il mercato. Teoria, metodi, e stile di vita del perfetto narcotrafficante, [I Am the Market.

Theory, Methods, and Life Style of the Perfect Narco].
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In particular, profits are related to the risk taken within cocaine trafficking
operations, and this explains the high margins for criminal entrepreneurs
that invest capital, as well as for individuals in charge of logistics
and organisation. Profits are also divided on the basis of the initial
investment, so if one clan or family has invested 20% of financial
resources, the same percentage is expected in return (IT-E23). At the
same time, all the other actors in the trafficking chain, who are usually
external individuals, are paid regular daily wages (e.g. street dealers) or
lump sums in respect to the service provided (e.g. drivers, drug mules,
curriers) (IT-E26). Nevertheless, as noted by one expert (IT-E14), profits
do not end up with cocaine trafficking operations, instead they further
increase due to reinvestments in different legal activities, that in turn
produce revenues as well.

FiGure 12.

INDICATIVE PROFIT MARGINS OF A DRUG BROKER
IN AN INTERNATIONAL COCAINE TRAFFICKING OPERATION

Material (marble blocks)
Processing of marble for concealment $120,000
Transportation (+ tips for drivers)

-E- -.-
= .
1| 30 containers . ‘ $50,000
- Transporters (+ tips for carriers)
— Fee to custom officer at port of destination $8,000
(20% on the value of regular invoices $45,000) !
6 Transportation to final destination (city of Milan) $1,000
o
E Other costs $21,000
.\ Overall costs $200,000
T
]
--_ﬁ Profits (€3,000 paid for 1 kilo imported) $3,750,000
—~
@ Net profits $3,550,000

Source: Authors’ elaboration on L. Rastello, lo sono il mercato. Teoria, metodi, e stile di vita del perfetto narcotrafficante, [I Am the Market.
Theory, Methods, and Life Style of the Perfect Narco]p (Milano: Chiarelettere Editore, 2009).

Investment schemes

Investment schemes depend mainly on the level of operation. At lower
levels, most of the profit is used for personal expenses and to raise living
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standards. Especially in regard to foreign criminal entrepreneurs, such
as for example Colombians, it has been pointed out that they invest in
a lavish lifestyle buying luxury or fashion items (IT-E5). Similarly, OCGs
spend part of their revenues on personal expenses, due to the illicit
nature of money (IT-E4).

At the same time, profits are used to finance cocaine trafficking and
other criminal activities, in particular at higher levels, such as loansharking,
illicit tobacco trade, arms trafficking, human trafficking. Reinvestments in
the legitimate economy are more recurrent at importation and wholesale
levels, where the amounts of profits are significant. As stated by the
majority of experts, Italian OCGs invest revenues in very different sectors,
mainly in the northern and central areas of Italy and in other EU and
non-EU countries. In particular, real estate, land, night time economy
establishments (e.g. pubs, restaurants, discos) commercial properties
(e.g. hotels, real estate agencies, trade centres, shops, car dealerships,
supermarkets, etc.), public contracts sector, businesses enterprises (e.g.
real estate companies, import-export companies) (IT-E13, IT-E14, IT-E6,
[T-E23, IT-E19, IT-E15). With reference to the latter, some experts pointed
out the role of the economic crisis in facilitating the gradual acquisition
by OCGs of legitimate businesses, at first through loansharking (IT-E23,
IT-E3, IT-E16).

“Unsuspicious professionals approach entrepreneurs having economic
difficulties offering to lend them money. Then a gradual process of
acquisition starts. At first, some straw men are entered in the board
of directors of the company as to control the business. Subsequently,
complete ownership is acquired and, in the case for example of
import-export companies, cocaine trafficking activities are covered by
legitimate appearance. In this way, they are used to launder money
as well” (IT-E8).

Foreign criminal entrepreneurs operating at lower levels invest profits
mainly in their country of origins. Usually revenues are used to support
family members (especially North Africans), or to buy real estate, land
or commercial properties: “In one case, a Tunisian dealers was able to
send €120,000 to Tunisia, then he went back home. There he bought a
pub, he built his house with a swimming pool and at present he runs
his pub” (IT-E5). Cash is sent using money transfer services and hawala
which is also a means to launder profits (IT-E2, IT-E5, IT-E23, IT-E9).

In general, Italian OCGs invest in profitable legal activities. One expert
(IT-E18) reported the acquisition of the most historical bar of the “dolce
vita romana” (e.g. Café de Paris) in the centre of Rome by a family of
the ‘Ndrangheta. The owner was about to reach a selling agreement
with Lebanese buyers when he was compelled to turn to a different
purchaser. The Café de Paris was, this way, acquired and registered to
a straw man, actually a hairdresser from Sinopoli (Calabria). Straw men,
complicit bankers, accountants, notaries, lawyers, financial brokers are
crucial when reinvesting profits and laundering money, and in most cases
families of OGCs also send their sons to the best universities worldwide
in order to create a network of insider professionals (IT-E10, IT-E24,
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IT-E7, IT-E8, IT-E3). In one case, for example, an Italian drug broker in
charge of laundering money for an ‘Ndrangheta family could benefit
from a complicit bank director in San Marino, facilitating the depositing
of cash in coded bank accounts (IT-E15).”73 In other cases, besides the
use of offshore bank accounts, OCGs may directly create banks: “in
one investigation regarding the ‘Ndrangheta, banks were found in Spain,
France, and the Maldives, not big buildings, but basic counters where to

transfer €5 million and have it back laundered” (IT-E23).

“Of course not all bankers are accomplices, but some may offer
support to a person willing to buy real estate. In this case, the
scheme is the following: a banker grants a loan to be repaid in
instalments of €1,000 per month, raising a mortgage on the house.
The loan can be paid in cash coming from cocaine trafficking since
on the other hand a complicit entrepreneur produces a fictitious but
regular contract of €3,000 per month that justify payments of €1,000
each month into the bank account” (IT-E3).

Similarly, regular transactions of money can be performed via holding
companies owned by OCGs or and registered to straw men or family
members, or compliant individuals for buying properties or to transfer
cash among different companies as to hide the origin of the money
(IT-E8).

Nevertheless, the level of sophistication of laundering techniques depends
on the amount of profits. Methods range from the use of gambling
(e.g. casinos where betting 2 fiches out of 100 bought and then collecting
for 98); legitimate businesses (e.g. restaurants) that can produce overbillings;
shell companies to perform inexistent transactions; fictitious transfers
of real estate or lands; investments in block of shares (IT-E9; IT-E4,
IT-E27).174

“Two brokers (working for a family of Cosa Nostra) took over, through
straw men, two mineral companies about to go broke, at the same
time advertising the opposite: claiming the presence of other mineral
resources and raising the capital in the balances of the companies
through dollars of cocaine trafficking. This way, the value of stocks in
the Bremen Exchange increased.”'”>

173 See also A. Nerazzini, | professionisti, [The Professionals] (RAI Report, 2012), http://www.rai.it/dl/
docs/1337159451387professionisti_pdf; La Repubblica, “San Marino connection. Cli affari dei clan
nelle banche sanmarinesi. Cosi si ripuliscono i soldi della ‘coca’ [San Marino Connection. Clans
Affairs in the Banks of San Marino. This Is How Cocaine Money Is Laundered]”, May 25, 2012.

See also Rastello, lo sono il mercato. Teoria, metodi, e stile di vita del perfetto narcotrafficante, [I Am
the Market. Theory, Methods, and Life Style of the Perfect Narco]; Barbacetto and Milosa, Le mani
sulla citta. | boss dell'Ndrangheta vivono tra noi e controllano Milano, [Hands on the City. Bosses of the
‘Ndrangheta Lives Among Us and Control the City of Milan].

175 Spagnolo, Cocaina S.p.A., 373.
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4.2. UNITED KINGDOM: THE SHIFTING STRUCTURES
OF A MARKET WITH HIGH DEMAND

Introduction In the 1990s, a number of household surveys found that all four
countries in the United Kingdom (UK) had levels of illicit drug use that
were several times the size of any other European country.”® Increasing
in popularity and decreasing in price in the late 1990s and early 2000s,
cocaine became a sought after and more readily available drug among
this drug-experienced population. By 2011, there were over 4 million
users of cocaine in Western and Central Europe, within which the
UK - closely followed by Spain — had the highest prevalence rates."””
The most recent estimate in real terms indicates that there are over
1 million users in the UK.

The most recent statistics from 2003 — 2004 value the UK’s illicit drugs
market at between £4 billion and £6.6 billion. Powder cocaine'”? accounts
for an 18% share of expenditure in the market, whereas crack cocaine
has a 28% share.'® Both powder and crack cocaine are classified as Class
A drugs in the UK. Under the Misuse of Drugs Act — which determines
sentences by the class and weight of the drug — maximum sentencing for
supply is life imprisonment.’”®" Yet despite the risks involved, the strong
demand results in large amounts of cocaine entering Britain, with various
networks, means of distribution and sources of financial investment all
playing a part in the process.

However, little research has been conducted on financial investment
in the British cocaine market. Exceptions include two broader studies
funded by the Home Office, one exploring middle market drug
distribution and the other the illicit drug trade more generally,'®?
which offer some information on the financial aspects of the cocaine
market. This chapter provides detailed preliminary data and analysis
that focuses specifically on the structures and financing of the UK
cocaine market. Although it is estimated that the crack cocaine market
in Britain accounts for a much larger proportion of expenditures on

76 H. Parker, “Unbelievable? The UK’s Drugs Present”, in UK Drugs Unlimited: New Research and
Policy Lessons on lllicit Drug Use, ed. H. Parker, J. Aldridge, and R. Eggington (London: Palgrave
Macmillan, 2001), 2.

EMCDDA, European Drug Report 2013: Trends and Developments (Lisbon, 2013); UNODC, World
Drug Report 2013 (Vienna, 2013).

78 ). Doyle, “UK Cocaine Market Is the Largest in Europe”, The Independent, June 24, 2009; B
Kilmer and R L Pacula, Estimating the Size of the Global Drug Market: A Demand-Side Approach
(Cambridge, UK: RAND Europe, 2009).

Cocaine hydrochloride.
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180 Matrix Knowledge Group, The lllicit Drug Trade in the United Kingdom (Home Office Online
Report, London, 2007); T. McSweeney, P. J. Turbull, and M. Hough, Tackling Drug Markets
and Distribution Networks in the UK: A Review of the Recent Literature (London: UKDPC, 2008);
EMCDDA, United Kingdom Drug Situation: UK Focal Point on Drugs (Lisbon, 2012).

For a discussion of the penalties for importing cocaine into the UK see J. Fleetwood, “Five
Kilos: Penalties and Practice in the International Cocaine Trade”, British Journal of Criminology 51,
no. 2 (2011): 375-93.

182 G. Pearson and D. Hobbs, Middle Market Drug Distribution, Home Offic (London: Home Office,
2001); Matrix Knowledge Group, The lllicit Drug Trade in the United Kingdom.
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cocaine'™® and up to “80% of all primary crack episodes in Europe”,'®*
the main focus of this chapter is the powder cocaine market. Research
of this market benefited from in-depth interviews with four criminal
entrepreneurs involved in powder cocaine supply in the UK active at
the time of interview. Furthermore — along with a review of relevant
literature and questionnaires completed by UK law enforcement during
the first phase of data collection — in-depth interviews were undertaken
with five experts with knowledge of the UK cocaine market.

Market overview Over the past fifteen years powder cocaine has emerged as a drug
of choice among a significant percentage of the British drug-using
population. Use peaked in 2008 — 2009 at around 3% among adults
and over 6 per cent among young adults.'®™ In 2011, the percentage
of young adults using cocaine in the UK had dropped to 4.2%'" and
it became commonplace to talk of an overall decline in the market.

However, the 2012 - 2013

crime survey for England and

FIGURE 13. PREVIOUS YEAR POWDER COCAINE USE AMONG ADULTS AND YOUNG
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since 2000 (Figure 13).

Evidence suggests that powder cocaine users in the UK tend to come
from a number of demographic groups.'® On the one hand, cocaine is

18°S. Pudney, “Estimating the Size of the UK lllicit Drug Market”, in Measuring Different Aspects of
Problem Drug Use: Methodological Developments, ed. N. Singleton et al. (London: Home Office
Online Report 16/06, 2006).

8% Kilmer and Pacula, Estimating the Size of the Global Drug Market: A Demand-Side Approach, 30.
8 EMCDDA, European Drug Report 2013: Trends and Developments.
186 |bid.
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drug-misuse-findings-from-the-2012-to-2013-crime-survey-for-england-and-wales
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188 D. Zaitch, Trafficking Cocaine: Colombian Drug Entrepreneurs in the Netherlands (Studies of Organized
Crime) (London: Springer, 2002); F. Measham and K. Moore, “Repertoires of Distinction:
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popular among chronic polydrug users and, on the other, it is a popular
recreational drug normalised in the context of Britain’s ever-expanding
night-time leisure spaces. Thus, it is not always a “problem” drug used
by “problematic” people. A controlled and largely concealed demand
can be found among sections of Britain’s professional class,'® and it
is particularly popular among young people and those who regularly
inhabit the alcohol-focused venues of Britain’s night-time economy
(NTE)."® The demand for crack, however, has in large part remained
limited to economically deprived areas of the UK's big cities, specifi-
cally London.™

Previous research positions powder cocaine demand in Britain in the
context of the NTE'? and particularly its dance and rave scenes.'”® It
has been noted that along with increased weekend binge drinking, and
after a decline in ecstasy use in recent years, cocaine use is prevalent;
proof of the excesses and hedonism of late-modern cultural consumption
patterns'* and the criminogenic nature of commodified night-time leisure
spaces.'”” A large scale study,'® using self-report surveys undertaken in
clubs and bars in a large English city, investigated the link between illicit
drugs and ‘alcohol focused leisure activities’ in Britain’s NTE. Its findings
offer the following insights into cocaine use in the UK:

* Night-time leisure pursuits are important as contexts for the consumption
of cocaine.

® The prevalence of cocaine use across age groups and night-time
scenes, thus the drug is widespread in clubs, bars and after parties
along with cannabis and ecstasy pills.

* From a sample of 323 people attending club events 83.3% reported
having taken cocaine in their lifetime, along with 36.3% of a sample
of 350 bar attendees.

® One in 20 bar customers consume cocaine or ecstasy on a night out.

® The notion of a decline in recreational drug use is problematic.
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Crime), 79.
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e The British Crime Survey’s statistics on drug use are unreliable and
underestimated, particularly among young people who have left school.

While recent prevalence figures show a slight decline in use among the
population, a number of obstacles stand in the way of estimating the
real extent of the demand for cocaine in the UK. Primarily, the accuracy
of official statistics is limited due to a large amount of underreporting.
Basing their analysis on a number of surveys, Kilmer and Pacula propose
that around 15.3% of underreporting takes place in the context of
cocaine use.'”” This point is also made by Zaitch who contends that
“non-deviant” users “remain a rather unknown quantity” in European
prevalence figures."® Moreover, continuously mutating practices of
consumption are apparent. For example, the 2014 Global Drugs Survey
revealed a growing number of people buying their illicit drugs online; the
UK has the highest percentage of people doing so in the world.” Young
people are also diversifying their stimulant drug use and a number of
new psychoactive substances with variations in availability and popularity
run alongside the cocaine market, sometimes acting as cheaper short-
term substitutes (one recent example is mephedrone).?%°

The entrepreneurs and experts interviewed for this research also suspected
that statistics presenting a decline in cocaine use might be misleading.
They revealed various market fluctuations in both price and purity, yet
emphasised that the demand for cocaine has been steadily increasing
over time, especially the demand for high quality cocaine. This suggests
prevalent yet underestimated practices of cocaine consumption in the
UK today. Rather, it could be argued that recreational stimulant drug
use — particularly that of cocaine — has become normalised in the UK
context.?’" Indeed, some have argued that the size of the cocaine market
cannot be precisely quantified and that there still exists a sizeable,
growing and increasingly valuable market for suppliers.?*?

In terms of supply, it is well known that most cocaine is cultivated in
South America, specifically in Colombia, Bolivia and Peru. Often it enters
the UK via the Netherlands and Spain, having been initially smuggled
into Europe by means of established trade routes from South America
through the Caribbean or West Africa (Figure 14).

The following modes of transport used by suppliers targeting the UK
market were highlighted by UK-E2:

* By sea: merchant vessels and container shipping, with the product cut
across various commodities, containers of variation and vessels of 500

197 Kilmer and Pacula, Estimating the Size of the Global Drug Market: A Demand-Side Approach, 32.

198 Zaitch, Trafficking Cocaine: Colombian Drug Entrepreneurs in the Netherlands (Studies of Organized
Crime), 79.

199°A. Topping and A. Hern, “UK Buying More Legal and lllegal Drugs Online, Survey Finds”, The
Guardian, April 14, 2014.

200 See A. R. Winstock et al., “Mephedrone, New Kid for the Chop?”, Addiction 196, no. 1 (2010):
154-61.

201 See J. Aldridge, F. Measham, and L. Williams, /llegal Leisure Revisited (London: Routledge,
2011).

202 Kilmer and Pacula, Estimating the Size of the Global Drug Market: A Demand-Side Approach.
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FIGURE 14. TYPICAL ROUTES OF COCAINE FLOW INTO THE UK —

NETHERLANDS

Source: UNODC quoted in BBC, “Flows of Drugs to UK”, BBC, 2007.

tonnes  reported;  speed
boats; and luxury yachts.?®

* By air: executive jets; light
air crafts dropping cargo
before landing; and smaller
aircrafts landing in regional
airports.

e By land: road (car, lorry, bus);
national and international
rail — the Trans-Siberian rail-
way now being utilised as
a faster and more effective
way in the process of
shipping illicit goods from
the Far East to the UK; and
postal and courier services
delivering parcels (this is
particularly apparent in the
context of the emerging
online trade).

Recent figures show a reduction
in the number of seizures of
cocaine in the UK. Although
in 2012 cocaine remained the

most seized drug in England and Wales (80% of which was seized by the
UK Border Agency rather than local police), the figure has been steadily
declining since 2008 — 2009 when the highest number of seizures were
recorded during the time of peak use.?’* UK-E2 highlighted the negative
impact of changes to the border agency and enforcement structures,
particularly since the formation of the Serious Organised Crime Agency
(SOCA). Formed in 2006 as a “non-police agency”, which pooled the
investigative team responsible for drug trafficking at HM Revenue and

Customs and the National Criminal Intelligence Service among others,

205

the expert noted that SOCA's formation had diluted enforcement numbers
and expertise. The UK-E2 interview also revealed:

e various institutional changes to the UK Border Force since 2004 that
have reduced the number of customs officers;
* customs officers no longer being present around the clock at British

airports;

e the sheer size and volume of containers entering the UK.

According to the expert, these factors have resulted in a substantial
decrease in drug seizures and a decline in the overall effectiveness

203 See also V. Dodd, “Cocaine Worth £300m Found on Luxury Yacht in Southampton”, The

Guardian, August 03, 2011.

204 G. Amnett, “Drug Seizures Drop in England and Wales: Falls in Cannabis, Cocaine and Heroin”,

The Guardian, November 01, 2013.

205 See D. Hobbs, “It Was Never about the Money”: Market Society, Organised Crime and UK
Criminology’”, in New Directions in Criminological Theory, ed. S. Hall and S. Winlow, Routledge

(London: Routledge, 2012), 259.
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Market structure
and actors

of drug enforcement practices. Therefore, changes to the policing of
organised crime and drug trafficking could be the primary factors behind
the decline in cocaine seizures in recent years, rather than a slowdown
in supply and demand.?%

Another reason for the decrease in seizures is that continued diversification
of trade routes and techniques have begun to reshape the supply chain.
Container shipments are still the predominant method, with ports in the
Netherlands and Belgium heavily implicated in the cocaine trade.?” This is
a major link in the supply chain of synthetic drugs between South American
production centres and the UK, with “Dutch and Belgian warehousing
operations playing a crucial role in trading directly with UK national middle
market brokers”.?% Moreover, Eastern, South-eastern and Central European
states have become increasingly associated with the trade.’” Increased
seizures have been noted in Greece, Romania, Bulgaria and the Baltic
countries.”’® As mentioned above, the emerging trend of online trading (on
the surface web and deep web) and home delivery of smaller, retail-level
quantities of cocaine in post parcels also presents an emergent and largely
unknown dimension of the cocaine trade in Britain.

In order to gain an accurate understanding of the market structure and
the actors involved in cocaine supply in the UK it is necessary to point
out the distinct stages of the operation. These can be defined by a four
tier classification found by Pearson and Hobbs:*"

* Importation: consisting mainly of traffickers involved in the importation
of cocaine.

* Wholesale: those involved in selling larger quantities of cocaine.

e The middle market: the drug brokers existing between importation/
wholesale and retail level dealing.

* The retail level: drug dealers who sell direct to consumers.

For the Matrix Knowledge Group,?™? the market is structured according
to the area covered by an operation. Therefore, alongside the four tiers
are variations in market level and reach:

International: those crossing borders and importing from abroad.
National: dealers distributing nationally across towns and cities.
Local: traders buying and selling in smaller defined areas.
Retail: street level dealers.

206 See also Matrix Knowledge Group, The lllicit Drug Trade in the United Kingdom, 2.

207 Zaitch, Trafficking Cocaine: Colombian Drug Entrepreneurs in the Netherlands (Studies of Organized
Crime); EMCDDA, European Drug Report 2013: Trends and Developments.

208 pearson and Hobbs, Middle Market Drug Distribution, 21.

209 EMCDDA, European Drug Report 2013: Trends and Developments.

210 p. Kostakos and G. A. Antonopoulos, “The ‘Good’, the ‘Bad’ and the ‘Charlie”: The Business of
Cocaine Smuggling in Creece”, Global Crime 11, no. 1 (2010): 34-57; EMCDDA, European Drug
Report 2013: Trends and Developments.

21 Pearson and Hobbs, Middle Market Drug Distribution; see also Matrix Knowledge Group, The Illicit
Drug Trade in the United Kingdom; McSweeney, Turbull, and Hough, Tackling Drug Markets and
Distribution Networks in the UK: A Review of the Recent Literature.

22 Matrix Knowledge Group, The Illicit Drug Trade in the United Kingdom, 17.
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Both sets of classifications are not fixed, however, and distinctions
can become blurred at various levels and stages of an operation. For
example, an individual or group may be importing from abroad and
selling wholesale quantities of cocaine nationally. Alternatively, a national
dealer may also be involved in distributing cocaine regionally or locally.

Some operations lack organisation, as evidenced by the case in which a
man travelled to South America alone, bought some cocaine, and brought
it back to the UK in a small talcum powder bottle he had ingested (UK-
E5). In this case a direct connection to a crime group was not necessary
and the process was relatively disorganised. Therefore, it is important to
point out that the structures of the British cocaine business vary. As the
Matrix Knowledge Group found, actors involved in supply can work as
“sole traders”, as part of a “small to medium enterprise”, or as part of
a “collaborative network.”?"® The market is therefore best described as a
horizontal structure. From the levels of production through to consumption
different flexible networks of both organised and ‘disorganised” individuals
and groups are involved in the process. Although some degree of hierarchy
may be present at various stages of an operation, overall, these are networks
with variations in structure and scale in terms of the actors involved,
the quantity and quality of the product they are distributing and the
geographical area they cover. Therefore, descriptions of cocaine businesses
as ‘cartels’ headed up by a ‘drug lord” were seen as inaccurate stereotypes
by our experts and entrepreneurs. On many occasions connections exist
only between small numbers of individuals along the supply chain. One
key finding of the cited Matrix Knowledge Group study was that individuals
involved in drug supply have information about the market level in which
they operate, yet know little when it comes to the market overall. Indeed,
individuals working as middle level drug brokers do not want their retail
level buyers to contact their wholesale supplier directly, which could have

the effect of pushing the brokers out of the market.

Although the cocaine trade is a transnational trade, local and regional
markets are better placed for this analysis of the British cocaine trade.*™
In particular, the UK’s big cities are crucial to the functioning of the
supply chain. The primary city associated with the illicit drugs trade
is London, with Liverpool, Birmingham, Glasgow and Manchester also
playing significant roles. In terms of cocaine, Liverpool is an important
node in the market; operators in the city have established themselves as
major national distributors.?’® This fact was confirmed during a number
of interviews. According to UK-E2 and UK-E5, once cocaine reaches the
UK there are a number of hotspot regions, where corruption at ports is
widespread and cocaine more easily smuggled. Of particular importance
are the ports of Liverpool and GClasgow. UK-E4 spoke specifically about
the importance of regional and local levels, mentioning Liverpool. Two
criminal entrepreneurs — UK-C2 and UK-C3 - gave details about the
size of the market and price and quality of the products available in
Manchester, where a number of dealers from smaller towns and cities

23 |pid., 32.

214 See Pearson and Hobbs, Middle Market Drug Distribution.

25 |bid., 38.
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in Northern England buy their products direct from wholesalers and
middle market brokers before transporting it to their own local market
to cut and sell. In this respect, along with international traffickers (usually
smuggling cocaine into the UK by sea), national and regional drug couriers
and local level runners (often transporting by road) play important
roles in cocaine operations in the UK. For example, the researchers
found transactions between wholesale actors based in Manchester and
Yorkshire and middle level brokers in North East England who transport
by car or train and supply the product to a number of street dealers
or customers in Newcastle upon Tyne. Warehouses in towns near major
transport routes and larger cities are also utilised for storage, and actors
will be geographically situated in these aforementioned areas in order to
maintain the smooth operation of the supply chain.

Various actors are involved in the British cocaine market and they
perform different roles. The study by the Matrix Knowledge Group paints
a comprehensive picture of the various roles involved at different levels
of the cocaine trade in the UK, which can include the following:

international transporter;
legitimate professional (e.g. accountant, solicitor);
drug courier;

money collector;

money counter;

money deliverer;

tester;

transporter/runner;

specialist;

mixer;

corrupt law enforcement staff;
storer.

According to their research, a dealer’s main activities include ‘drug
purchase, storage, domestic and international logistics planning, domestic
delivery and sale... drug cutting activities, marketing or post sale customer
services’.?'® The interviewed dealers regarded transportation, storage and
sale as the most important tasks.

In keeping with previous research, our data identifies differences in the
operations at retail level, which can consist of various markets.?"” Criminal
entrepreneurs UK-C3 and UK-C4 operated a closed market, selling
exclusively to friends who had placed orders. UK-C1 was semi-open, selling
to friends and also to people in bars, clubs or after-parties. Finally, UK-C2
sold online and to friends. There are also profitable prison drug markets to
consider, and where it has been noted that connections are often made
between suppliers and dealers at various levels of the trade.’'

216 Matrix Knowledge Group, The lllicit Drug Trade in the United Kingdom, 33.

217 See McSweeney, Turbull, and Hough, Tackling Drug Markets and Distribution Networks in the UK:
A Review of the Recent Literature, 29.

218 Matrix Knowledge Group, The lllicit Drug Trade in the United Kingdom; G. Hales and D. Hobbs,
“Drug Markets in the Community: A London Borough Case Study”, Trends in Organized Crime 13,
no. 1 (2010): 13-30.
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In terms of market entry, our data corroborates findings from previous
research.?’ Initial market connections can be made through family,
friends, school, neighbourhood, ethnicity, or criminal background
(sometimes while an individual is serving a prison sentence). One expert
(UK-E4), discussing a personal contact involved in the trade, identified
his imprisonment as “the making of him”, which refers to the increased
criminal business opportunities he found among his fellow inmates. The
role ‘clubbing’ and night-time leisure pursuits can perform in facilitating
connections between dealers has also been noted;??° this was confirmed
by UK-E1, who expressed how connections in the cocaine trade can
often be made on “nights out”.

Overall, there is no specific demographic involved in cocaine supply
in the UK. However, some patterns have emerged in specific regions
or levels of the trade. For example, the role played by Colombians
based in London, who control a large amount of the bulk shipments of
cocaine entering the country, and that of Caribbean based teams, usually
involved in “small but often” loads trafficked via air, have been noted.
221 The policy report by the UK Drug Policy Commission*?? outlines the
following patterns with regard to the UK cocaine trade:

* The role of Colombian traffickers who dominate the international
supply of cocaine to Europe.

* The involvement of Spanish criminals involved as middle market
dealers who receive shipments from outside Europe and distribute
them to the UK.

* The roles of white British traffickers as suppliers of powder cocaine
from Spain and the Netherlands to the UK.

* West Indian traffickers involved in cocaine supply, most of which is
intended to feed the UK’s crack cocaine demand.

Our data suggests that British crime groups and families are still involved
in the importation and wholesale tier of the cocaine market.”” White-
British crime families were mentioned in particular as wholesalers by
one retail level (UK-C1) and one middle level (UK-C4) entrepreneur.
These families or groups are not exclusively white. British-Asian networks
of investors and dealers were also mentioned by UK law enforcement.
Often it is through a connection to such a family or group that a retail
level dealer can gain access to cocaine. The link is not always direct;
a partner in a scheme of smaller retail level operators may have a
direct connection through school, neighbourhood or family and will
arrange supply for the group, as was found to be the case with UK-CT.
UK-C3, who is based in a smaller English city, revealed that he was
buying direct from a dealer in Manchester. The interviewed UK-based

219 Pearson and Hobbs, Middle Market Drug Distribution; Matrix Knowledge Group, The Illicit Drug
Trade in the United Kingdom; Hales and Hobbs, “Drug Markets in the Community: A London
Borough Case Study”.

220 pearson and Hobbs, Middle Market Drug Distribution.

21 1bid., 21.

222 McSweeney, Turbull, and Hough, Tackling Drug Markets and Distribution Networks in the UK:
A Review of the Recent Literature, 27.

22 See also Zaitch, Trafficking Cocaine: Colombian Drug Entrepreneurs in the Netherlands (Studies of
Organized Crime), 88.
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Financing
and financial
management

online dealer UK-C2 provided the researchers with access to a range
of sites and sellers on the “deep web.” The internet gives a retail level
dealer the opportunity to widen his customer base, and online trade
could reduce the need for a middle level broker, because importers/
wholesalers have the ability to sell direct to the consumer. However, it
may be the case that the internet is simply mirroring street-level dealing
and offering a similar business-to-consumer transaction, but with less risk
and increased anonymity.

A two-tier powder cocaine market that has developed in the UK in
terms of differentiations in purity and price was also discussed with both
experts and criminal entrepreneurs. The first tier is a “pure” and more
expensive high-end market, while the secondly is a low-end, cheaper
market for product cut to a high degree with active pharmaceutical
ingredients (APIs) such as benzocaine; sometimes with purity levels
as low as 2 or 3 per cent at street level. Whereas one entrepreneur
spoke of deliveries of kilos of high purity cocaine worth thousands of
pounds being dropped over the fence of a wealthy customer’s house by
transporters linked to wholesalers, highly cut ounces and grams are also
sold to numerous users at street level by dealers, or among friends by
“facilitators’. Most of the interviewed criminal entrepreneurs noted two
purity levels, where they were buying or cutting their product in order
to sell at two prices to different customers. This dual market is explored
in more detail in the sections below.

Overall, studies to date have noted that the UK cocaine market has a
complex and fluid structure.?* Likewise, our data found that the market
is structured by flexible and often loosely organised criminal networks.

Because of the complexity and variation in its structure, the cocaine
market in the UK is financed in a number of ways. Investment practices
in this market are flexible, messy and continuously mutating. As UK-E5
pointed out, there are “degrees of participation” and a “spectrum of
organisations” in the cocaine trade. The upshot is that money comes
from a range of different places. Some operators finance operations
collectively, others individually. Some are involved sporadically, whereas
others continually operate and reinvest. The following sections will draw
specifically on the primary interview data and findings from previous
studies conducted in the UK in order to describe the financing and
financial management of the British cocaine market.

Sources of capital for criminal operations. Profile of financiers
in criminal operations

Whether a group or individual is operating at the level of importation,
national or local level dealing, in the first instance they must secure

224 Pearson and Hobbs, Middle Market Drug Distribution; Zaitch, Trafficking Cocaine: Colombian Drug
Entrepreneurs in the Netherlands (Studies of Organized Crime); M. Kenney, “Architecture of Drug
Trafficking: Network Forms of Organisation in Colombian Cocaine Trade”, Global Crime 8, no. 3
(2007): 233-59; Matrix Knowledge Group, The lllicit Drug Trade in the United Kingdom.
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some start-up capital. A variety of financial and non-financial means are
typically used in order to initiate and sustain cocaine supply in the UK
at various levels of the market.

Capital beyond the economic

According to all interviewed experts and criminal entrepreneurs the im-
portance of social capital (i.e. connections and relationships) and symbolic
capital (i.e. trust and reputation) were equally, if not more, important than
economic capital in initiating and sustaining a cocaine operation.

All criminal entrepreneurs mentioned the importance of acquaintances
and trust to their operations. One expert (UK-E4) also spoke fervently
about the levels of trust on display. It is through social and symbolic
capital that an actor can connect with a supplier, secure product on
credit, and build up a reliable long-term customer base that provides
a quick turnover. The importance of a reliable customer base was also
highlighted by all other retail level entrepreneurs, including the online
dealer. For example, along with acquaintances and trust, UK-C1 spoke of
“being able to get rid of a certain amount quickly” as the most important
need for sustaining his operation. Slowing down and diminishing the
reliability of distribution to end-users at the local level would disrupt the
smooth operation of the whole trade.

Moreover, drawing upon his law enforcement experience, UK-E1 noted
that financial capital is not necessary to enter the business. Rather it is
“reputation, reliability, an initial connection, and a will to make money”.
In these instances, when an individual enters the market they start
by buying small amounts of cocaine on credit and, ensuring they pay
back on time, begin a rolling credit with suppliers, while simultaneously
building their reputation. This supports the contention made by the
Matrix Knowledge GCroup that:

“...for many individuals a combination of their life situations, and
relatively easy access to friends and contacts in the business, meant
that barriers to entry were very low. Furthermore, access to start-up
capital was not considered a barrier to entry because of the wide
availability of credit.”?*

An academic expert (UK-E5) noted an interview with a dealer who
had a family connection and used her social capital, a level of trust
and her labour power to sell in order to enter the market. Therefore,
an individual’s labour can also be used as a non-financial form of
initial capital. Another example was that of a mule who was initially
employed by his cousin (an independent trafficker). After successfully
completing his first job he became involved in the business more
regularly. The lower levels of the trade seem to work with entry-level
distributors entering the market and connecting with large numbers of
local suppliers who are willing to take small credit risks. This arrangement
spreads the overall risk and incentivises small-scale distributors with the

25 |bid., 24.
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possibility of using their social networks to make profits and eventually
move up the supply chain.

e, . .
Chipping in:" acquaintances and group investment schemes

On many occasions initial operations include friends and partners who
work and invest collectively in a cocaine business. They will pool their
money together to “bulk-buy” more product at a lower price. Three
specific examples illustrate this practice:

e The first involved a criminal entrepreneur (UK-C3) investing with a
good friend who had a larger legitimate income. They were splitting
the cost 50/50 with the investing friend requiring double on his
investment without touching the drugs.

e Next, UK-CT was a partner in a group of retail level dealers collectively
“chipping in“ to purchase larger amounts of cocaine at a discounted
price. The group were purchasing from a crime family one of the
partners had a direct link with via an old school friend.

e A third criminal entrepreneur (UK-C4) was also investing with a
small group of four or five “players”, some of whom originally met
20 years ago as members of a commercial burglary team. There
was some fluidity within the group, with different individuals being
involved in different deals, but the core of the unit comprised of the
entrepreneur and two men who had all been involved in criminal
activities in the past.

According to UKE4 it is also common for two or so otherwise separate
groups to “chip in” and secure a larger amount of cocaine to sell.

Finally, a South Asian network of cousins was mentioned by a law
enforcement respondent. Kinship networks played a role in investments
in legitimate and illegitimate businesses, including cocaine supply. Here,
the close kinship structure and a culture of reciprocity helped to initiate
and sustain a successful cocaine operation.

Legitimate money and loans

Legitimate money coming from a variety of avenues can also fund
cocaine operations. As mentioned above, one example from the data
is that of a British Asian group. A businessman from the group invested
money from his taxi company, from property that he owned and,
combining this money with small loans from his cousins, began to import
cocaine from a Spanish dealer.

According to UK-E1, legitimate businessmen who own restaurants, pizza
shops, and taxi companies have been known to become involved in
the cocaine trade. They tend to use the proceeds from their legal
businesses as start-up capital in a cocaine operation, and then launder
the criminal proceeds by reinvesting the money back into their legal
businesses. Therefore legitimate businesses can act as both start-up
capital and money laundering schemes in the British cocaine trade. The
same expert also mentioned that large scale money laundering is done
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through acquisition of property. Trusted accountants are used to sustain
and conceal the operations, yet another example of the crossover with
legitimate businesses involved in the cocaine trade in the UK.

Another expert (UK-E5) gave an example of two legitimate businessmen
who trafficked cocaine “on the side”. Here their legitimate businesses — a
carpet business, an antiques import business and a property development
business — generated initial start-up capital, provided ways of cleaning
up criminal profits and knowledge and awareness of import/export
procedures. In the loosest sense, these examples highlight the involvement
of “organised” crime groups who finance operations, which often include
people with legitimate business portfolios.

Legitimate start-up money invested in the cocaine trade does not
always come from the proceeds of commercial business. UK-C1, who
became involved in cocaine dealing with a group of friends who were
buying from a crime family, used his student loan of £1,200 as his
initial start-up capital. Over a 7 year period he received a loan every 3
months, which helped him to sustain and reinvest in his drug business.
Student life was also mentioned by the same entrepreneur and law
enforcement respondent (UK-ET) as a good way to make connections
with suppliers and build a customer base. Furthermore, the online
wholesaler UK-C2, who had a connection from his previous involvement
in dealing ecstasy, sold his car to fund his initial operation. He also ran
a legitimate online business selling e-cigarettes, and occasionally money
shifted between the capital and profits from both online businesses. In
general, information from the interviews suggests a blurring between
legitimate and illegitimate capital investment in cocaine.

Criminal careers, illegitimate money and loans

Criminal sources of investment and reinvestment also act as the financial
capital for cocaine businesses. According to the interviewed experts,
some cocaine deals are financed with the proceeds of armed robberies
and sold stolen goods. For instance, UK-C4, who was also involved in
burglaries, financed his cocaine operation directly through his criminal
activity, alongside his ability to secure product from suppliers on credit
due to the reputation he had built up throughout his criminal career.
Another high profile importer known to UK-E4 used his criminal expertise,
contacts made in prison, proceeds from crime and prior involvement in
drug markets to facilitate his cocaine supply. Again, some of the criminals
involved grouped together to invest in cocaine.

A particular operation known to UK-E4 involves a criminal group currently
importing large amounts of cocaine into the UK via Spain (especially
Tenerife) and Amsterdam. They supply to several regions across the UK
via intermediaries. These entrepreneurs do not rely solely on cocaine
and are involved in various legal and illegal operations. For example,
amphetamine supply and manufacture was mentioned as a “big earner”.
Some of the key players were also involved in large scale cannabis
cultivation. Moreover, several individuals had legitimate concerns,
including tyre and exhaust fitting centres, fruit and vegetable shops,
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property portfolios, hotels, public houses, and guest houses catering for
social security residents.

A law enforcement expert, UK-E1, mentioned cocaine dealers who
diversify their illegitimate businesses and investments. For example, many
known criminals who are involved in buying and selling stolen goods,
particularly high-end expensive goods such as top of the range cars,
also deal in cocaine. Again, there was a blurring of the legal and illegal
because some of the same criminals also had legal business portfolios
that they were using to launder their crime money. This included shops
and rental properties, and particularly small cash-only businesses such as
nail salons, barbers, car washes, and auto-repair shops.

Profile of financiers

Although investment comes from a range of sources and there is no
fixed profile of a single typical investor, the following were identified
as common sources of investment: legitimate business people; criminal
entrepreneurs/financiers  reinvesting in illegitimate operations; local
crime families with connections who exert force; friends and/or family
collectively investing in a cocaine business. In terms of criminal financiers,
two experts spoke specifically about individuals with criminal histories
who, having “made it” and moved into the legitimate business world,
continue to finance cocaine deals. Often they will be known to drug
dealers from childhood. One such individual in Northern England owns
a very successful chain of used car retail outlets.

Settlement of payments

In the cocaine trade settlement of payments depends on several factors:
whether the payment is being made upstream or downstream;
whether there is a pre-existing relationship;

the level of trust between the actors involved;
the level of the trade in which they are operating.

According to UK-E3, upstream payments between producers/suppliers at
different levels of the British cocaine business are usually organised in
three ways: up-front, part-payment and payment on delivery. Still, it is
rare to find either full up-front or on-delivery payments, but various ratios
of part-payments are usually agreed. At the international importation level
some groups/operations may settle a payment for a shipment in full in
one nation state, then have different agreements set up for further dis-
tribution in other countries. This can include the use of front companies
and/or off-shore bank accounts to transfer money and settle payments.

Once in the United Kingdom, UK-E4 suggested that large payments
can be made up-front and often larger sums “on bail” or credit. As for
employees facilitating payment arrangements, a runner is often used to
transport money to and from locations and between groups. For example,
one “firm” known to an expert in the North East of England, with strong
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links to another in the South East, have been known to transfer both
money and drugs via London Kings Cross station. As he explains:

“A runner would almost always be used to carry out such a task.
Typically it would be someone lower down in the hierarchy, although
they must be trusted. Often someone known from youth. Often an up-
and-coming youngster who is in need of the money enough to take the
risk, but not seen as desperate enough to try and rob monies or goods.
Typical payments would be 500 to 1,000 pounds per trip — money or
drugs at the same rate — depending on who the runner was.”

Therefore, payments to employees can be in cash or a share of the cocaine
being imported/distributed. Downstream payments between customers and
dealers are usually cash up-front, but on occasion there will be a certain
amount of credit given. However, this credit is in cocaine not money.

The interviewed retail level dealers offered the following information
about both upstream and downstream payment arrangements:

e UK-C1

— Upstream: the first entrepreneur either paid up-front, or on credit
with an agreement to pa